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Abstract — Due to the criticality of spatial data in
decision making processes that range from military
targeting to wurban planning it is vital that
transmission of spatial data be authenticable and
secure. Cryptographic methods can be utilized for
this purpose, however they can be relatively slow,
especially when encrypting voluminous quantities of
data such as is found with spatial data. Previously a
promising and fast method of low overhead spatially
based visual authentication has been developed. This
method considered the angular and temporal
relationships of spatial object data. It was initially
shown to be extremely fast and easily extended to an
intuitive visual algebra that makes it easy for a
human being to identify modifications to data such
as deletion, movement or additions of spatial objects.
Additionally, work was done to taxonomically
classify spatial objects based on their spatial and
temporal properties. This paper integrates the two
approaches to 1) introduce a new concept in security
that of pretty good security 1ii) potentially
dramatically increase the speed of the authentication
method on top of the visual signature authentication
methods developed previously. The approach
integrates the notion of spatial and temporal
taxonomic relationships when determining what key
spatial objects should be authenticated.

1.0 INTRODUCTION

Spatial data sets or maps get transmitted over
the Internet all the time for planning processes and
decision-making support ranging from resource
management to urban planning [1,2,3,8,11]. This
highlights the need to create techniques to protect and
secure the transmitted spatial data. Authentication is
a method of determining whether a data item has
been modified. It enables computers at the receiving
end to verify the contents of the message. [4, 5]

Authentication can range from simple functions such
as using passwords to very complicated identifiers.
Advanced approaches to authentication may increase
the amount of authentication needed based on the
perceived risk associated with accessed resources.
This is referred to as risk based authentication.

In this paper an approach to authentication
based on determining what is important to
authenticate based on spatial temporal category
relationships is presented. A previously developed
visual method for authentication of spatial data is
integrated with taxonomically based spatial-temporal
classifications to improve the authentication speed of
the visual authentication method. This method can
create ultra fast authentication where only relevant
parts of the spatial data based on taxonomic
relationship are authenticated. The result is defined as
pretty good security and has the potential to be
considerably faster than currently existing methods.

1.1 Background

Encryption is a widely utilized method to
authenticate and protect data. There are many
encryption techniques available and commonly used
such as systematic encryption, and Public-Key
encryption. When one considers the application of
such methods to spatial data there are several
questions that must be considered:

* cryptographic algorithms tend to be designed to
work on relatively small amounts of data and
thus can be computationally expensive.

*  when considering the application to spatial data,
the question often becomes which data needs to
be encrypted and thus does all data need to be
encrypted.

Very little work appears to have been done
on the development of authentication methods based



on properties describing spatial data. This has
became the motivation for the development of a new
method for doing spatial data authentication inspired
from the concepts of biometrics. This approach
utilizes taxonomically related classes of spatial
information to select subsets of spatial objects and a
visualized mathematical model to generate a
geometric signature for the data sets that can be used
for authentication and can visually point to modified
objects in a spatial dataset. The approach is based on
the spatial and temporal properties of objects. The
result is a method that can be ultra fast and selective
in what is authenticated.

2.0 PREVIOUS WORK

In previous work, the notion of visual
authentication of spatial objects has been developed
[6]. Additionally, the concept of spatial taxonomic
classes of objects was defined based on their
temporal and spatial properties defined in other work
[12,13,14]. This section presents an overview of this
work to set the grounds for their unification into an
authentication scheme based on the integrations of
the ideas.

The question of how to identify spatial
objects for authentication signatures is based on
research similar to the classification categories of
Peuquet [2]. Our research extended this previous
work to classify spatial objects based on the effect
time has on them. That means every object was
studied with respect to time, and what changes can
occur to that object due to time. We define the term
degree of temporality as being how long it takes an
object to change its spatial geometry and define this
concept as:

A Spatial Geometry

The following presents a sample summary
of some spatial objects and how they may fit into
these classifications.

Stati
Satic | po | Comtuons | Spovadic
poral
Ocean Sea Ice Mass Port
Island Desert water | Land
Rocks Shore Farm
Forest Sand Park
Summit Silt University
i\l/llounta Clay Parcel data
Hill Bushes Corral
Valley Lake Dam/Weir
River Mines

Degree of temporality= Time

From this definition, we derived the
following classifications for objects:

* temporal continuous (TC) — an object whose
degree of temporality and attributes change
continuously

* temporal sporadic (TS) — an object whose
degree of temporality and attributes change in
an unpredictable fashion

e static (S) — an object that has no change in
degree of temporality or attributes

¢ Static-temporal (ST) — an object that is typically
static, but may—under certain situations—have
changes in degree of temporality and attributes

Table 1. Temporality classification of the taxonomy

3.0 USING A VISUAL GLYPHTO
AUTHENTICATE SPATIAL DATA

Visual authentication can be a fast method
to create an authentication signature compared to
encryption because the algorithmic complexities of
trigonometric mathematics are simpler than
encryption algorithms. The following section
therefore presents the development of a visual
authentication method that can be applied to spatial
data.

3.1 Spicule Visualization Tool

Takeyama and Couclelis have shown that
GIS layering abstraction of a location is equivalent to
a set of multiple attributes [9]. So, the map can be
looked at as a 3D-set of layers on top of each other.
In this 3D paradigm of layered spatial data, the
Spicule can be utilized to create a mathematical
signature for authenticating spatial data by mapping
the tips of vectors on the Spicule to the unique spatial
objects identified from the taxonomy. The signature



that can be generated using this approach becomes an
n-tuple which can be visually subtracted using the
Spicule to detect changes in the spatial data.

The Spicule was developed [6,7] as a tool
for detecting intrusions on computer systems of
malicious software and individuals. It is a visually
based glyph that has a strong mathematical
foundation based in linear algebra. As a research tool,
it is still being investigated for application to a wide
area of pattern recognition problems. One of the
interesting properties of the Spicule is that it has a
simple but powerful algebra that allows rapid
visualization and detection of changes in data sets
that the Spicule has been mapped onto [6,7]. Thus the
mathematics of the Spicule can be utilized to
authenticate and detect changes in the relative
geometries of spatial objects

To illustrate the Spicule concept consider
Fig. 1 and Fig 3. In these figures one observes a ball
floating in 3-D space. This ball has—attached to its
circumference—vectors that can be mapped onto
objects in 3-D space such as spatial objects found in
spatial data. As an example, the tip of H vector may
be mapped onto the specific intersection of a street
system that has been classified as a static temporal
object. The Spicule has a variety of different vector
types, each with its own unique properties. In the
figure, a new type of vector is defined. This vector is
based at the equator of the Spicule’s main ball and
has the head of the vector mapped to spatial objects
in a data set. When considering this scheme it is
fairly straight forward to see that such a mapping can
create a series of vectors each with a unique
mathematical description of orientation, angle and
direction. This descriptive information constitutes the
authentication signature for the transmitted spatial
data.

Fig. 1, Sample Spicule glyph

In Fig. 2, an example of how a Spicule
might map onto significant spatial features found in
various GIS data layers is shown. In this illustration,
layer one may represent a street system, layer two

may represent the distribution of forested areas, and
layer three may represent houses. Each vector on the
Spicule has a unique set of descriptive attributes such
as vector magnitude, vector angular orientation, and
location of a vector on the 3-D central ball. A
vector’s descriptive orientation can then become a
signature of the spatial object it has been mapped
onto [10].
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Fig. 2, Sample mapping of Spicule glyph to features
in GIS spatial data

The current form of descriptive signature equation is
given by:

V:V1 +V2+ ....VX
Where Vx is given as:

Vx = (|Vx], elevation, equatorial location)

where:

Vx| - magnitude

elevation - angular degree’s above
horizontal

equatorial location - angular degree of vector tail
when mapped on the Spicule ball

This signature creates a unique description of the
orientation of a spatial object within the 3D data
space.

In this scheme a vector pointing from the
center of the Spicule, at the origin, to each point or
spatial object selected from the taxonomic spatial
temporal plot to create a signature. The n-level data
layers shown in Fig. 2 are initially proposed to be
placed at one vertical unit apart from the Spicule
layer. So, the first layer points will have coordinates
of (x, y, 1), the second layer points’ coordinates will
be (X, y, 2), and the third layer points’ coordinates
will be (x, y, 3). Based on this the vector attributes



for each authentication point in the three layers will
be:

Mag= x*+y*+i° (1)

where:
! is the data layer number.
X, y are point original coordinates.

Mag; is the magnitude of the vector from (0,0,0)
to a point in layer i

. _ X 1 X
S’”@i‘m - 0,;=Sin 21
(2)
. _ i _qi- 1 1
Sind, —m = evi Sin —i2 +y2 3)

Equations (2) and (3) are used to calculate the
equator and the vertical angles respectively,

where:

I s the data layer number.

0, is the vertical angle degrees for a vector from
(0,0,0) to a point in layer i

0, is the equator angle degrees for a vector
from (0,0,0) to a point in layer * .

The collection of attributes and angles for all
authentication vectors forms a two-dimensional
matrix that is used as-for the authentication signature
and the Spicule visualization authentication process
(Fig. 5).

The signature calculation process is done
when a spatial dataset is requested to be transmitted
over the internet. Table 2 shows a sample calculated
vector matrix.

Otl)g ot Layer | Mag, 0, 0,
1 3 7.68 66.8 18.43
2 2 16.31 42.51 4.76
n i 29.22 51.95 3.18

Table 2. Sample calculated vector matrix

At the receiving end, the same process to
create a signature matrix from the received spatial
dataset was applied. By visualizing the mathematical
difference between the received spatial data sets
matrix and the transmitted matrix, as shown in Fig. 3,
it can be determined if the dataset has been
intercepted or altered during transmission. If no
modifications have been made, the result is a
featureless, smooth ball. In Fig. 3 the resulting vector
points to an object that has been modified.

4.0 COMPARATIVE AUTHENTICATION
SIGNATURE GENERATION PERFORMANCE

Spatial data may be protected for
transmission by encryption or by the generation of a
signature using MDS5, SHA or RIPEMD. In order to
compare the performance of the spatial signature
approach to that of above traditional methods a test
suite was set up on a PC running at 2.4ghz with a P4
processor. The Crypto++ package was utilized for
comparison with timing figures measured down to
the millisecond. Crypto++ has a program called
Cryptest that may be called with command line
switch to encrypt symmetrically, decrypt and
generate SHA, MDS5 and RIPEMD160 digests. The
comparative speeds from this initial performance
testing are shown in table 3.

Test Type Pass 1| Pass 2| Pass 3
(10x) (10x) (10x)

Shell 63.00 58.00 57.00

Encrypt 126.60 123.4 121.90

(symmetric)

Decrypt 115.60 123.5 121.90

(symmetric)

MD5/SHA/RIP | 67.20 67.20 64.00

EMD

Spatial < 01| < 01 | < .01

Authentication milliseco | milliseco | millisec
nd nd ond

Table 3 Average performance comparison of Spatial
Authentication versus Symmetric encryption, SHA,
MDS, RIPED (milliseconds) on test data



Figure 3. Visualization of authentication signature:
Template form (left) — Authentication form(middle)
= Change form indication H has been added to the
transmitted data set generating the Authentication
form

5.0 SELECTIVE AUTHENTICATION

Not all spatial or temporal objects need to be
authenticated. This is due to the fact that some
objects may not have a strong relationship to objects
in another taxonomic class. For instance, static
objects may not be related to objects that are
continuously changing. This observation leads to the
notion that i) authentication can be done based on
taxonomic classes of objects that are of interest to a
user, ii) partial authentication can reduce the already
fast authentication speeds from the visual approach.
This term is referred to as pretty good security. The
selection of what is authenticated becomes a function
of the relationship among objects and thus can be
defined by the user and is a subject for further
research.

Such an approach is suggested via the
implementation of a similarity matrix that has the
following format:

S ST TC TS
S 1 5 ) 25
ST 75 1 5 )
TC .50 5 1 5
TS 25 .50 5 1

Table 4, Similarity matrix of taxonomic classes
utilized for object authentication

where the taxonomic classes are abbreviated as
defined previously. In the above matrix, a hierarchy
of relationships among classes defined in the spatial-
temporal taxonomy are defined. A value of one
indicates absolute relationship and lower values
indicate less relationship. This hierarchy can then be
utilized to determine by a user what objects (from
Table 1) in a spatial data set should be authenticated
using visual signatures. For example, if a user wants
to only visually authenticate objects that are Static
(S), such objects {ocean, islands, rocks,..} would be
used in the visual authentication process. Whereas if
a user wanted to authenticate all objects that are
greater than or equal to .75 (a high degree or relation)
then the objects in the ST and S classes would be
authenticated. The result is that a user can select to
authenticate only highly related objects and thus
increase the already fast authentication times shown
previously for the visual authentication method. In
this similarity matrix the class relations are split
evenly due to there only being four classes at the
present in the spatial-temporal taxonomy. However,
this approach in the future should be studied to
determine better adaptive schemes for given security
situations that might be applied to the similarity
matrix.

6.0 CONCLUSION AND FUTURE WORK

The integration of the visual authentication
method with taxonomic classes can provide for
dramatic increases in the speed of authentication
based on the new notion of authentication of only
spatial-temporal objects that are related. This concept
is referred to as pretty good security. This work
builds on previously defined research topics in the
area of spatial authentication. The level of confidence
in the authentication is left up to the user and should
be the subject of future empirical work. Other work
could involve the study of dynamically changing
relationship values, how they might be defined
dynamically and the effect on speed. Additionally,
this method has terrific potential in the newly
developing paradigm of a global information system
based on spatial temporal relationships among data
objects and global contextual processing.
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