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Abstract

Routing in the Internet is based on the best-effort mechanism, wherein the routers generally forward packets to minimize the number of
hops to the destination. Furthermore, all packets of a type are treated the same independent of their size. We propose the framework of
NetLets to enable the applications to send data packets to the destination with certain guarantees on the end-to-end delay. NetLets employ in
situ instruments to measure the effective bandwidth and propagation delays on the links, and compute the paths with minimum measured end-
to-end delay for data packets of various sizes. Based on experiments over local area networks, the paths selected by NetLets indeed achieve
the minimum end-to-end delay, and our method outperformed the best-effort mechanism based on the hop count. We also describe an
implementation of NetLets over the Internet to illustrate their viability for wide-area networks.

© 2002 Elsevier Science B.V. All rights reserved.
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1. Introduction

Routing is a critical component in determining the end-
to-end performance of messages in distributed computing
applications over the Internet or a specialized wide-area
network. In the current operational networks, routing
protocols embedded in routers support various metrics
such as link-delay and link-bandwidth to construct the
routing table. However, they generally attempt to minimize
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the number of hops to the destination by statically setting
link-delay as 1 for the fast computation of the routing table
and the easy management, and do not take advantage of
viable alternate routes with higher bandwidths or less
congestion when the routing tables are computed. Instead,
alternate paths are provided relying on routing polices or
network administrator for the purpose of load balance in
common. Furthermore, one of the reasons for the unsatis-
factory end-to-end path performance of the present Internet
is the inadequate measurement infrastructure. Paxson [9]
points out the need for infrastructure to diagnose perform-
ance problems, measure the performance of network paths,
and to asses performance of different Internet service
providers. In this paper, we employ in situ measurements
that do not require the infrastructure but are sufficient for
computing the minimum end-to-end delay paths.
Quality-of-Service (QoS) guarantees are currently
needed by a variety of network applications such as video
conferencing, real-time control of instruments over the
networks, and distributed simulations. To facilitate the
growing number of such applications, new protocols and
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Fig. 1. The shaded nodes house NetLets. A virtual link from node A to node
F corresponds to the path A—-B—D-F in the underlying network.

infrastructures are being developed (Integrated Services,
Differentiated Services, and Multi Protocol Label Switching
[6,7,20]) for ensuring certain types of end-to-end perform-
ance. Despite the proliferation of such technologies, it is
pragmatic to assume that not all parts of the wide-area
networks will be replaced by these newer methods. Thus,
there is a need for methods that provide QoS without
requiring significant infrastructure enhancements in the near
term but are upward compatible to the next generation
technologies. We propose such method by incorporating
daemons, called the NetLets, above the existing network
layer to achieve low end-to-end delays compared to what is
possible in the current Internet. NetLets will be deployed on
certain intermediate sites such as free telnet sites and routers
(when possible) and also on host machines. In grid and
distributed computing environments, NetLets will be
deployed on various processes and grid points, respectively.
The NetLets form a virtual network such that any two of
them are connected via a virtual link if they are connected
by an Internet Protocol (IP) path containing zero or more
routers of the underlying network. In Fig. 1 an example of
the NetLets virtual network overlaid on a real network is
shown.

The end-to-end delay experienced by a packet over a
network depends on its size, and but the best effort routing
methods based on minimum number of hops are insensitive
to the packet size. We now illustrate that the packet size has
a strong influence on the end-to-end delay of routing paths.
It is indeed possible for the same source and destination
pairs to have different minimum end-to-end delay paths for
packets of different size. The size of an IP packet can vary
from a minimum of 41 bytes (20 bytes of TCP header,

20 bytes of IP header and 1 byte of data) to a maximum of
65,535 bytes (40 bytes of header and 65,515 bytes of data).
Consider the network shown in Fig. 2. The nodes A and D
are the source and destination, respectively. The bandwidths
on the links have been chosen to be either DS1 or DS1C and
all links are assumed to have a propagation delay of 10 ps.
Then, to a first order of approximation, the end-to-end delay
of alink is /B + d, where o is the size of the data packet, B
is the bandwidth on the link and d is the propagation delay
of the link. In the table in Fig. 1, the end-to-end delay of the
routes for A—D for various packet sizes are shown. Clearly,
for a minimum sized packet one should choose the path
A-B-D, while for the maximum sized packet one should
choose the path A—B—C-D. At the intermediate nodes, we
have not included the queuing and processing delays,
collectively called the node delays. The maximum sized
packet will choose A—B-D if the node delay at C is greater
than 7 ms. The node delays are often much harder to
estimate unlike the bandwidth and link delays. The node
delays can be handled by utilizing the probabilistic
components to the end-to-end delays to derive similar
conclusions but with certain probability [13,16].

As evident from the above example, routing methods that
ignore the available bandwidth and propagation delay will
produce paths with sub-optimal end-to-end delays in
general. We present the NetLet framework that accounts
for the bandwidth and propagation delays, wherein:

(a) software in situ instruments are used to measure the
bandwidth and propagation delay on the links;

(b) bandwidth and delay estimates are used to compute
the minimum end-to-end delay paths; and

(c) interfaces and routing daemons are provided for
the applications to route data packets along the
computed paths.

Analytical basis for this approach is provided in Refs. [13,
17], where it was shown that measurements are sufficient
(with a specified probability) to compute the paths with
the minimum end-to-end delay, irrespective of delay
distributions. It is important to note that it is not
necessary to derive delay distributions for providing this
type of end-to-end delay guarantees, and one can achieve

End-To-End Delay from Node
AtoD
Packet Size (bytes) A-B-D Path | A-B-C-D Path
21 182usecs 190usecs
65535 506msecs 499msecs

Fig. 2. A network with A and D as the source and destination, respectively. The bandwidth and propagation delays on the links are indicated. The table indicates
the end-to-end delays for minimum and maximum sized IP packet using different paths.
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useful performances based on simple in situ measurements
alone.

We compare the paths chosen by NetLets with those
chosen by the best-effort mechanism in an experimental
setup of workstations that route data packets using the
Internet Protocol. In the experiments, the paths selected
NetLets based on the measurements indeed achieve the
minimum end-to-end delay. Our method outperformed the
best-effort mechanism and in this sense, our results provide
an experimental evidence for the analytical results in
Refs. [13,17]. Furthermore, NetLets installed on the nodes
of the network, provide an environment for applications
such as distributed simulation and grid computation,
wherein the end-to-end delay minimization is performed
in a transparent manner. In the experimental setup, the
workstations are located over a local-area network to enable
controlled experimentation. We also present an implemen-
tation over the Internet to illustrate that the NetLets
represent a viable technology for wide-area networks as
well.

In Section 2, we briefly compare our approach to existing
ones. Estimation of bandwidth and propagations delays is
described in Section 3. The overall framework of NetLets is
described in Section 4. Experimental results are described in
Section 5, and the details of Internet implementation are
provided in Section 6.

2. Related research

Research on the end-to-end performance of path
selection protocols has received much attention in recent
years. For example, Savage et al. [18] in their Detour system
point out various performance problems that the Internet
suffers including the inefficiencies both in the routing and
transport layer protocols. Collins [5] also suggests the
formation of a virtual network similar to the one proposed in
this paper. There are many differences between our work
and the Detour system. First, the Detour system does not
explicitly minimize end-to-end delay between source and
destination pairs. Second, the measurements mechanism
suggested by the Detour system involves the use of utilities
such as traceroute and ping. Our measurements of link
bandwidth and link propagation delay are obtained using the
actual transport layer segments, namely Transport Control
Protocol (TCP) segments. That is, our measurements
correspond to the transport layer units that are actually
routed on the network rather than control data packets sent
by traceroute and ping programs. With the deployment of
firewalls, the Internet Control Message Protocol (ICMP)
traffic is often treated differently from TCP or User
Datagram Protocol (UDP) traffic; for example, some
firewalls disable response to ping and provide no or
misleading response to traceroute. The TCP-based measure-
ment scheme used here is vital to proving the analytical
guarantees of Ref. [17], and no such guarantees can be given

if only traceroute and ping measurements are used. Third,
unlike the Detour system we do not modify the existing IP
layer but direct the IP layer to forward the packets via the
other NetLets.

Paxson [9] has developed measurement tools for
determining the end-to-end delay, packet loss, and actual
routing paths on the Internet. The RFC 2330 [8] examines
the framework for measuring IP performance metrics. Most
of this research points out the sensitivity of the measure-
ments with respect to the changes in clock. For example, in a
time synchronized distributed system, the one-way link time
can be measured by time-stamping a packet before sending
and time-stamping it after it reaches the destination. Since
such assumptions are non-plausible in a distributed system,
Paxson [9] suggest techniques to adopt to arrive at a
reasonably accurate packet delay measurements. Savage
et al. [19] introduce mechanisms to find the best alternative
paths that is the most closely related to our work. Their
protocols are based on measurements of path quality, such
as round-trip time, loss rate, and bandwidth between pairs of
Internet hosts, and also use the traceroute for measurements.
For the minimum delay routes, their works do not consider
the packet size that is a very important factor for the end-to-
end delay as shown in Fig. 2. While measurements in
general are motivated by several purposes, such as traffic
modeling and fault diagnosis, the goal of our measurements
is limited to reducing the end-to-end delays with respect to
packet sizes.

IP routing involves designating groups of nodes (routers
and hosts) to form an Autonomous System (AS). The entire
system of routers and hosts are grouped into different ASs
and communication between any two nodes within an AS is
carried out using the Interior Gateway Protocol (IGP). The
Border Gateway Protocol (BGP) treats each AS as a single
node and provides the routing protocols between two nodes
that are in different ASs. Both IGP and BGP [10] use the hop
count as a performance measure to determine end-to-end
path; that is, given two paths between source and destination
pairs, a path that has fewer links will be chosen.

3. Estimation of bandwidth and propagation delay

There are two basic routing mechanisms: circuit
switching (also called pipelining) and packet switching
based on store-and-forward method. In circuit switching,
data streams are transferred at a fixed rate from the source
to destination without buffering. Over the packet switched
networks, entire data is stored at every intermediate node
before forwarding to next node. The telephone networks
belong to circuit switching, and the IP networks belong to
packet switching paradigm. For path P, the path-delay
D(P) is the sum of all propagation delays of links along
the path. Let the end-to-end delay of a path P can be
computed by the formula 7 = o/B(P)+ D(P) in the
circuit switching, where B(P) is the path-bandwidth
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which is appropriately computed based on the routing
mechanism. Since in circuit switching the data transfers
along the route is with a fixed rate, B(P) is the minimum
bandwidth of link along the path. In the case of packet
switching, since the incoming data is stored temporarily at
each node and then transmitted to outgoing link,
transmission time of o/B(e) is required at each node v,
where e is the outgoing link of w. Thus, for packet
switching mechanism, the path-bandwidth B(P) is
1/> ,ep 1/B(e), where P is the routing path and e is the
link on P [15]. The routing mechanism has a significant
effect on the end-to-end delay and must be considered in
computing the optimal end-to-end delay paths.

The well-known quickest path problem deals with
computing a path in a network G to minimize the end-to-
end delay to send o units of message from a source to a
destination. Chen and Chin [4], Rosen et al. [11], Rao and
Batsell [12—-14], and Bang et al. [2] studied the quickest
path problem using the circuit-switching mode. However,
since the store-and-forward transfer mode is used to send
message in the Internet, classical quickest path algorithm
cannot be adapted to an IP network. To facilitate the
notion of the quickest path to packet switching, we apply
the idea of classical quickest path to each link to
minimize the end-to-end delay of the routing path. Thus,
we take into account both bandwidth and propagation
delay of links to minimize the end-to-end delay. We
compare the method based on the minimum number of
hops with our method based on minimum end-to-end
delay by utilizing the estimated bandwidths and propa-
gation times of links.

We measured the bandwidth of a link (a, ), which can be
a virtual link or a physical link in the underlying network,
using the following steps:

1. Generate a set of messages with various sizes for NetLet
measurement at node a;

2. For each size s, construct a number of TCP segments of
Maximum Segment Size (MSS) and send them to node b.
Normally, the segmentation of MSS and fragmentation
of MTU is internally performed by TCP layer and IP
layer, respectively.

3. Node b upon receiving each TCP segment simply echo’s
it back to node a.

4. The round-trip delay is measured for each message
size for a couple of times and the average is
computed. The end-to-end delay is the round-trip
delay divided by two. We also measure the one-way
segment delay by utilizing the difference in the clocks
of machines a and b as discussed at the end of this
section.

Once the average end-to-end delay is determined for
messages of different sizes, the linear regression (as
suggested in Refs. [13,16], where other regression esti-
mation methods were also studied) is applied to determine

a first-order approximation of the bandwidth. The slope of
the line, that fits the measured pairs of message size and
end-to-end delay, yields the bandwidth estimator. The
regression estimate for bandwidth is given by the Lemma 1,
whose proof is given in Appendix A.

Lemma 1. Given a set of test messages with various sizes
S = {s;li=1,2,...,k}, the corresponding end-to-end delays
(over one virtual or physical link) are measured at times
T={1li=1,2,....,k}. The following formula gives the
coefficient vector of a polynomial regression estimate in the
Least Squares sense.

- Ty~ 1 yTss
a=XX) X'y
where, @ is the coefficient vector of a polynomial
regression estimate: t = a,_s" ' +a,_ 5" >+ ... +ays+

ag. Column vector y =T, and matrixX is constructed as
follows:

ST sp 1

a2 sy 1
X =

sithogn? s 1

Fig. 3 illustrates the end-to-end delay measurements
between two NetLets deployed at the Louisiana State
University (LSU) and Oak Ridge National Laboratory
(ORNL), respectively as well as the corresponding
regression estimate. The round trip delay measurement
for each message size is carried out three times and
the end-to-end delay plotted in the figure is the half of the
average value. From this computation, we obtain the
‘effective bandwidth’ B of this link as 1.038 Mbps. To
determine the propagation delay (the time for a minimum
size message to travel along the link (a,b)), we sent a
minimum size message containing just 1 byte several
times and averaged it. The actual size delivered between
two nodes is 41 bytes to account for both 20 bytes of
the TCP header and 20 bytes of the IP header attached to

Message Sizes vs. End-To-End Delays
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Fig. 3. Determination of the end-to-end delay experienced by transport
layer segments of various sizes.
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the message. However, it should not make too much
difference as long as the actual size is less than the path
Maximum Transmission Unit (MTU), which is the
smallest MTU in the path between two nodes.

In the measurements we addressed the issues relating
to clock and round-trip delay calculation as follows. It
has been observed by several researches the end-to-end
time cannot be measured accurately by determining the
round-trip time, as the forward and return paths could be
different. One-way packet delay is the time required for a
packet to reach the destination and it is measured by
comparing the time reported by a clock at the source
node and the time it reached the destination node. If the
clocks are not synchronized, knowing the difference in
the timings between the two clocks will enable one to
determine the correct one-way round trip delay.
Yet another issue relates to the time interval and
duration during which the measurements are obtained.
All our measurements were carried out at regular
intervals of time during 24 h of a day and results were
aggregated. In order to use the NetlLets, the measure-
ments were collected at regular intervals and the
bandwidths and propagation delays were updated from
time to time.

4. NetLets framework

NetLets provide a software interface that the appli-
cations use to route messages via the minimum end-to-end
paths (more details can be found in Ref. [15] on the
overall framework of NetLets). Based on the bandwidth B
and the propagation delay D of each link in the virtual
network, the minimum end-to-end delay path for a
message of particular size o is determined by assigning
to each link a weight of (0/B) +d, and computing the
shortest path in the resulting network using the one-to-all
Dijkstra’s shortest path algorithm [3,14]. Clearly, given
any source and a set of messages of sizes oy, 0y, ..., 0} We
can construct the shortest path trees with respect to each
message size and if two trees are the same we can
eliminate one of them. Once the shortest path trees are
known, the routing tables are constructed. We perform
this operation for all nodes that house NetLets in the
network.

The routing table contains for each destination the
next hop IP address of the node containing the NetLets
software. All NetLets software modules communicates
using predetermined port numbers. The NetLet after
receiving a message from local application sends the
datagram using the designated port number and the IP
address in the routing table. Of course, we can also
establish a TCP connection instead of a UDP connection
whenever reliability is an important factor that dictated
by the application. NetLet upon receiving the message

Source
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Fig. 4. (a) Virtual topology 1 containing six nodes with bandwidth in bytes
per second and propagation delay in seconds indicated on the links. (b)
Virtual topology 2 containing six nodes with bandwidth in bytes per second
and propagation delay in seconds indicated on the links.

determines if the packet is destined for it or for any
nodes that it can route and performs the necessary
actions.

5. Experimental results for local area networks

For the purposes of experimentation we selected a
number of nodes in the Internet and constructed two
virtual network topologies as shown in Fig. 4(a) and (b).
As evident in topology 1 (Fig. 4(a)), there are four
different paths from source to destination node with the
minimum number of hops, namely 4. Using the link
weight of ((0/B) + D) one each link, the minimum end-
to-end delay path from source L to the destination N is
L—J—T—N. Also, the paths, L—-J—T—N, L—
|—-T—N, L-J—V—N, and L—»I—V —N, are
paths with minimum number of hops. For topology 2
(Fig. 4(b)), paths with minimum number of hops are I —
J—=T—N,I—J—V—>N.and [ - L—T— N. where
I and N are source and destination, respectively. The
minimum delay path is / —J— T — N which is also has
a minimum number of hops.

With respect to the network topology 1, Fig. 5(a)
represents the observed end-to-end delay for paths
computed by sending messages of different sizes, and
Fig. 5(b) shows end-to-end delay obtained by our method
(namely, the summation of the link weights on each of the
paths). Even though the observed end-to-end delay is
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Fig. 5. (a) For virtual topology 1 this graph contains the observed end-to-end delay for various paths from source to destination. (b) For virtual topology 1 this
graph contains the calculated end-to-end delay for various paths from source to destination.

different in magnitude from the calculated end-to-end
delay, the two methods have chosen the same path from
the source to the destination as the minimum end-to-end
delay path. It is an important observation, since it shows
that a complete traffic characterization is not necessary to
compute paths with end-to-end delay guarantees (as is
also analytically shown in Refs. [5,16]). The differences
between the times are attributed to the intermediate node
delays. For network 2, Fig. 6(a) and (b) represent the
observed and computed end-to-end delay, respectively.
Again, while the computed and observed delays are
different, both methods have chosen the same minimum
end-to-end delay path.

In Fig. 7 we show the observed and computed end-
to-end delay. While there are clear differences in
delay times, the path chosen by computation and

experimentation are exactly the same minimum end-to-
end delay path.

6. NetLet implementations over the internet

We installed the NetLet daecmons on 5 sites over the
Internet at LSU, ORNL, Purdue University, University
of Florida (UFL), and University of Oklahoma (OU).
The network topology of the deployed NetLet daemons is
shown in Fig. 8. Essentially, any two computers on the
Internet are connected via a certain number of intermediate
routers, so that we abstract the real network connection as a
complete graph of 5 nodes and 10 edges.

A NetLet daemon is implemented in C++ in
Unix/Linux. In Fig. 9, we show the main framework of
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Fig. 8. The Network topology of the NetLet Daemons deployed over
Internet.

the functionalities of a NetLet daemon. The NetLet
daemon has one interface with the host process for data
delivery and three interfaces with the other active NetLet
daemons for end-to-end delay measurement, link
information exchange as well as data receive/forward.
Based upon the measurement minimization results, we

activate a selected set of the deployed daemons while keep
the rest asleep in order to reduce the computation and
communication traffic. Once activated, the NetLet dae-
mons perform end-to-end delay measurements at
the optimized rates for a set of various message sizes.
The ‘effective bandwidth’ of each link is determined by
the regression estimator as discussed in Section 3. The
measured and estimated link information like bandwidth,
link propagation delay, and queuing delay is then broad-
casted to all the other NetLet daemons in order to build a
complete topology of the whole daemon network on each
local node. Finally, the quickest path algorithm is applied
to compute the routes for a given data size to be
transmitted by the host process.

The NetLet we implemented above is programmed to
have the ability of adjusting the socket options such as
send/receive buffer and TCP MSS, etc. in order to
achieve better networking performance. Some of the
socket options may have significant impact on the
networking performance, depending upon the trans-
mission distance, message size, and effective bandwidth
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2. Select a subset of links out of each node
3. Optimize the measurement rate at each
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Fig. 9. The main framework of the functionalities of a NetLet daemon.
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Message Sizes vs. End-To-End Delays
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Fig. 10. The impact of socket options on the networking performance.

etc. The performance comparison between the NetLet of
the default socket options and the one of the adjusted
socket options is shown in Fig. 10, which demonstrates
that a properly tuned socket send/receive buffer has
successfully reduced the end-to-end delay by
about one third. All the measurements participating in
the comparison are collected from the NetLets deployed
at LSU and ORNL.

7. Conclusion

We presented experimental results on the end-to-end
delays of network paths, comparing the default method
based on minimum hops with our measurement-based
method that computes minimum end-to-end delay paths.
Our results showed that the minimum end-to-end delay
path computed based on the estimated bandwidth and
delays outperformed the path with minimum number of
hops. This is because the end-to-end delay depends on
the message size, propagation delay, and bandwidth,
which are not accounted for by the minimum hop method
We also proposed a software framework based on
NetLets that can be used for routing with lower end-to-
end delays.

Future work could involve utilizing other regression
estimation methods such as Nadaraya-Watson estimator,
and feedforward sigmoidal network, which were analyti-
cally validated in Refs. [13,17]. Also, in terms of
experimentation using Internet, NetLets were used in Ref.
[16] for realizing two-paths between nodes that are
geographically separated by thousands of miles. Our system
can be expanded to incorporate more nodes and also by
distributing the nodes more widely over the Internet.
NetLets are complementary and upward-compatible with
QoS mechanisms such as MPLS, DiffServe, and IntServe as
well as adapted and/or optimized versions of transport
mechanisms such as auto-tuned TCP [21]. It would be
interesting to see if existing NetLets can be enhanced to
exploit these mechanisms to provide end-to-end perform-
ance beyond what is possible in current IP networks. Also,

active networks [1] can be exploited to provide more
information to the NetLets by attaching measurement and
routing code to messages.

Appendix A

Proof of Lemma 1. For the given observations, test
message sizes S and measured end-to-end delays 7, the
coefficients of a polynomial regression estimate ¢ =
ap_ 18"V Fa,_ "2+ ... +as+ay are determined by
the Least Squares method such that:

k
o= min(z rlz)
i=1

where the residual r; = a,_ 157 ' +a, o8} 2+ ... +ays; +
ap— t;, (i=1,2,...,k). By taking partial derivative with
respect to the unknown coefficients, we have:

r a k 3 B
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By separating the unknowns and the observations on each
side of the equation, the above equation group is rearranged
as follows:
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Then, we rewrite the above equation group in the form of
matrix as follows:

k
-1
Z (557

i=1

Z(n*lnl) Z(n 2n1

i=1 i=1 i=1

8i)

k
D i)

i=1

>

i=1

Finally, the coefficient vector @ is obtained by multiplying
the inverse of the above left-most squared matrix on both
sides of the equation:
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