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ABSTRACT 
In this paper, we introduce a new paradigm for global 
computation, one in which the context of collected information 
drives the type of processing and dissemination the information 
receives as it is dispersed around the world. The creation of this 
model has necessitated the development of new types of methods 
for securing contextual information because the internet itself 
inherently has not have security mechanisms. Security is typically 
localized at the nodes on the internet that process information.  
There are multiple models and methods that are under 
development to provide security for contexts. This paper presents 
the basics of a model that allows context consumers to determine 
the level of security contextual information should have. Security 
levels have a direct correlation with confidence in the integrity of 
contextual data and thus application of its processing.  

Keywords 
global contextual processing, contextual processing security, 
security brane. 

1. INTRODUCTION 
The concept of context has existed in computer science for many 
years especially in the area of artificial intelligence. The goal of 
research in this area has been to link the environment a machine 
exist in to how the machine may process information. An example 
typically given is that a cell phone will sense that its owner is in a 
meeting and send calls to voicemail as a result.  Application of 
this idea has been applied to robotics and to business process 
management [1]. 

Some preliminary work has been done in the mid 90’s. Schilit was 
one of the first researchers to coin the term context-awareness 
[2,3].  Dey extended the notion of a context with that of the idea 
that information could be use to characterize a situation and thus 
could be responded to [4]. In the recent past more powerful 
models of contextual processing have in which users are involved 
[5] but most research has been focused on development of models 
for sensing devices [6]. 
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Little work, if any has been done on the application of this idea to 
that of how information is processed. The model that we have 
developed is that meta data describing information events could 
model a context that then controls the processing and 
dissemination of such information in a hyper distributed global 
fashion. Section two will provide some overview of the newly 
developed model and what contexts are. Section three will look at 
the security issues for contextual information and section four will 
present a basic introduction to a model for determination of the 
level of security that a given context may require.  

 

2. CONTEXTUAL PROCESSING  
To understand the issues connected with security models for 
contexts we introduce some details about the newly developing 
model for contextual processing.  

Contextual processing is based on the idea that information can be 
collected about natural or abstract events and that information 
surrounding that information, meta information, can then be used 
to control how the information is processed and disseminated. In 
its simplest form, a context is composed of a feature vector  

Fn<a1,..an> 

where the attributed of the vector can be of any data type that can 
be collected about an event. This means that it can be composed 
of images, audio, alpha-numeric etc. Feature vectors can be 
aggregated via similarity analysis methods into super contexts Sc. 
The methods that might be applied for similarity reasoning can be 
statistical, probabilistic (e.g. Baysian), possibilistic (e.g fuzzy 
sets) or machine learning and data mining based (e.g. decision 
trees). Aggregation into super sets is done to mitigate collection of 
missing or imperfect information and to minimize computational 
overhead when processing contexts. 

definition: A context is a collection of attributes aggregated into a 
feature vector describing a natural or abstract event. 

A complete context super context is described as a triple denoted 
by: 

Sn = (Cn, Rn, Sn) 
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These are two of the simplest branes studied for application 
determination of the levels of security that need to be applied to 
contexts information. The security level has a relationship to 
application of the R rules in the tuple Sn = (Cn, Rn, Sn). While this 
model is under development, it is thought the there is a 
relationship between security level and how confidently the 
processing rules are applied in other words, how believable the 
information derived from the context processing is.  
 

5. CONCLUSIONS 
  

5.1 Future Work 
The modeling notion of contextual processing and how it flows in 
a flat, peer based security environment is the subject of ongoing 
analysis, research and the subject of a new book currently being 
developed for at LSU in conjunction with the Center for Secure 
Cyberspace. This paper provides a simple introduction to the 
subject; much more elaborate branes are being evaluated. 
Additionally, research is being given to i) how security levels 
from branes correlate with application of R in Sn = (Cn, Rn, Sn), ii) 
development of “spot security” based on security level to limit 
computational overhead and iii) the integration of contextual 
similarity into the brane models, what the semantics might mean 
and how they can be related to streaming contexts with high 
computational overhead for security processing 
. 
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