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Abstract : (, ‘, 

Teaching a computer networks course can be a challenge both 
in terms of deciding on the focus of the course and provid- 
ing appropriate practical experiences to complement the the-. 
oretical issues. However, because the course overlaps other 
areas of the computer science curriculum, it is an opportu- 
nity to ,apply some of the concepts from other areas and to 
expose students to the research in the field. This paper de- 
scribes a computer networks course to accomplish this along 
with a collection of resources. ’ ._ _ 

Introduction :, 
.I 

A course in computer networksspans significant are& of the 
computer science curriculum including architecture, operat- 
ing systems, distributed processing, and the ethical use of 
computing systems. It also treats many-of the “‘recur&g con- 
cepts” in the ACM/IEEE Computing Curricula 1991 [l], such 
as conceptual and formal models, complexity of large prob- 
lems, efficiency, levels of abstraction, and security. Material 
in networks textbooks covers ATM, telephone, and wireless 
systems as well as LAN’s and internetworking. An instructor 
must decide where to place the emphasis. Should one widely 
used protocol model such as TCP/IP be covered in depth or 
should equal treatment be given to several different models? 
How much time should be spent on issues at each layer in 
the protocol hierarchy? Should students thoroughly under- 
stand how physical transmission occurs in copper wire, fiber 
optics, microwaves, and satellites? Or should more time be 
devoted to data compression, audio and video, clients and 
servers, and Java? 

The answer depends upon the preparation of the students 
and the resources available. I favor an emphasis on TCP/IP 
because it is the predominant model. The course also is an 
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opportunity to expose students to networking research and 
to improve their skills in presenting research findings, I as- 
sign some topics for outside research, allowing more of the 
class time to be spent on the details of the data transmission 
path, following a message down the sender’s protocol lay- 
ers, across the network, and up the receiver’s protocol layers. 
And more time can be spent on the problems encountered in 
delivering the transmission: error detection and correction, 
routing algorithms, congestion control, reliability, and secu- 
rity. 

A computer networks course should include both theoreti- 
cal issues such as these and practical experiences. Networks 
textbooks are filled with acronyms, but courses solely de- 
voted to terminology have shortlived utility. Practical experi- 
ences are necessary to folly understand problems such as con- 
gestion control and performance measurement. For example, 
it is easy to recognize the importance of providing security 
for network communications,~but the difficuhy of doing so is 
not readily apparent. To realize the vulnerability of a comput- 
ing system to a sequence number attack, one must know how 
routers function, why sequence numbers are used, and how 
sequence numbers are generated. Thus, in addition to select- 
ing appropriate material for a course from the wide array of 
topics, an instructor must design assignments that are suit- 
able for the level of the students and meaningful in terms of 
contributing to understanding. Sources of material and sam- 
ple assignments that have been successfully used in computer 
networks courses are described in the sections that follow. 

Programming Projects and Exercises 

Programming with Unix sockets1 gives students experience 
with protocols and communication between processes with- 
out having to deal with machine dependencies at lower lev- 
els. Students encounter different challenges than in their pro- 
gramming courses. Students must consider race conditions, 
concurrent processes, mutual exclusion, and other details of 
interprocess communication: If students have no previous 

lIfUnix is not available, LinuX is Unix-like operating system for x86, 
Motorola 68k, Digital Alpha, Spare, Mips, and Motorola PowerPC ma- 
chines. See hirp://lnvlv.ssc.comniniuillvhar.html. The Macintosh version, 
hlkLiiuX, is available at /~np://mvw.mklinnapple.cor,rl. I 

112 



experience with socket programming, they can be given sam- 
ples of code to be modified in the initial assignments. 

The following is a series of assignments that develops 
skills in progr amming interprocess communications.2 After 

. experience with the first four assignments, students have a 
greater understanding of how communication services such 
as FTP, telnet, rsh, SMTP, and ZVNTP function since they are 
implemented with sockets. The fifth assignment is an pro- 
gramming project. > ’ 

1. Given code for a server which receives a message using 
stream sockets, create a client process to send a message 
to that server. , 

* 
2. Convert the code to use datagram‘sockets. 

3. Convert stream socket code to send a message from a 
client to a server on a different machine. 

4. Convert the datagram socket code to send a message 
’ from a client to a server on a different machine. ’ 

5. Typical programming projects: ‘I 

l implement access controls at the record level for 
a small database maintained by the server,aud ac- 
cessed by multiple clients 

l implement a talk program for use by multiple users 
on a network and discuss the considerations for 
supporting more than two users at once . 

l implement a simple version of FTP called SFTP, 
supporting the commands Is, send, and get. 

l implement a Kerberos-type algorithm for authen- 
tication of communication between two clients 
with keys generated by the server :, 

0 create a server application that spawns (forks) con- 
current processes to communicate with clients and 
compare its performance with one that handles 
tasks sequentially 

l implement datagram sockets with and without 
providing reliability (acknowledgements and se- 
quence numbers) and compare the performance 

In the first assignment, students are given code for the 
server implementing calls to socket, bind, listen, accept, 
read, and close. They must read the documentation (man 
pages) and understand how these calls function. Then they 
are required to write code for a client to communicate with 
this server. Doing so involves learning to use connect and 
write calls. 

For the second assignment, students are again given the 
code for the server. They are asked to explain how server’s 
datagram socket calls differ from those for stream sockets. 
They must understand how to use unlink and learn to use 

‘Farther details and samples are on the author’s webpage, 
hnp:/illankewic.zsewanee.edu/lblweb/cs4ll.html. 

sendto in place of connect and write in order to implement 
the client. The third and fourth assignments involve commu- 
nication between client and server on separate machines. 

Item five above lists typical programming projects that 
have been used as the advanced programming assignment. 
Students are required to complete the assignment in two parts 
as shown in Table 1. Including specific details when making 
the assignment helps students learn how to organize a project. 
One of the most important aspects is requiring that students 
state assumptions and constraints when they turn in the first 
part, the prototype. This helps them define the project so that 
it is reasonable and manageable. 

Table 1: Interm-ocess Communication 
Features-the project must have: 

server and client processes 
more than one concurrent client I’ 
servers and clients on different machines 
buffers for messages 
a(means of identifying messages 
some form of handshaking 

Evaluation of the project: 
complies wi,th requirements 
satisfies statement of purpose 
functions 00miy 

Part 1 - Prototype: 
statement of purpose 
description of features: 

message headers 
buffers (variable/fixed size, 

local/global, circular/list) 
list of assumptions and constraints 
prototype code with limited features 

Part 2 -‘Completed project: 
code and documentation 

Some textbooks [15, 121 provide simulation programs for 
comparing various protocols at the host-to-network or inter- 
net layers. They can be used to experiment with error rates, 
packet loss, and priorities. A typical assignment might ask 
for a comparison of the timeouts and payloads delivered for 
two protocols. Students would run the simulator, plot the re- 
sults in a graph, and state the conclusions reached. A typical 
assignment using simulation materials is shown in Table 2. 

Additional exercises may require that students examine 
network configurations, determine the route taken for mes- 
sages using programs such as traceroute, and conduct ex- 
periments to measure performance. They can discover how 
the decentralized management of the large network func- 
tions. For example, the file netinfo/root-servers&t, available 
atfrp.rs.internic.net, lists the sites at the root level for name 
servers. (Each local name server must know the name of at 
least one of these.) 
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Table 2:’ Simulation Assignment 
Performaiite Exercises: ’ 

State a premise to be tested. 
List the parameters., 

(lost packet rate, payloads delivered, 
‘I priorities, timeouts, protocols, errors) 

.Run the simulator to test the premise. 
Plot the results in a graph. 
State the conclusions reached. 

Evaluationof the project: 
Premise statement: clarity, importance, 

feasibility, testability 
Test runs: completeness, explanations, 

varying conditions 
Conclusions: validitv 

The ‘file n.fne&ta’tisiics/hisiory. netcount, available by 
anonymous& from >ic.merit.edu, contains the number of 
networks announced each year. Students can be asked to cal- 
culate the maximum number of network identifiers in each 
class, plot the number of network addresses assigned each 
year, and predict when all of them.will be used. After ex- 
amining these figures, the class might read RFC 1917,“An 
Appeal to the Internet Community to Return Unused IP Net- 
works (Prefixes) to the IANA (Internet Assigned Numbers 
Authority).” 

i+, 
Research ./- 

Students need experience locating relevant materials, orga- 
nizing it to convincingly, present the, most important top- 
ics, formulating an opinion based upon the research, and de- 
fending the-position taken on a subject:. As pointed out in 
[4],“Successful research requires many skills and techniques 
different from successful studying 1.. we need to provide ex- 
plicit guidance in the key concepts and skills particular to re- 
search. . . .” Research should be a part of upper-level courses 
in the computer science curriculum, and a computer networks 
course offers variety of topics to be explored as shown the 
sample reading list in Table 3. , ., 

Long before students are ready to submit material to jour- 
nals, they need to .write papers in the style required ,by jour- 
nals. They also need to understand the peerreview process 
and to recognize how material can be improved through this. 
process. To accomplish peer review in a course, papers with- 
out the students’ names can be distributed to classmates with 
a review form. Each student then receives feedback from the 
instructor and classmates without knowing the source of the 
reviews. Each paper must be rewritten and resubmitted with 
revisions based upon the recommendations of the reviewers. 
For the final submission, the reviewers’ comments must be 
used to improve the paper. Rewriting makes students aware 

Table 3: Sample Reading List 
Title Topics 
Communication and rethinking public control, 
Control. Networks and limits of free flow of 
the New Economies information, transnational 
of Communication [9] corporate networks 
Global Networks: environmental problem 
Computers in a monitoring, broadcasting 
Sustainable Society [ 161 findings 
Improving HTTP improving performance 
Latency [ 111 of the HyperText Transfer 

Protocol 
NCSA’s World Wide Web Web access patterns, 
Server: Design and performance strategies 
Performance [6] 
The New WAN [ 131 price of connectivity, 

impact of ISDN, SMDS, 
and ATM 

Rights and legal considerations for 
Responsibilities of : networks, free speech, 
Participants in Networked privacy, intellectual 
Communities r3i orooertv 
Securing the Information 

TCP/IP Illustrated [ 141 
I 

security 
InfrastructureMl 1 

programming internals 
Telecommunications design issues, 
Network Design 1 performance analysis, 
Algorithms [5] modeling algorithms 

of the need to improve their communication skills. 
In’addition to the research paper, students may design web- 

pages to combine instruction,i demonstrations, and links to 
further information. Not only must the pages be well writ- 
ten, but they must be organized to support users with differ- 
ent levels of expertise. It is a challenge to develop material 
that communicates technical details in a manner that is infor- 
mative and instructional. Online webpages subject students 
to peer review in a global sense since they receive feedback, 
both: positive and negative, from Internet users. Examples 
of undergraduate student webpage projects may be viewed at 
http://llankewicz.se~anee.edu/lblweb/cs411.html. The top- 
ics covered are listed below. 

j ) Web Robots and Search Engines 
: I 

l SoundFileFormats : 
* 

0 Privacy’ 

l Password Authentication 

l Java 



Students can bring their own interest areas into projects for 
the course. The pages on sound file formats, for example, 
were created by amusic major minoring in computer science. 

Ethical issues can be debated effectively in a computer net- 
works course. Because these issues require an understanding 
of the technical aspects of the problems, a debate or discus- 
sion should be preceded by studying background topics. For 
example, before considering the question “Should employers 
restrict employees’ access to materials on the Internet?‘, it is 
necessary to understand the feasibility of enforcing such a re- 
striction. Topics for deliberation include equal acess to tech- 
nology, electrotic vandalism, privacy, free speech, govem- 
ment controls, and risks associated with computing systems. 
These and other topics are discussed in [2,3,8,9,10,16]. 

Students are interested in trends and developments in the 
computing field. Giving them an opportunity to share top- 
ics with the class makes the course more interesting. The 
network RFC’s (Requests for Comments)3 are an excellent 
source of material. Students can learn of historical devel- 
opment of network features by reading the older RFC’s and 
of more recent developments in the newer postings. Some 
RFC’s are important because they de&e standards. They 
provide details to supplement textbook topics such as router 
and host requirements, IP numbers, and protocols. Exam- 
ples areRPC’s 1340,1600,1122,1123, and 1009. These and 

. other useful RFC’s are listed in Table 4. 

RFC 
1984 
1980 
1938 
1935 
1925 
1922 

Table 4: Sample RF’C’s 
Subject 

Cryptographic Technology 
HTML Image Maps 

One-Time Password System 
What is Internet Anyway? 

The Twelve Networking Truths 
Chinese Character Encoding 

1917 Return Unused Network Prefixes 
1898 CyberCash Protocol 
1855 Netiauette Guidelines 

Another resource is the newsletter of the InterNIC Support 
Services. It has monthly figures for performance on the In- 
ternet and articles on various topics. Current and past issues 
of InterNIC News are available at http://r.internic.net/nic- 
support/nicnews/. 

3RFC’s may be obtained by anonymousfrp to dsintemic.net. The index 
is contained in the file &i&txr. RFC’s also are available in HTML, form 

. at various Internet sites including http:lwzsite.auc.dkAWC/~d 
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Conclusions . 

Much has been written about the need to change the teach- 
ing format to accommodate the learning styles of students. 
Doing so involves more than reducing lecture time or incor- 
porating more visual materials in classroom presentations. It 
involves changing the level of participation of students, in- 
creasing expectations and requirements for student perfor- 
mance, and making,$udents more responsible for their own 
learning. 

To accomplish this, a course may include a variety of ex- 
periences: textbook exercises, research papers, readings and 
discussions, programming projects, interpreting simulation 
results, webpage creation, and debates of ethical issues. Stu- 
dents need to develop an approach to learning that includes 
reading the literature in the field, critically evaluating infor- 
mation, and assimilating materinal in a form that is meaning- 
ful. They need experiences which will enable them to learn 
to do these things well. All of these cannot be accomplished 
in a single course, but each course should develop some com- 
petence in these areas. If the student is not challenged in this 
manner, we have not contributed to educating the student. 
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