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Preface

Computing systems including hardware, software, communication, and networks
are becoming increasingly large and heterogeneous. In short, they have become in-
creasingly complex. Such complexity is getting even more critical with the
ubiquitous permeation of embedded devices and other pervasive systems. To cope
with the growing and ubiquitous complexity, autonomic computing (AC) focuses on
self-manageable computing and communication systems that exhibit self-awareness,
self-configuration, self-optimization, self-healing, self-protection and other self-*
properties to the maximum extent possible without human intervention or guidance.
Organic computing (OC) additionally addresses adaptability, robustness, and con-
trolled emergence as well as nature-inspired concepts for self-organization.

Any autonomic or organic system must be trustworthy to avoid the risk of losing
control and retain confidence that the system will not fail. Trust and/or distrust
relationships in the Internet and in pervasive infrastructures are key factors to enable
dynamic interaction and cooperation of various users, systems, and services. Trusted/
trustworthy computing (TC) aims at making computing and communication
systems—as well as services—available, predictable, traceable, controllable, assess-
able, sustainable, dependable, persistent, security/privacy protectable, etc.

A series of grand challenges exists to achieve practical autonomic or organic sys-
tems with truly trustworthy services. Started in 2005, ATC conferences have been
held at Nagasaki (Japan), Vienna (Austria), Three Gorges (China), Hong Kong
(China), Oslo (Norway) and Brisbane (Australia). The 2010 proceedings contain
the papers presented at the 7th International Conference on Autonomic and Trusted
Computing (ATC 2010), held in Xi’an, China, October 26-29, 2010.

This year, we received 68 submissions representing 20 countries and regions, from
Asia, Europe, North America and the Pacific. All submissions were reviewed by at
least three members of the Technical Program Committee. We accepted 20 submis-
sions, corresponding to an acceptance rate of 29%. Besides the 20 regular and
thoroughly reviewed papers, the proceedings includes three invited papers and two
keynote abstracts. The first keynote was by Liu Zhen (Nokia Research Center, China)
entitled “What Would Come After Location-Based Services?”’; and the second key-
note was by Huaimin Wang (National University of Defense Technology, China) en-
titled “Evaluation and Evolution of Trustworthy Software Based on Evidence of
Software Lifecycle: A Practice Supported by Trustie in China.”

We would like to thank all the researchers and practitioners who submitted their
work to ATC 2010, organized a workshop, or helped in any other way to make the
conference a success. Special thanks go to the 46 PC members for all their work
evaluating the papers, which was highly appreciated and absolutely vital to ensure the
high quality of the conference. We offer our sincere thanks to the Steering Commit-
tee, the Workshops Chairs and the Publicity Chairs for their strong support and active
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work. We also thank the Local Chairs Yuying Wang and Haipeng Wang from North-
western Polytechnical University of China for all the miscellaneous work.

The conference is technically co-sponsored by Nokia and the Aviation Industry
Corporation of China (AVIC). Last but not least, we would like to thank the North-
western Polytechnical University for hosting the conference.

October 2010 Bing Xie
Juergen Branke

S. Masoud Sadjadi

Daqing Zhang

Xingshe Zhou
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Keynotes

What Would Come After Location-Based Services?

Zhen Liu

Nokia Research Center, Beijing, China
zhen.38.1liu@nokia.com

Location-based services have become the most popular mobile services in recent
years. A variety of mobile applications were developed and used which take advan-
tage of users' location information. Compared to online services, location-based ser-
vices have the advantage of allowing users to obtain information or services that are
specific to their whereabouts.

In this talk, we discuss what would be the next wave of popular mobile services.
We look at different possible directions of where mobile services will go, and provide
arguments why some services which are for now still in their infancy will become the
next most popular mobile services.

Evaluation and Evolution of Trustworthy Software
Based on Evidence of Software Lifecycle:
A Practice Supported by Trustie in China

Huaimin Wang

School of Computer Science
National University of Defense Technology, China
whm_w@163.com

The Internet era brings new challenges as well as opportunities to software technolo-
gies and again makes trustworthy software a hot topic. This talk probes into the con-
cept of software trustworthiness by focusing on its objectivity and subjectivity, and
clarifies two points: (1) trustworthy software is usually derived from the evolution
processes in collaboration environments with a social-network foundation; (2) evi-
dence of software lifecycle is fundamental for increasing the trustworthiness of soft-
ware as well as for the evaluation of such trustworthiness.

This talk will thus introduce a conceptual architecture of an evidence-based soft-
ware trustworthy evolution environment, together with its design challenges and prin-
ciples. A practice in China toward such a promising environment called Trustie will
be presented. Trustie is an online practical service environment for the large-scale
collaborative production of trustworthy software on the Internet, which is composed
of various key technologies and software production elements including a software
collaboration platform, software resource repository, a software trustworthiness clas-
sification model and evidence framework, a software production line framework, and
multiple spectrums of software tools and production lines.



Table of Contents

Autonomic and Organic Computing

Self-organizing Computer Vision for Robust Object Tracking in Smart
L7601 1 1= P 1
Stefan Wildermann, Andreas Oetken, Jiirgen Teich, and Zoran Salcic

A Formal Framework for Compositional Verification of Organic

Computing SyStems . .. ... 17
Florian Nafz, Hella Seebach, Jan-Philipp Steghdofer,
Simon Baumler, and Wolfgang Reif

On-Line Adaptive Algorithms in Autonomic Restart Control .......... 32
Hiroyuki Okamura, Tadashi Dohi, and Kishor S. Trivedi

Designing Self-healing in Automotive Systems ....................... 47
Hella Seebach, Florian Nafz, Jorg Holtmann, Jan Meyer,
Matthias Tichy, Wolfgang Reif, and Wilhelm Schdfer

Trustworthy Organic Computing Systems: Challenges and

Perspectives .. ..o 62
Jan-Philipp Steghdéfer, Rolf Kiefhaber, Karin Leichtenstern,
Yvonne Bernard, Lukas Klejnowski, Wolfgang Reif, Theo Ungerer,
Elisabeth André, Jorg Hihner, and Christian Miller-Schloer

AC/OC Network and Protocol

Adaptive Control of Sensor Networks .. ......... ... ... ... ... ...... 77
Sven Tomforde, Ioannis Zgeras, Jorg Hdhner, and
Christian Mdller-Schloer

Design of Location-Based Hierarchical Overlay Network Supporting

P2PSIP Conferencing Service . ... ..., 92
Hui-Kai Su, Chien-Min Wu, and Wang-Hsai Yang

Trust Models and Application

Effects of Displaying Trust Information on Mobile Application Usage ... 107
Zheng Yan, Conghui Liu, Valtteri Niemi, and Guoliang Yu



XIV Table of Contents

Context Based Trust Normalization in Service-Oriented
Environments . ....... .. e 122

Lei Li and Yan Wang

A Framework for Trust Enabled Software Asset Retrieval ............. 139
YanZhen Zou, SiBo Cai, Meng Li, Lijie Wang, and Bing Xie

Opportunistic Trust Based P2P Services Framework for Disconnected
MANE TS o 154
Basit Qureshi, Geyong Min, and Demetres Kouvatsos

A Risk-Aware Resource Service Decision Strategy for Global
COmPUEING .« . oot 168
Wei Du, Guohua Cui, and Wei Liu

Trustworthy Computing

Message Race Detection for Web Services by an SMT-Based Analysis... 182
Mohamed Elwakil, Zijiang Yang, Ligiang Wang, and Qichang Chen

A User-Oriented Approach to Assessing Web Service Trustworthiness ... 195
Weinan Zhao, Hailong Sun, Zicheng Huang, Xudong Liu, and
Xitong Kang

Improving the Trustworthiness of Service QoS Information in
Service-Based Systems . ... 208
Stephen S. Yau, Jing Huang, and Yin Yin

Using ELECTRE TRI Outranking Method to Evaluate Trustworthy
SOftWare . . ..o 219
Gang Lu, Huaimin Wang, and Xiaoguang Mao

The Testing Method for Interface Customized Component............. 228
Ying Jiang, Ying-Na Li, and Hai-Wang Zhang

Trust-Related Security

A New Monitor Model for Enhancing Trust-Based Systems............ 242
Lang Jia and Paddy Nizon

Design and Analysis of “Flexible” k-out-of-n Signatures .............. 255
Raylin Tso, Xun Yi, Tadahiko Ito, Takeshi Okamoto, and
Eiji Okamoto

A Formal Framework for Trust Policy Negotiation in Autonomic
Systems: Abduction with Soft Constraints........................... 268
Stefano Bistarelli, Fabio Martinelli, and Francesco Santini



Table of Contents

Invited Session

Towards Autonomic Mode Control of a Scalable Intrusion Tolerant
Architecture. . ...
Tadashi Dohi and Toshikazu Uemura

Agent-Augmented Co-Space: Toward Merging of Real World and
CyberSPACE . o .ottt
Ah-Hwee Tan and Yilin Kang

On Alleviating Reader Collisions towards High Efficient RFID
SYSEEINS . .ttt
Ching-Hsien Hsu and Chia-Hao Yu

Author Index . ... ...

XV




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




