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Background Story

You have been hired as the lead IT Administrator at the Florida International University (FIU) to manage
the computers at the School of Computing and Information Sciences (SCIS), the Machine Room (MR), the
Green Library (GL), and the College of Engineering and Computing (CEC). As shown in Fig. 5.1, SCIS, MR,
GL, and CEC are physically located in four buildings. SCIS maintains about 200 desktop workstations in its
instructional lab, MR maintains about 5 servers, GL maintains about 50 open access guest desktops, and
CEC maintains about 500 PCs and laptops. The exact number and configurations of computers are not well
documented. Typically, the servers run Windows 2003 and the desktop workstations, PCs, and laptops all run
Windows XP. Active Directory is implemented in one of the servers, named dc, and is assigned to all comput-
ers in SCIS and GL, but not to those in CEC. As the lead IT Administrator of the organization you are respon-
sible for ensuring that all systems run efficiently with minimal disruption of computing services to the users.
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You have decided to employ a Kaseya server to help you manage all computers at SCIS, MR, GL, and
CEC. Your Kaseya server is now installed and is fully operational. In addition, you have successfully de-
ployed agents on some of the machines under your management.

At this time, operating system patches are applied on an individual basis, one computer at a time, leading into
a chaotic situation where 1) since all the computers are directly obtaining their updates from the internet, each
patch is downloaded multiple times resulting in an artificially high network traffic, 2) unnecessary patches are
being installed which in turn consumes large amounts of disk space, and 3) the potential for bugs and security
risks are increased because it's unknown if all the computers are being patched on time, or if at all.

An organized and closely monitored method is needed to facilitate and monitor distribution and application
of all necessary patches to the managed computers. Kaseya’s Patch Management module will allow you to
accomplish all these tasks and monitor patch activities.
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Technical Information
I

Your dedicated virtual environment includes the computers and network devices depicted in Fig. 5.26 and
further described below:

Note: This virtual environment includes only a limited number of representative servers and workstations
physically housed in the four buildings.

NAT Router: 192.168.0.1 & 192.168.1.1 & 192.168.2.1 & 192.168.3.1
SCIS: ws1.scis.fiu.edu - 192.168.0.100

MR: dc.scis.fiu.edu - 192.168.0.10 & 192.168.1.10 & 192.168.3.10
GL: guest1.gl.fiu.edu - 192.168.1.100

CEC: pc1.cec.fiu.edu - 192.168.2.100 & laptop1: laptop1.cec.fiu.edu - 192.168.2.200

- |

Notes
Exercise
I
It is now time to implement policies that will keep the computers updated and avoid potential security risks
by having non-patched computers within the environment. Setting up Kaseya to scan all the computers, with
agents, will allow the VSA to keep a detailed record as to which patches have been installed. This detailed
information will lead into informed enforcement of patch policies that which patches to automatically install (for
example all security patches) and which patches to apply only after obtaining user approval (for example all
optional patches). You also would like to configure Kaseya to download the patches from one central server to
save bandwidth and decrease redundant network traffic. To be prepared for future deployment of computers,
it would be best to set the policies to the agent templates.
I
To keep an accurate record of all the patches installed on each computer, it would be best to schedule a
scan, through Kaseya’s VSA, to all the computers. While this is not a heavy process, it would still be best to
schedule the scan during a time when the computer is otherwise idle.
-Using Scan Machine, schedule a scan to run every day at 3:00am on all the agent templates.
1. Open the Patch Management module. Go to Manage Machines > Scan Machine.
KServer - Operational U8 S0 Admin VScnp&JnhnDne v F[g 527

;' Kaseya Master | T Service Edition

You have 4 unread messages | johndoe | Logoff

PV - Machine ID: * Q apply | Machine Group: < All Groups > v View: <MNoView > - Pear. Rreser
Mm?
Goto < SelectPage>  ~ snow 10~ gmachines
E Patch Management Schedule scans for missing patches and updates. Remind me when machines need a patch scan scheduled.
L —ecel Run Now
1.3 Click on the Scan Machine link

= Manage Machite /' Skipif machine offine
Unselect All Machine.Group ID Last Scan Next Scan Recurrence

[ de-1.mrfiu-johndoe 3:40:00 am 5-Jul-10 Not Scheduled
guest.templates.fiu-johndoe Not Scheduled
[ guestl.glfiujohndoe 3:28:05 am 5-Jul-10 Not Scheduled
Automatic Update [ instructional templates fiu-jo... Not Scheduled
Machine History [ laptopl.cec fiujohndoe 3:27:05 am 5-Jul-10 Not Scheduled
L}
[al]
=

Scan Machine
Patch Status.
Initial Update

3 Manage Updates pei.cec fiu-johndoe 3:26:06 am §-ul-10 Not Scheduled

Machine Update

Not Scheduled
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2. Select all the agent templates.

3. Click on the Schedule button.

— KServer - Operational LB D Admin
. (" Kaseya Master T Service Edition [soimn |
Flg 5.28 “You have 4 un
A [ Wachine ID: * Q apply  Wachine Group: < All Groups » v View: <NoView > - Prdt.
Mo ? ki~
Got 10~ 3 machi
ote 3. Click on Schedule. machines X
E Patch Management Schedu! es and updates. Remind me when machines need a patch scal
Schedule ‘ Cancel Run Now |
1 Manage Machines. Sele +" Skip if machine offline
Scan Uachine U““ 2 1 Click on the checkbox Last Scan Next Scan Recur
Batch Status. 3:40:00 am 5-Jul-10 Not Scheduled
nital Update guest lemp\ates ﬁujnhndne Not Scheduled
Pre/Post Procedure guest1.glfiujohndoe 3:28:05 am 5-Jul-10 Not Scheduled
Automatic Update instructional Iemp\alss fiu-jo._ Not Scheduled
Machine History (2] 3:27:05 am 5-Jul-10 Not Scheduled
= Manage Updates 0 22 Gick on he checkbor 3:25:06 am 5-Jul-10 Not Scheduled
Machine Update server templates fiu-johndoe Not Scheduled
Patch Update @ 3:27:02 am 5-Jul-10 Not Scheduled
Rolback 2 3 Click onthe checkbox
-U Cancel Updates
m 1 Patch Policy
- Create/Dslete
Q) 4. Setthe scan to run Daily at 3:00am with a Distribution window of 1 hour.
Q 5. Click on Submit.
3 & nttpa e el el pllbackBadmminld=361948828partitionld=18wend - Windows Intemet Explore
D :[4 2 Click on the Run At dropdown box
S N
T‘ Flg 5.29 © Once Run at 3:00:00 am v Distribution window: 1 | [Hr |v
@ Hourly Every: 1| dayts)
I @ Daiy 4.3 Select 3:00:00 AM
- 4.1 Click on the Daily radio bunon.]
Q. ) Start/End
‘? Starting on 06-Jul-10 |
O Ending after
= @ Mo end date
@ Endafter: |15 day(s)
) Ending at: ~ on (|

Execution Options

[ Skip if offline (if Power up if offin’ is also checked, then skip script execution if power up failed)

[ Poweer up if offine (Requires Wake-On-LAN or vPro and another managed system on the same LAN)

X
(1)
=
2]
(72
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72

[ Exclude the following time range

5. Click on the Submit button

Submit Cancel

Part 2

Policies are like templates in which you can approve/deny a group of patches, or an individual patch. Two
policies can be created, one for all the XP machines and the other for the Windows 2003 Server machines.
The policies should automatically apply all Security Updates by default on all machines and the optional
updates should be set to Pending Approval. Once the patch policies are created and configured, they can
be set within the designated agent templates.
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Note: We are creating a W2K3 template since we only have Windows 2003 in our environment. Of course,
if there are Windows 2008 servers or other servers in the environment, it would be better to name the policy
for all the Windows servers as just “Servers”, and for all workstations as just “Workstations”.

- Create a patch policy, W2K3-PM-Policy-<USERNAME?>, and set it to apply all future Security
Updates by default. Everything else should be set to Pending Approval. Use a filter to deny patches
that are optional and have not been superseded by other updates.

6. Open the Patch Management module. Go to Patch Policy > Create/Delete.
7. Type “W2K3-PM-Policy-<USERNAME>" under Enter name for a new patch policy.

8. Click on Create.

("‘ Kaseya Master IT Service Edition SSenver Geeratenal RD‘E cope R Flg 5. 30

ou have 5 unread messages | joh
mm ? B Cr
? B & @ Click onthe Create button | mmﬁl}vpe in W2K3-PM-Policy johndoe i the textbor |
@ Patch Management | Enter name for a new patch palicy.

Delete Delete checked patch policies.
i Manage Machines Rename a patch palicy by clicking the & icon.
Scan Machine Select All
Patch Status Unselect All Policy Name Member Count

¥ W2K3-PM-Policy-JohnDoe 0 Show Members

Initial Update
Pre/Post Procedure
Automatic Update
Machine History

[ Manage Updates
Machine Update
Patch Update
Rollback
cancelUg 6. Click on the Create/Delete link

= Patch Policy

Create/Delete
Membership

Approval by Policy

9. Go to Patch Policy > Approval by Policy.
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10. Select “W2K3-PM-Policy-<USERNAME?>" under the Policy dropdown list.

11. Click on the green checkmark for all the Security Update rows. The Green checkmark is under the
column Default Approval Status.

12. Make sure the other rows’ Default Approval Status is set to Pending Approval.

13. Click on Total at the bottom of the table. A new page will load up.
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Flg 5 31 ("-' K Master IT Service Edition =D omn = m i siadisil N
- o¥ Kaseya

You have 5 unread messages | johndoe | Loaoff

mo3 ? Approve or deny patches 1) gojoct W2K3-PI-Policy-johndoe |
Initial Update and Automatic -

[ Patch Management Policy W2K3-Pl-Policy-jonndoe ~

= Manage Machines. Patch Approval Policy Status for W2K3-PM-Policy-johndoe Palicy View / Group By:  Classification =

Scan Machine
Patch Status
Initial Update Security Update - Critical (High Priority) 56
Pre/Post Procedure Security Update - Important (High 52
Automatic Update Priority) -
Maching History Security Update - Moderate {High 7
= Manage Updates Priority) —

Machine Update Security Update - Low (High Priority)
Patch Update SE.EL!Hi:[ Update - Mon-rated {High

Priority]

Critical Update (High Priority)

Update Rollup (High Priarity}

Classification Approved 11. Click on the Approved buttons. fault Approval Status

Rollback

Cancel Updates ending Approval

ending Approval
ending Approval

=) Patch Policy
Create/Delste Senice Pack (Optional - Software)

ending Approval
ending Approval

0
0
0
Membership Update (Optional - Software) 0 ending Approval
0
0
143

Approval by Mjicy Feature Pack {Optional - Software)
"W'“““‘:fE)‘Chck on the Apprave by Policy |~ Software)

KB Overri Totals 6

143 = 7711 12. Click on the Pending Approval
i Configure: Click on the —the patch appi -
Windows Auto Update Ciick on the ig 13. Click on the Totals link. |to change the defauit status.

Reboot Action
[C] Override Default Approval Status with Denied for "Manual Install Only" updates in this policy.
[C] Override Default Approval Status with Denied for "Windows Update Web Site" updates in this policy.

I

File Source
Patch Alert
Office Source

i » rver - Operational GUS < agmin ~ JE
. Master IT Service Edition
Flg 5 32 “You have S unread messages

Back Patch Approval Policy Details for W2K3-PM-Policy-johndoe
Filtered by: All Patches

{# | Patch Management 14_Click on the Filter  button
Patch Status Notes

o Manage Machines

Scan Machine 3
Patch Stat Select All Security
ateh Status Unselect Al KB Article Bulletin - Product Classification Type Pul
Initial Update
PrefPost Procedure Critical Security Updates (High Priority)

(] KB931906 MS07-028 CAPICOM Security Update (Critical) High Priority 8-

| KB925398 [MS06-078 Common Windows Component Security Update (Critical) High Priority 10+

U
)
[
3]
>
=
)
S
)
Q
®
3
@
S
[
I
-
)
>
<3
@
o
S
Tl

Automatic Update

15. Select Optional Updates from the Classification / Type dropdown.

S9S1349X

16. Select Not Superseded from the Superseded dropdown.
17. Click on Apply.

@ rtpspieseya2cist 17 Click on Apply. ] Windows Internet Explorer

Fig 5.33

Close
Display Data Fiter & Advanced
FELER 15 Select Optional Updates from the]

Security Bulletin : Classification / Type dropdown
Product

Classification / Type
Published (= "20070131" / Unspecified)

Language

Admin

Changed (> "20070131 06:157)

Title 16 Select Not Superseded from ]

Patch Status Notes the Superseded dropdown

Installation Warning -
Superseded
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18. Click on Select All.

19. Click on Deny.

z -
" Kaseya Enterprise Edition

Back Patch Approval Policy Details for xp-pm-policy-johndoe
Filtered by: All Patches

¥ Patch Management Patch Status Notel 19 €ick on the Deny button.
. I Approve ] I Deny ] [ Show Details Patch filter is set.

=) Manage Machines
Scan Machine Select All Security
Patch Status UnseldAll KB Article Bulletin  Product Classification Type Publi
Initial Update se 18. Click on the Select All link
iri'ﬁpos‘t_ PS::d‘ure KB269238 Common Windows Component Service Pack  Optional Unsp

utomatic ate

Machine History KB269238 Common Windows Component Service Pack  Optional Unsp

= Manage Updates KB867460 Common Windows Component Service Pack  Optional 12-M
Machine Update KB951847 Common Windows Component Service Pack  Optional 16-O
Patch Update KB962902 Expression Media 2 Service Pack  Optional 31-M;
Rollback KB887618 Office 2003 Service Pack  Optional 21-Fe
Cancel Updates KB887619 Office 2003 Service Pack  Optional 22-Fe

= Patch Policy KB887620 Office 2003 Service Pack  Optional 22-Fe
Creale/Delete KBO02848 Office 2003 Service Pack  Opfional 22-Fe
Membership KB920115 Office 2003 Senvice Pack  Optional 12.5¢
Approval by Policy N N

KB923618 Office 2003 Service Pack  Optional Unsp:

Approval by Patch
KB Override KB923618 Office 2003 Service Pack  Optional 10-Ju

= Configure KB923618 Office 2003 Service Pack  Optional 10-Ju

= Looocon Qo onoo Sanicoboc _ocsool ol

- Create a patch policy, XP-PM-Policy-<USERNAME>, and set it to all future Security Updates by
default. Everything else should be set to Pending Approval.

20. Open the Patch Management module. Go to Patch Policy > Create/Delete.
21. Type “XP-PM-Policy-<USERNAME?>" under Enter name for a new patch policy.

22. Click on Create.

KServer - Operational 251 SD Admin

“You have S unre;

:‘ Kaseya Master IT Service Edition

m o 22. Click on the Create button

Enter name for a new patch policy.
@ Patch Management

nd delete patch( 51 150 i XP.PM-Policy-johndoe in the textbox

itch policies to ap| — - - Lmsta\l approved

Delete checked patch policies.
2 Manage Machines Rename a patch policy by clicking the & icon.
Scan Machine Select All
Patch Status Unselect All Policy Name Member Count
nitial Update [ @ W2K3-PM-Policy-johndoe 0
Pre/Post Procedure i & XP-PM-Palicy-johndoe 0

Automatic Update

Machine History
= Manage Updates

Machine Update

Patch Update

Rollback

Cancelll 20_Click on the Create/Delete link
[ Patch Poli

Create/Delete

Wembership

Approval by Policy

23. Go to Patch Policy > Approval by Policy.

24. Select “XP-PM-Policy-<USERNAME>" under the Policy dropdown list.

197

Fig 5.34
7
O
2
o
|
)
X
Ll
c
Q
)
°
c
©
XL

|

-t
c
o
£
o
o
©
c
©
=
=
O
et

Fig 5.35 ©
o




198 Chapter 5 — Patch Management Hands-On Exercises Sadjadi et al.

25. Click on the green checkmark for all the Security Update rows. The Green checkmark is under the
column Default Approval Status.

26. Make sure the other rows’ Default Approval Status is set to Pending Approval.

-~ erational role [N e-JohnDy
, ~d Kaseya Master IT Service Edition T =
Flg 5.36 ‘You have 5 unread messages | johndoe | Logofi
Al d S -
pprove ordef 54 Select XP-PM-Palicy-johndoe in the dropdown box ]
Initial Update a - - -
Patch Management
& Policy XP-PM-Policyjonndoe = Copy Approval Statuses to Policy W2K3-Pl-Policijohndoe ~
j"'“":”":c"hi"es Patch Approval Policy Status for XP-PM-Policy-johnd Dalice: ieus | Geoun B Classification ~
can Machine
Batch Stat I 25. Click on the Approved buttons.
ateh Status Classification Approved | D. = T pproval Status
Intial Update Approval
Pre/Post Procedure Security Update - Critical (High Priority) 0 0 am 191 Approved
Automatic Update Security Update - Important (High Priority) 0 0 216 216 Approved
Machine History Security Update - Moderate (High Priority)| 0 0 58 58 Approved
2 Manage Updates Security Update - Low (High Priority) 0 0 19 19 Approved
Machine Update Security Update - Mon-rated (High
P 0 0 2 2 A d
-U Patch Update Priority) - - pprove
Rollback Critical Update (High Priority) 0 0 82 82 Pending Approval
) Cancel Updates Update Rollup (High Priority} 0 8 25 H @4 Pending Approval
'I ) Patch Policy Senvice Pack (Optional - Software) 0 0 M 34 @4q Pending Approval
= createlt 53 Click on the Approve by Policy link ]M 0 3 n |94 Pending Approval
Member Teamreracrptional - Software) 0 0 12 12 &g Bending Approval
g Approval By Policy Tool (Optional - Software) 0 0 0 0 Pending Approval
Approval by Patch Totals 0 3
m KB Override — = J 26. Click on the Pending Approval buttons
Confi Click on the links in this table to dnll down formeparomapproverwerm
: = Un"g“e Click on the icons under Default Approval Status to change the default stafus.
T- -Approve all Security Updates that have been released already for all patch policies.
L 27. Open the Patch Management module. Go to Patch Policy > Approve By Patch.
o 28. Click on Edit next to Patch View. A new window will open up.
o
= ] =
m Fig 5.37 ¢ Kaseya Enterprise Edition [ 28 Click on Edit next to Patch View

gh Priority) Product Q Patch View. johndos Patch View ~ & Edit

fy o ~icle Classification: | Al Security
Approve or deny patches by patch.

Affects all patch policies managed by alf administrators. Initial Update and Automatic Update only install approved patches.

WARNING: Changing a patch's approval status from this page automatically changes the approval status for this patch in ALL patch
policies.

¥ Patch Management

X
)
o
0
®
®
7]

) Manage Machines Patch Status Notes
Scan Machine
Patch Status Apprave Deny Show Details
Initial Update Select Al Security Approval
Pre/Post Procedure Unselect Al KB Article  Bulletin Product Classification Type Status Published Lang|
Autamatic Update 20794 MS10-05 Windows Server 2003 Security Update (Moderate) High Priority Mixed 10-Aug-10  Engli
Machine History Windows XP Security Update (Criical) ~ High Priority Mixed 10-Aug-10  Engli
P M‘:““h””;“’ Windows Server 2003 Security Update (Critical)  High Priority Mixed 10-Aug-10  Engli
p::c hmJ w::e 6 Windows XP Secuiity Update (Critical) ~ High Prionty  Mixed 10-Aug-10 Engli
Rollback KB2121548 Windows Server 2003 Security Update (important) High Priority Mixed 14-Sep-10  Engli
Cancel Updates KB2124261 Windows Server 2003 Security Update (important) High Priority 14-Sep-10  Engli
L Patch Policy KB2160329 Windows XP Secuiity Update (important) High Prionity  Mixed 10-Aug-10 Engli
Creat — p1 Windows XP Security Update (Crifical)  High Priority Mixed 10-Aug-10  Engli
memb 27 Click on the Approve by Paich link 1\ Windows Server 2003 Secuity Update (Low) High Priority  Mixed 130u10 Engl
Approval | Policy Windows XP' Security Update (Critical) ~ High Priority Mixed 13-Jul-10 Engli
Approval by Patch Office 2003 Security Update (important) High Priority 10-Aug-10  Langt
| Cm':;:’""“ Windows Server 2003 Secuity Update (important)  High Priorty Mixed 14.Sep-10  Engli
Windows Auto Update Office 2003 Security Update (iImportant) High Prionity Mixed 10-Aug-10  Lang
Rebaot Action Office 2007 Security Update (important) High Prionty Mixed 10-Aug-10  Langt
Filo Seurce Windows XP Security Update (Critical) High Priority Mixed 2-Aug-10 Engli
Palch Alert Windows Server 2003 Secuiity Update (Critical) ~ High Prionity  Mixed 2-Aug-10  Engli
Office Source Office 2003 Security Update (important) High Priority Mixed 14-Sep-10  Lang
Office 2003 Security Update (important) High Priority Mixed 9-Nov-10 Lange
Windows Server 2003 Security Update (iImportant) High Prionity Mixed 12-0ct-10 Engli
Office 2003 Security Update (important) High Priority Mixed 12-0ct-10  Lang

29. Select All Security Updates (High Priority) from the Classification / Type dropdown.
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30. Select Not Superseded from the Superseded dropdown.

31. Type “<USERNAME> Patch View” in the View Name textbox. Click on Save.

7] is i i 12.3456,7.10,11,12,13 - Pat - Windows Internet Ex... (== q

in the View Name textbox

View Name johndoe Patch View

Make Public (others can view) ]

KB Article -

Security Bulletin 29 Select All Security Updates (High Proiority)
from the Classification / Type dropdown.

Product

Classification / Type All Security Updates (High Priority)
Published (> "20070131" f Unspecified) :
Language *
Approval Status *
Title -

Patch Status Notg 30 Select Not Superseded from
the Superseded dropdown
Installation Warnirig

Superseded Not Superseded

32. Click on Select All.

33. Click on Approve.

KSenver - Operational 2B SD Admin ﬂ Scl

KB Article Classification: | All Security U Product Q Patch View. johndoe Patch View = P Edit
Approve or deny patches by parch.
B Patch Management Affects all patch policies managed by ail administrators. Initial Update and Automatic Update only install approved patches.

WARNING: Changing a patch's approval status from this page automatically changes the approval status for this patch in ALL patch

policies

H Manage Machines Patch J_?; Click on the Approve button.

Scan Machine
Patch Status Approv Deny Show Details

Initial Update All Security Approval
PreiPost Procedure

Automatic Update
Machine History

¢l KB Article  Bulletin
32 Click onthe Sefect All

Product Classification Type
link. ws Server 2003 Security Update (Moderate) High Prionity

Published Lang
10-Aug-10  Englis

— — ws XP Security Update (Critical)  High Priority 10-Aug-10  Englis|

i M""\:geh"“’:‘“ KB2115168 MS10-052  Windows Server 2003 Security Update (Critical)  High Priority Mixed 10-Aug-10  Engiis
p:;;rﬁw;d;{e 68 Windows XP Secunty Update (Critical) High Prionty 10-Aug-10  Englis
Rollbsck Windows Server 2003 Security Update (mportant)  High Priority 14.5ep-10  Englis
Cancel Updates Windows Server 2003 Security Update (Important) High Priority 14-Sep-10  Englis

by Patch Policy Windows XP Security Update (important)  High Priority 10-Aug-10  Englis
Create/Delete Windows XP Security Update (Critical)  High Priority 10-Aug-10  Englis
Membership Windows Server 2003 Security Update (Low) High Priority 13-Juk10 Englis|
Approval by Pakicy Windows XP Security Update (Critical)  High Priority 13-Juk10  Englis
ool by paich Office 2003 Security Updale (mportant)  High Priority  Mixed 10-Aug-10  Langu

! cﬂﬂﬁ;z“"‘“ Windows Server 2003 Secuity Update (mportant)  High Priority Mixed 14.5ep10  Englis
Windows Auto Update Office 2003 Security Update (important)  High Prionity 10-Aug-10  Langu
Reboot Action Office 2007 Security Update (important)  High Priority 10-Aug-10  Langu|

File Source Windows XP Security Update (Critical) High Priority Mixed 2-Aug-10 Englis|
Patch Alert Windows Server 2003 Security Update (Critical)  High Priority 2-Aug-10  Englis
Ofice Source Office 2003 Security Update (important)  High Priority 14-Sep-10  Langu
Office 2003 Security Update (important) High Priority 9-Nov-10 Langu

KB2296011 M 51 Windows Server 2003 Security Update (important)  High Priority
KB2345009 MS 3 Office 2003 Security Update (important)  High Priority 12-0ct-10  Langu
Windows Server 2003 Security Update (important) High Priority 14-Sep-10  Englis
Windows Server 2003 Securitv Undate (Imoortant) Prioritv 12-Oct-10___Enalis|

12-Oct-10 Englis!

-Set the Policy Membership of W2K3-PM-Policy-<USERNAME> to the Server machine template
then set the Policy Membership of XP-PM-Policy-<USERNAME?> to the Instructional and Guest
templates.

34. Open the Patch Management module. Go to Patch Policy > Membership.
35. Select “W2K3-PM-Policy-<USERNAME>" in the list box.
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Fig 5.39
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36. Select the checkbox next to “server.templates.fiu -<USERNAME>".
37. Click on Add.

KServer - Operational RUE SD Admin il S

“ou have S unread meg

Fig 5.40 (<4 Kaseya Master IT Service Edition
Mo ? Machine I: * Q, Apply |Machine Group: = All Groups = + View: <HNoView » « Prit. BRese
?

Goto: <SelectPage>  ~ show 10~ 8 machines

(¥ | Patch Management Assign hines to a patch policy.
Each machine must be a membe| 35. Select W2K3-PM-Policy-johndoe in the list box }195 via Initial
Update. All patches will be install UaTUIESS OT PUICY SETOTTYS 1T d TaCTe 15 0T d TeTmoer ord patch policy.

'W2K3-PM-Policy-johndoe

XP-PM-Policy-johndoe

o Manage Machines

Scan Machine
Patch Status

Initial Update Ren| 37. Click on the Add button

PreiPost Procedure -
Select All

Automatic Update

Unselect All Machine.Group 1D Policy Membership
Wachine History
F de-1.mr fiu-johndoe
= Manage Updates
B guest.templates fiujohn... XP-PM-Policy-johndoe
Wachine Update o ol e o
Patch Update [l guestl.glfijohndoe
Rollback ] instructional.templates.... XP-PM-Palicy-jehndoe
Cancel Updates e 36. Select the server.templates.fiu-johndoe checkbox
= Patch Policy = R
Create/Delete ] semver.templates fiu-joh... W2K3-PM-Palicy-johndoe
Membership © [ wslscisfijohndos

Appesl “\ew pali
apy 34. Click on the Membership link ]
KB Override

3 Configure

38. Repeat steps 34-37 for the Instructional and Guest templates.

Note: This is only one way of setting up Patch Management. The number of different configurations are
endless and you should set it up to best fit your needs. There is no “right way” of setting up Patch Manage-
ment, only efficient or inefficient ones.

Part 3

Downloading all the patches to a file server and distributing it to all the machines on network will allow
you to save bandwidth. Configure all the templates to pull from the file server using the UNC path “\\dc\
PatchTemp” from the DC, then set the temporary directory to “C:\PatchTemp” on the dc server. The UNC
path is used to point to the local address, on the DC, where the patch files are stored. If the computer
cannot access DC, it should then download from the internet.
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-Using File Source set up all the machines so that they download their updates from the DC. If the DC
is unreachable, the machine should then download it from the Internet. The UNC path should be “\\dc\
PatchTemp” while the local directory should be “C:\PatchTemp”.

39. Open the Patch Management module. Go to Configure > File Source.
40. Select all the agent templates.
41. Select Pulled from file server using UNC path.

42. Type “\dc\PatchTemp” next to Pulled from file server using UNC path.
43. Select “fiu-<USERNAME>.mr" next to Machine Group Filter.
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44. Select “dc.mr.fiu-<USERNAME>" next to File share located on.
45. Type in “C:\PatchTemp” next to in local directory.

46. Select the Download from Internet if machine is unable to connect to the file server checkbox..Click
on Apply.

? Kaseya Master IT Service Edition L daalliul Fig 5.41

“ou have 5 unread messages | johndoe | Loaoff

Q he | Machine Group: < All Groups = - View: < Mo View » + eat.. FReset
lick on the Apply button.

VS - [ 1achjne -
Mo ? @ | 46.C

Copy packages to the working directory on local drive with most free space.
[¥] Delete package after install (from working directory)

~ & machines

E Patch Management

Specify location to fetch patches and updates. The destination working directory is set here.

= Manage Machines -
Scan Machine 41 Select the Pulled from file server using UNC path radio button ] 42 Type \dc\PatchTemp in the textbox
Patch Status 1 /Pulled from system server |_Clear Cache | =
Initial Update @ Pulled from file server using UNC path WWdclpatchtemp

PreiPost Procedure File share located on: dc-1.mrfiu-johndoe - Machine Group Filter fiu-johndoe.gyr -
Automatic Update . -
Wachine History 44 Select de.mr.fiujohndoe :I:W Crpatenteme : 43 Select fiujohndoe.mr
&3 Wenage Updales g .ﬁ\ea from @ the Intemet -
Wachine Update Download from Internet if machine is unable to connect to th. 45 Type in C:\PatchTemp
et acoess to ne next to in local directory.
Patch Update 461 Select the Download from

Rollack Uf: Internet if machine is.... checkbox

Cancel Updates. ch source

3 Patch Policy © [401 Select the template checkboxes Ear cache | From Wdc\patchtemp\ on de-1.mr fiu-jobndoe af C:\patchtemp via
Create/Delste et] - To temp directory on drive with most free space - Delete after install
Wembership & @ guesttempiatesfusohn From \\dc\patchtemp\ {on de-1.mr fiu-johndoe at C:\patchtemp\ via

Approval by Policy Infernet) - To temp directory on drive with most free space - Delete after install

Approval by Fatch © |402 Select the template checkboxes Ear cache | From Vdc\patchtemp {on de-1.mr fiu-johndos at C:\patchtemp) via
t] - To temp directory on drive with most free space - Delete after install

From W\dc\patchtemph (on de-1.mr fiu-johndoe at C-\paichtemp\ via

Intermet) - To temp directory on drive with most free space - Delete after install

Wi . - : .
39 Select the File Source link - From Wdc\patchtemp\ (on de-1.mr-fiu-johndoe at C:\patchtemp\ via

RJI(—X] £ (el azsfipings Internet) - To temp directory on drive with most free space - Delete after install

File Surce © {403 Select the template checkboxes }r cache | Fram Vdc\patchtemph {on de-1.mr fiu-johndoe at C:-\patchtemp) via

Patch Alert 'ef] - To temp directory on drive with most free space - Delete after install
Office Source 2 [l I From W\dc\patchtemp\ (on dc-1.mr fiu-johndoe at C-\paichtemp\ via

KB Override
3 Configure d instructional templates ..

Part 4

Certain updates require the Windows OS to restart to finish installation. It would be best to set up the XP
machines so that they restart only when a user is not online. As for the server machines, set up an email
notification so that you can plan the restart and notify in advance the users of the server maintenance.
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-Use Reboot Action to set the Guest and Instructor templates to Skip reboot if user logged in immediately
after applying new patches and updates. Then, set the Server template to notify you immediately, via email,
when a reboot is required after applying new patches and updates.

47. Open the Patch Management module. Go to Configure > Reboot Action.
48. Select the Guest and Instructor templates.

49. Click on Skip reboot if user logged in.

50. Click on Apply.
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Fig 5.42
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nm ? 50. Click on the Apply button. | =
~ 8 machines

"-' Kaseya Master IT Service Edition

| Patch Management Apply | Specify how to reboot after applying new patches and updates.
Reboot immediately after update.

Manage Machines 49 Select the Skip reboot if user logged in radio button

Scan Machine ap on).

Patch Status @ Skip reboot if user logged in.

Initial Update If user logged in ask to reboot every ©  minutes until the reboot occurs. Reboot if user not logged in.

Pre/Post Procedure

If user logged in ask permission. Reboot if no response in @ minutes. Reboot if user not logged in.

Automatic Update .

Maching History If user logged in ask permission. Do nothing if no response in minutes. Reboot if user not logged in.
Manage Updates Do not reboot after update. ¥ When reboot required, send email to jehndee@fiu.edu

Machine Update Run select agent procedure before machine is rebooted Run select agent procedure after machine is rebooted

Patch Update Select All

Rolback Unsell4g 1 Select the template checkboxes. | Reboot action

Cancel Updates O TG TGO Do not reboot. Send email to johndoe@fiu_edu after update
Patch Policy 4 guest templates fiu-john... Skip reboot if user logged in

Create/Delete @] 4 guest1.gl fiu-johndoe Skip reboot if user logged in

Membership v 4 instructional templates.._. Skip reboot if user logged in

Approval by Policy e Al lantand fruind Skip reboot if user logged in

Approval by Patch € |48.2 Select the templale checkboXes. | siip rebaot if user logged in

KB Override 4 server templates fiu-joh. - Do not reboot. Send email to johndoe@fiu_edu after update
Con| " PP . p

'| 47 Select the Reboot Action link ] 4 ws1 scis fiu-johndoe Skip reboot if user logged in

2 -

51. Repeat steps 47-50 for the Server template. Set the Server template to send the reboot notification
to your personal email.

Note: Setting to skip reboot means it may take longer for the patch to take effect, thus increasing the risk of
vulnerability. Therefore, it is best if all the instructional computers would be set to reboot at night automati-
cally after an install, since these are not real user machines and we do not worry about losing open files.
However if the target machines were end user machines, the best policy would be to set the workstations to
“ask” and reboot if not logged in.
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Part 5

Now that we have setup the patch policies to our liking, we need to setup Kaseya to apply the patches auto-
matically to the machines.

S9S1349X

52. Open Patch Management module. Go to Manage Machines > Automatic Update.
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Fig 5.43
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Approval by Patch © 1 @ laptopt cec fi-johndoe Skip reboot if user logged in

KB Override O m i pei.cec fiujohndoe Skip reboot if user logged in
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B Patch Management Automatically apply all new approved patches and updates as scheduled.
Senice packs and patches that require manual intervention are not included in Automatic Updates.

These are shown in the Missing Manual column of the Patch Status page and on the individual Machine Update page
' Manage Machines. - "

Update is ded for a machine while Initial Update is being processed.
Sean achine Automatic Update will automatically resume when Initial Update completes.
Patch Status. Schedule
Initial Update: 4
Pre/Post Procedure
Automatic Update
Machine History

(= Manage Updates

Select All " Skip if machine offiine
53.1 Click on the checkbox Lo g Recurrence

i —- e
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instructional templates fiujohndoe
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)

server templates fiujohndoe
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3 Patch Policy
Create/elete
Membership
Approval by Policy

0E00:0

Approval by Patch
KB Override

3 Configure
Window's Auto Update
Reboot Action
File Source
Patch Alert
Office Source

Downloading picture hitp: 2.cis fiu. @ Intemet | Protected Mode: Off

3/28/2011
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54. Click on Schedule
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apply all new approved patches and updates as scheduled.

Senvice packs and patches that require manual intervention are not included in Automatic Updates
These are shown in the Missing Manual column of the Patch Status page and on the individual Machine Update page
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55. Click on Daily
56. Set the run time to 5:00 AM with a distribution window of 1 hour.

57. Click on Submit
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Part 6

Now that all three agents templates contain all the patch management settings, it is time to push the settings
captured in the templates to all the currently deployed agents with the similar roles.

-Copy the settings from the templates to the specified computers on the network. Server template will be used
for the MR building. Instructional template will be used for the SCIS and CEC buildings. Guest template will
be used for the GL building.

58. Open the Agent module. Go to Configure Agents > Copy Settings.

59. Click on select machine ID link and a new window will open up.

& Master IT Service Edition - Wind mmm—@

g http://kaseya2 cis fiu.edu/vsaPres/Web20/core/KHon: Hirstin=T ingWebWindowlt

i Favorites | @ Master IT Service Edition % v B - 0 @m v Pagev Safetyv Tools~ @

Fig 5.47
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nige ID: * Q_ apply | Machine Group: < ouD: > View sMNoView > - Peat. BReset

5=
<SelectPager -~ show 10+ g 59 Click on Select Machine ID

Copy agent settings from select machine ID to all selected machine IDs
Select All
Unselect All Machine.Group ID Status
= Machine Status = O [ detmefiu-johndoe Settings copied from server.templates.fiujohndoe at 9:05:49 pm 7-Jul-10
Agent Staus (=] guest.templates fiu-johndoe
Agent Logs O 0 guest1.glfiu-johndoe Settings copied from guest.templates.fiu-johndoe at 9:09:30 pm 7-Jul-10
:Z:z?;ys?m"gs (=] instructional templates fiu-johndoe
5 Install Agents @ 0 laptop1.cec fiu-johndoe Settings copied from instructional.templates.fiu-johndoe at 9:04:35 pm 7-Jul-10
Deploy Agents @ (=] pel.cec fiu-johndoe Settings copied from instructional.templates.fiu-johndoe at 9:04:35 pm 7-Jul-10
Create 0 server.templates fiu-johndoe
Delete 0 0 ws1.scisfiu-johndoe Settings copied from instructional.templates.fiu-johndoe at 9:04:35 pm 7-Jul-10
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Change Group
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LAN Watch
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View AD Computers
Viey—2
viey 58.2 Click on Copy Setting!
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Import Export
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Agent Menu
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60. Select “fiu-<USERNAME>.templates” from the Group ID dropdown list.

61. Click on “Server” from the list of templates shown.
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Fig 5.48
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62. Click the Select All under the Do Not Copy column and then select replace for Patch Settings,
Patch File Source and Patch Policy Memberships, Agent Procedure Schedules and click on Done.

Fig 5.49
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Note: When you have a schedule in Agent Procedures activity on an agent template, you need to make
sure Agent Procedure Schedules is selected in copy settings.

63. Select all the computers in the MR building and click on the Copy button.

64. Repeat steps 52-57 for the Instructional and Guest templates.

Part 7

Windows Automatic Update can interfere with the functionality of Kaseya’s Patch Management and must
be disabled. While Kaseya allows you to disable Windows Automatic Update from within the Patch Man-
agement module this option cannot be implemented in a template and must be implemented by selecting
agent(s) that check in.
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-Disable Windows Automatic Update for all computers.
65. Open the Patch Management module. Go to Configure > Windows Auto Update.
66. Select all the computers.

67. Select Disable — Disable Windows automatic Update to let patch management control system
patching.

68. Click on Apply. Fig 5.50
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= Manage Updates Select Al . . ) ! !
Machine Update. Unselect All Machine.Group ID Machine Updated Windows Automatic Update Configuration
eatch Uncate (&) de-1.mr fiujohndee Pending User contral. Settings: Automatic Updates tumed off.
R”m: (9] guest.glfiu-johndoe Pending User contral. Settings: Automatic Updates tumed off.
Cancel Undstss 9] laptop1.cec fiu-johndoe Pending User contral. Settings: Automatic Updates tumed off.
3. Patch Poicy (5] pei.cec fiu-johndoe Pending User contral. Settings: Automatic Updates tumed off.
(4]

Cresteeiste Uk, ws.scis fiujohndoe Pending User contral. Settings: Automatic Updates tumed off.
Membership 66 Select all the computers

Approval by Policy
Approval by Patch
KB Override
= Configure
‘Windows Auto Update
Reboot Action
Fie Source.
Patch Alert
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@ Intemet | Protected Mode: Off Ao ®100% -
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Note: If the checkboxes are missing, please wait 5-10 minutes and refresh the page as the Patch Scan is
not completed yet. Checkboxes will not display for any machine that either has an operating system that
does not support Windows Automatic Updates, or for which an initial Scan Machine has not been complet- Notes
ed.
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Part 8

Microsoft has just released a new KB article and it entails a new version of Internet Explorer; however,
management has asked you not to install it and to prevent future installations of it via Windows Updates. KB
Override is the best choice to accomplish this task since it will override all current patch policies and future

patches. Using KB Override prevent Internet Explorer from being installed using the KB article (KB944036).

-Prevent Internet Explorer from installing by using KB Override.

69. Open the Patch Management module. Go to Patch Policy > KB Override.
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70. Type in “944036” in the KB Article textbox.
Fig 5.51
71. Click Deny.
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Patch Update
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Note: If this patch has already been denied, it means that another administrator who shares this Kaseya
server with you have already performed this task. If this is the case, you can first remove it, by clicking on
the Xicon, and add this setting by going through the above steps. This way, you will make sure that your
work is reflected in the system logs for future reference.

U
)
[
3]
>
=
)
S
)
Q
®
3
@
S
[
I
-
)
>
<3
@
o
S
Tl

Part 9

S9S1349X

Management still needs the patch management report by the end of the work day. The patch management
report should contain a brief overview of the patches. To accomplish this, you will rely on the Info Center
module to generate a patch management report.

72. Open the Info Center module. Go to Reporting > Reports.

73. Click on your Private folder, “myReports-<USERNAME>", choose New Report and a new window
will open up.
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76. Click Next.
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Fig 5.52

Fig 5.53
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77. Leave all the default options and choose Save.

78. Select the newly created report under your folder then choose Run Now.

Fig 5.54
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79. Choose “FIU-<USERNAME>" next to Organization in the new window.
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80. Click on Submit.
Fig 5.55

81. Once the scheduled report is done, the report will open automatically.
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Note: Use the report to check and see if the audit ran successfully. The report can be printed out for record
keeping; however, this is not necessary for this exercise.
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Note: If your report comes out incomplete, wait 15-20 minutes before running it again. This is due to the
patch scan not being completed in time.




