2.4 Altiris
Overview: Altiris Inc. is a subsidiary of Symantec specializing in service-oriented management software which allows organizations to manage IT assets. Altiris service-oriented management solutions provide a modular and future-proof approach to managing vastly varied and widely distributed IT infrastructures. They are open solutions that enable lifecycle integration of client, handheld, server, network and other IT assets with audit-ready security and automated operation. Altiris has over 20,000 customers running more than 3 million servers and 60 million desktops and laptops and they provide software for web services, security, and systems management products. Which include:

· Client Management Suite (CMS)

· Asset Management Suite (AMS)

· Server Management Suite (SMS)

· Total Management Suite (TMS)

Includes: Application Management Solution, Application Metering Solution, Asset Control Solution, Barcode Solution, Carbon Copy Solution, Connector Solution, Contract Management Solution, Deployment Solution, Helpdesk Solution, Inventory Solution, Patch Management Solution, Real-Time System Manager Solution, Recovery Solution, Software Delivery Solution, Software Virtualization Solution, Wise Package Studio

Background: Altiris Inc. was established in 1998 and is located in Lindon, Utah. Altiris became a subsidiary of Symantec in 2007 after being acquired there main focus is Specializing in service of oriented management software which allows organizations to manage IT assets. 
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Functional Coverage: 

· Altiris supports most major Operating systems, such as Server: Windows 2000 Server or Windows Server 2003 with SQL 7 or SQL 2000. Managed Clients: Windows 95 or later, Linux, Pocket PC, and Managed Servers: AIX, HP-UX, Red Hat Linux, United Linux, SuSE 8, Mac which includes a new native OS X agent with integrated software request portal.

· Important features include complete client discovery and inventory, Industry leading imaging and deployment, intelligent software and patch management and it incorporates remote assistance.

· Most of the functionality is accessed through installing agents on all clients on the desired network.

2.4.1 Remote Control 

· Altiris offers  built in remote control capability
· Migration tools for that allows users to transfer files and settings to a new computer or operating system

· Remotely imaging capabilities which allow you to image a new computer or re-image an existing computer

· Remotely allocate and install software

· Build software packages for remote distribution

· Scan computers for detailed specs on operating system and application inventory information

· Acquire control of a remote system via LAN in order to remediate problems (OS-present only)

2.4.2 Auditing & Asset management

Altiris provides essential Web-based management which allows access to key system security audit and asset management which includes the following functions: 

· Audit task scheduling and reporting 

· Interactive viewing of audit results from a web browser

· Self auditing which helps save management costs while increasing conformity 

· Configuration of Audit on Connect functionality 

· Safe access to audit and compliance functions 

· Automatic updates of policies such as antivirus and patch status, and vulnerabilities

2.1.3 Monitoring

Altiris monitoring ensures server accessibility through full, Web-based performance and event monitoring and uses real-time monitoring to evaluate current operational states, view past data to identify trends and separate recurring issues, and manage problem tasks with integrated alert management.
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· Lower cost of ownership through centralized management, quick implementation, and ease of use

· Improve IT staff effectiveness

· Restore server operations more quickly

· Easy-to-use Web-based interface provides anywhere access

· At-a-glance view of all monitored servers and environment

· Various platform support

2.1.4 Patch Management

Altiris Patch Management Solution allows you to manage patches and software updates by automating the collection, analysis, and delivery of patches across your enterprise. The solution can significantly help you decrease the costs involved in delivering patches throughout your enterprise and integrates with Altiris Recovery Solution for stable-state rollback.

· Provides a repository that includes information on each software bulletin, such as technical details, severity ratings, and number of updates

· Automates the downloads from the vendor site prior to distribution without administrator intervention

· Discovers detailed information on the OS and applications, and inventories installed updates

· Simplifies the management of distribution policies using a software update distribution wizard

· Provides control over batched installations, rebooting, and simplified selection of command line options

· Includes detailed reports and alerts on patch updates and distribution status

2.4.5 Backup & Disaster Recovery 

Altiris uses Symantec backup system which allows the recovery system to handle backup and disaster recovery. Using this solution adds rapid Windows backup and recovery and enables administrators to meet strict recovery time objectives by recovering systems in minutes, not hours or days even to dissimilar hardware and virtual environments.
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· Recover complete Windows systems in minutes and not hours or sometimes day, even with hardware and virtual environments that don’t have similar requirement.

· View overall system backup processes via centralized dashboards

· Centrally create, delete, rename and configure backup policies

· View real-time backup and computer status, add filters and execute backups directly from the Altiris Console

· Capture recovery points without impacting user productivity or application usage

2.4.6 Endpoint Security

Altiris software supports an organization’s security processes through the implementation of sound security configuration baselines, proactive evaluation, and comprehensive reporting of application availability.

· Establish baseline configurations from best practices templates, including CIS, NIST, SANS, and others.

· Evaluate IT controls against Sarbanes-Oxley, PCI DSS, HIPAA, FISMA, ISO 27001, and their regulation requirements

· Monitor the entire enterprise with support for Windows, Linux, and UNIX

· Quickly identify systems that deviate from established baselines

· Promptly respond to issues within ITIL-compliant change processes

· Assess security status through interactive reporting

2.3.7 User State Management 

Altiris user state management suite automates most time consuming jobs that would require a lot of attention and unnecessary tasks to reduce efforts and costs associated with deploying, managing, securing and troubleshooting client systems so you can gain control of your IT environment.

[image: image4.png]| Symantec Management Console g@
Create New Task
o 0 Genrose 2]
= 02 oesomentnatigason
o ooy Ssen Cntpsain
B sscuoOskmage.
S ciomreoukine
F conserunsty
ooyt e
S oaveute ersonsity |
PraseatTo
Growessoinge || el
5 0 bucoey s mentry
5 22 vaorng and g
s Caresosnsener
5 0 outofsadagerent
@ 02 sever omence

o O severtods 05 ticensing )
@ 00 sotwer Selactthe reduc ki 0 rese caning aer cptur s complate
Gumsee Goerming systems. Selecton sperating ystem ]
ot serce e e . = 5
by Eroductbon ks
Convotsense se
& oekagnentCorove
g Damain Credentils )
M Get Contpraton
[opss





· Remote control available

· Enables shared console access with desktop user

· Distribution of patches

· Stage and execute scripts

· Distribute software

· Includes monitoring for security events (viruses, login failures, etc...)

· Fault and performance monitoring

· Uses an agent

2.4.8 Help Desk 

Altiris Helpdesk Solution is a great event management tool that has the ability to enable responsive implementation, which enables you to receive immediate perks. The help desk solution is built using the Altiris notification server design and has full integration with other Altiris components such as asset management, CMDB, remote control, and Web-based administration tools.

· Complete incident management and resolution capabilities right out of the box

· Role-based security offers fine-grained access control

· Web Reports ensure quality of service and efficient IT operations

· Ensure service availability with integrated server and site monitoring

· Easy to install, implement, and maintain

· Asset management integration allows the cost of providing services to be accurately tracked

2.5.8 Usability

Altiris gives the user the opportunity to help design the products they use. Tell them how you interact with their products, your business needs and how they can improve your experience. This is done through feedback which makes a big difference. Administrators are given the ability to control settings and configurations such as desktop customization which includes wallpapers, web browser favorites, and screensaver, allowing for these settings to be deployed across an entire group of machine. Also gives the user access to backup and Restore machine account information. Another important tool is the ability to migrating all of the user settings from one or multiple machine at a time. Altiris Offers adaptive usability which has a project or task-based console design, using Altiris Adaptive Display Technology which personalizes the console for uncluttered management. Also provides user-customized console and uses Altiris ‘shortcut’ technology.
2.1.9 Reliability

Altiris solutions increase the speed and reliability of management to improve availability, business continuity, and staff efficiency and increase cost savings by providing these capabilities:

· Deployment—Bare-metal OS, network, and application stack imaging for rapid

Installation

· Patch—Centrally-controlled hardware, OS, and third-party application security

Patch management

· Desired state—Automated application self-healing and configuration settings

Management

· Recovery—Integrated server snapshot prior to configuration management Monitoring—Improving operations and enhancing performance

