2.7 Comparison and Discussion

Comparison Rating Key Table

	Rating Range
	Rating Description

	5
	Excellent

	4
	Very Good

	3
	Good

	2
	Fair

	1
	Bad


Altiris and Kaseya Comparisons/Discussion

Healthier systems with Kaseya have increased uptime from 85 to 99 percent, providing more reliable access to software installed on the machines. A single IT administrator is able to efficiently manage all systems through one interface, negating the need to hire more staff or use multiple management tools. Backups are efficient and reliable while complete recoveries of workstations can be done quickly and remotely, in less than two hours. Performing an audit with Altiris is a much larger and difficult task than with Kaseya.
Strengths and Weaknesses
Altiris is overall a very good IT Automation solution. Since merging with Symantec, they have become a force within the industry and getting stronger. The Altiris solution would enable UTS to become fully automated with the administrators able to take complete control over machines and keep them patched, updated, backed up, and monitored. However, as far as the budget goes, Altiris would not be a very good choice. At $203.50 a seat and over 5,000 machines, that is just way over our budget in this time of economic difficulty. After carefully researching case studies and discussion forums about the Altiris solution, administrators and users both complain about very intensely long times to complete audits and backups. There were also many cases that Altiris would not install automatically on machines, ultimately leading for administrators to have to manually install. This not only causes frustration and valuable time losses, but for the amount of money to use the Altiris solution, this should not happen in a corporate environment.
	Remote Control

Rating:  5
	The Altiris Deployment Solution (Remote Control) enables administrators to image machines, install software, run scripts, and gather information about the workstations in an environment. It is simple to set up and straightforward with extensive training materials and documentation.

	Audit & Asset Mgt

Rating: 2
	Although Altiris Inventory performs an extensive audit on a machine, it can be difficult to perform.  It can also take 2-3 days to completely audit machines.

	Monitoring

Rating: 4
	Altiris Monitor Solution allows for comprehensive system data monitoring real-time. Monitors performance, counters, processes, and TCP/IP port states.

	Patch Mgt

Rating: 4
	Patch Management for Altiris provides patching without flooding the network. Provides hardware and software inventory information, and the ability to deploy standard software. Requires that client software be installed on every managed workstation or server.

	Backup & Disaster Recovery

Rating: 3
	Provides remote installation, backup, and restore capabilities from a central console.  However, backup can take much more time and effort than other solutions.

	Endpoint Security

Rating: 4
	Altiris Endpoint Security protects computers by automatically adjusting security settings and user permissions based on the current network environment characteristic. The Endpoint Security Agent is installed on machines and settings are enforced.

	User State Mgt

Rating: 4
	The Altiris Monitor Solution provides monitoring functions which continually gather and summarize the data in an environment to help keep machines and servers running. User-friendly and visual.

	Help Desk

Rating: 4
	The Help Desk provided by Altiris allows everyone to generate their own tickets which are automatically assigned to a technician who can remote to resolve problems.

	Usability

Rating: 3
	Although Altiris provides a huge family of automation tools which are user friendly, getting Altiris up and running can be a headache over other automation solutions for administrators.

	Reliability

Rating: 3
	Altiris is a very reliable solution for corporations overall and is user friendly, with administrators able to remote in to machines to solve problems.

	Performance

Rating: 2
	With auditing and backup, these tasks can be very frustrating and time consuming with Altiris. Getting Altiris up and running can also be a headache for administrators trying to get finished with the installation process. 

	Supportability

Rating: 5
	Now that Altiris has combined with Symantec, there is a very strong support system provided for users and administrators.


N-able and Kaseya Comparisons/Discussion

A key difference between these two MSPs was clearly evident in the areas of Auditing & Asset management, Backup & Disaster Recovery, Endpoint Security and User State Management. Kaseya offers all of these features as well as all those listed compatible and equipped for N-able i.e. patch management, remote monitoring, help desk etc. Kaseya’s Endpoint Security provides for protection against harmful agents such as viruses, spyware and serves as protection for servers and can manage multiple computers and servers whether they are on or off the local area network. Backup and Disaster Recovery is an extremely important feature that not only protects vital data but also reliable immediate disaster recovery. Some functionalities of BU/DR are: Full or incremental backups, Incremental Forever Backup Options and Automatic Image Virtualization Recovery just to name a few. User state Management according to Kaseya.com is defined as “an automated desktop migration solution and enables the definition and deployment of group profiles”. Within this feature you can adjust Policy Management, Desktop Standard Management and User Management. N-ables online training and business analysis tools are very well thought out for helping make the learning curve easier and quicker. Once N-able was installed on my PC, N-able provided me with a user guide displaying all functionality and definitions alike. N-ables compatibility ranged from Windows platforms to Linux platforms as well as MAC OS X. Kaseya cross platform capabilities is similar to that of N-able. N-able uses interoperability with Microsoft Windows Software Update Services (WSUS) to provide as more cost efficient method of Patch Management. Kaseya’s Patch Management assists in sealing potential security threats in a timely manner. This can be accomplished with the use of Automatic and Recurring Patch Scans that readily seal any risks to a company’s infrastructure. Remote Monitoring through N-able is extremely detailed with pre-defined monitoring settings equipped with over 100 services that are based on industry’s most habitual occurrences. Both N-able and Kaseya offer an extensive array of monitoring solutions. N-able also offered many more features and advantages of their help desk system as opposed to Kaseya. N-able had instant access to important information such as the benefits that they as MSPs provide, the features displayed in an elegant setting, and advantages as to why the consumer should buy. Kaseya had key features of their own, but N-ables features and overall functionality as a support group was more user friendly and thus better. Something I noticed first hand when using the N-able solutions trial version on my home PC is that it is not as fast as the Kaseya solution. When I clicked on a different option, I would have to wait for a few seconds before information about Help Desk for instance, pops up. Perhaps no other comparison of two MSP tools is complete without mentioning the price differentials. N-able charges a fixed rate of $650 per month/per computer. Kaseya on the other hand has an assortment of prices that varies as the number of units that are needed grows. For instance, the more systems a company needs, the fewer dollars per unit, the company has to pay because they are buying in greater volumes. For our intense and purpose Kaseya would cost an approximate $44 per computer with a fixed down payment that is established. 


Strengths and Weaknesses

N-ables strength lies in that it offers such an extensive array of advantages like Cross Platform Support-which allows for the use of N-able on all operating systems; Powerful PC and Server Management Features-Through Core, Remote Support and Remote Environment, you can setup the most cost efficient service deployment; Easy Deployment- Quick deployment of remote monitoring and management to customers; Granular Status Reporting-This feature provides technicians with the understanding of certain problems to assist them with maintenance and repair; and Complete Reporting Package- which displays all the information of all processes of an organization being monitored, to show; just to name a few. As far as N-ables weaknesses go, it lacks essential features such as the all important Backup and Disaster Recovery-which saves all information that is needed and that may contain crucial research, settings, functions etc. and is readily capable of restoring that information when commanded to do so; Auditing and Asset Management-which assists in security of the managements operations; Endpoint Security-which is a security protection component and User State Management- which is the function that the user sets desktop settings as well as defining and deploying standard corporate policies and profiles tailored to the needs of the organization and customize machines to their preference and personality that may lead to superior levels of comfort and output.   

	Remote Control
Rating: 4
	N-able solution has a very well thought of remote control infrastructure. Unlike Kaseya, N-able offers two types of Remote Control (Attended & Unattended) that provides the utmost cost efficient and less time consuming manner. N-ables N-central, allows for easy troubleshooting and surveying of a company’s systems to assure ideal performance levels.       

	Audit & Asset Mgt
Rating: NA
	N-able doesn’t carry this feature.

	Monitoring
Rating: 5
	With N-able Monitoring, amplification of your competitive differentiation and profitability by monitoring more devices, more services and more operating systems; detect customers' IT problems before they lead to costly downtime; scale your services to accommodate the needs of SMB and mid-enterprise customers. N-able is compatible with nearly all Windows based platforms as well as MAC OS X, Linux etc. With N-central, you have the flexibility to monitor your customers' networks with agents, probes or both.

	Patch Mgt
Rating: 5
	This is a very important feature because you can set up alerts and security measures to inform the user of any faulty setup or mismanagement of functions that may occur with the system. “N-central interoperates with Microsoft Windows Software Update Services (WSUS) to provide scalable, cost-effective patch management [7].” 

	Backup & Disaster Recovery
Rating: NA
	N-able doesn’t carry this feature.

	Endpoint Security
Rating: NA
	N-able doesn’t carry this feature.

	User State Mgt
Rating: NA
	N-able doesn’t carry this feature.

	Help Desk
Rating: 5
	Help desk is accomplished by way of N-ables N-supportPro which provides the premier echelon of security accessible and the least download path in the industry, to start client sessions faster.

	Usability
Rating: 5
	N-ables user friendly environment provides the user with the comfortable feeling that they can easily adhere to the specifications of an instrument like N-able and therefore cut learning curves to a minimum. Post download, N-able offers the user with a user guide that teaches all about the bells and whistles of N-ables functions.  

	Reliability
Rating: 4
	N-able provides for user defined alerts that inform the user as to when a breach in a selected state has occurred. This is a great tool for users who feel that their standards of what their chosen MSP tool should provide isn’t ideal for them and therefore set their own requirements and thus has a greater amount of control pertaining to their system.  

	Performance
Rating: 4
	N-ables performance is second to none. N-ables N-central comes equipped with Intel vPro processor technology which extends the functionality of N-centrals best-of-class management platform to provide complete network visibility and manageability regardless of OS or power condition. The Intel vPro enables for safe, remote access to the computer for any maintenance needs. With a 40% improvement in performance and greater energy efficiency, the vPro is ideal for reducing the total cost of IT and to eliminate the operational headache of IT [8].  

	Supportability
Rating: 5
	 N-able solutions allow the user to easily access various areas of their system information and provide for maintenance, repair etc.   


Track-It! and Kaseya Comparisons/Discussion

According the online research Numara Software appears to be strong in some areas that can be utilized to solve technical issue. For instance, Remote control, audit and asset management, network monitoring, and patch management. These aforementioned, are the best parts of Numara Software which provides for internal and external users. Furthermore, as concerning the level of security, back up and disaster recovery, Endpoint security, User state management etc. Kaseya remains the most ideal choice because it provides better services than does Numara Software [7]. IT specialists can reduce time and administrative costs by using Numara Patch Manager to automate such functions as patch management, analysis, reporting, deployment and maintenance. Track-It! allows users to open / close work order also generates numbered each work order for future reference.
Strengths and Weaknesses 

	Remote Control
Rating: 5
	Numara remote support low-bandwidth interaction between the user’s desktop and IT technician. IT also allows files transfer and shared files.

	Audit & Asset Mgt
Rating: 4
	Numara FootPrints, Numara Asset Manager and Numara Remote are able to routinely check inventory of computers and software assets on a company’s network.

	Monitoring
Rating: 5
	IT professionals can use Numara Network Monitor to constantly track the health and performance of vital network components.

	Patch Mgt
Rating: 5
	Numara Patch Manager gives IT Professional the capability to pick which servers or workstations to scan or not to scan, and to create machine groups and import the list of systems to be scanned they can also specify systems or IP address/ranges that should not be scanned. It also has the ability to deploy windows security patches to multiple workstations from a central console automatically.

	Backup & Disaster Recovery
Rating: NA
	Numara doesn’t offer this feature.

	Endpoint Security
Rating: NA
	Numara track-it software does not support this feature. 

	User State Mgt
Rating: NA
	Numara track-it software does not support this feature

	Help Desk
Rating: 4
	Help desk software include e-mail request management, field tech web interface update increased OS and hardware platform. Track-IT consent to desk managers and technicians to personalize their dashboard views to identify and act on critical trends immediately.

	Usability
Rating: 4
	Numara Track-it software provides flexible and manageable solutions in affordable packages and with diminished implementation costs.



	Reliability
Rating: 3
	Numara Software provides several online trainings for users about how beneficial to have Numara Software as the best solution for IT automation solution.



	Performance
Rating: 5
	Numara is easy and quick to distribute application software to Microsoft Windows Laptop and PCs across any connection, anywhere Numara Deploy makes it simple to install, remove, update and repair software application.   

	Supportability
Rating: 4
	Provides access to Numara Software solutions for users, and easy configuration.




LabTech and Kaseya Comparisons/Discussion

Strengths and Weaknesses 

The Lab Tech Software tool has more strengths than weakness as a solution tool for solving many problems in the IT infrastructure.   A few of these strengths include tools such as the Remote Desktop and Background Troubleshooting tool, which allows you to interact with users on their desktops. The Background tool is neat because it allows you to work on a client computer for troubleshooting purposes without interrupting the user.  Another strength that I found out with the lab tech tool is that it provides some of the necessary tools like Kaseya for automating various tasks.  One of the weaknesses that I found with the software tool was that it did offer much on Endpoint Security.
	Remote Control
Rating: 5
	The Remote Control and Background provides a powerful tool for interacting with users, and it includes interaction with client computers without the interrupting the users. Any Remote Control tool can be used.

	Audit & Asset Mgt
Rating: 5
	This Audit & Asset Mgt tool is a powerful tool and that is why I rate it with excellence.  Providing powerful tools for Crystal and Integrated Reports, that allows you to query and export information collected by reports. 

	Monitoring
Rating: 4
	This Monitoring tool is very good, because not only that it allows you to monitor groups, but it provides network monitoring for TCP, UDP, and SNMP.

	Patch Mgt
Rating: 4
	Patch Mgt tool is rated very good as a performance tool, because it allows you to test patches, approve and remove those patches. With these tools you set patch mgt for groups or per computer basis.

	Backup & Disaster Recovery
Rating: 3
	Backup & Disaster Recovery tool provides the necessary tools for simple backup, Image Based Backup with Shadow Protect, but lack Offsite Backup tools.

	Endpoint Security
Rating: 2
	Rating Endpoint Security as fair, because although it provides Advance Security and Permission Mgt, it lacks Antivirus and  Firewall Security (individual packages)

	User State Mgt
Rating: 3
	User State Management is rated good, because it does allow you to work around flexible groups, providing some form of settings. 

	Help Desk
Rating: 2
	Help Desk is a fair tool for providing help to users and the reason I rate this tool fair is that it lacks chat sessions for interacting with users.

	Usability
Rating: 4
	Usability of the solution tools is very good, but can be complex at some point especially location of certain tools.  Ease of use is rated above average.

	Reliability
Rating: 3
	Reliability is good especially when this software provides one centralize integrated package that allows you to perform most IT tasks.

	Performance
Rating: 3
	Performance is rated good overall, because it provides the necessary to tools to maintain and automate tasks for every day to day operations.

	Supportability
Rating: 4
	Supportability is very good in that it provides compatibility with all Operating Systems like Windows, Mac, and UNIX Systems.


Zenith InfoTech and Kaseya Comparisons/Discussion

Strengths and Weaknesses

Zenith InfoTech has provided their customers with a MSP that rivals such industry leaders, as N-Able. While t Zenith’s customer base is the small-to-medium business, the services which they provide are such that they rival those found in an enterprise IT system. The SAAZ management system provides the innovative remote access services of LogmeIn; the added security provided by anti-malware/anti-virus software tools; the consolidation of these software tools through Connectwise PSA; Scripting and patch deployment systems making Network management a lot easier to accomplish, at less than half the cost. However, Zenith does have its weakness. 
Zenith’s lists of Anti-virus/ anti-malware partners are limited. In addition these services come at an additional cost the Company, and should the company prefer to use another product(s) for the aforementioned protection, there could be compatibility issues. Particularly with product updates, and service clashes. Zenith’s management requires not only the installation of its SAAZ agent, but the Advanced Scripting Tool, and a LogmeIn agent. While these may all be incorporated in the SAAZ agent install, these services will undoubtedly take up a lot of system memory once installed. And with their being no backup and disaster recovery, or help desk service (unless these services are purchased), a company would need to make other arrangements to make sure there network system stays up and running, in the event of a system failure.
	Remote Control

Rating:  5
	Using the LogmeIn remote support tool, Zenith SAAZ can provide the user with a toolbox of remote control tools, in one handy reliable product. With such tools as file transfer, remote connect, web-sharing, and conferencing tools, Zenith allows their customer ease of use from anywhere they may be

	Audit & Asset Mgt

Rating: 4
	Zenith provides a full audit of a system within minutes of the agent being installed. And the system continues to conduct audits every 15 minutes, to provide up to the minute system data. Unfortunately, this can cause systems to lag.

	Monitoring

Rating: 3
	Zenith SAAZ provides comprehensive system monitoring on all of their server SAAZ agents. However, they do not provide desktop monitoring in the same manner. Desktop monitoring is down by way of a log report.

	Patch Mgt

Rating: 4
	The Patch Deployment system on Zenith is implemented using the Windows update Management system as its backbone. Using data from the system audit, a list of updates for the system can be generated, and then deployed at the users’ discretion. 

	Backup & Disaster Recovery

Rating: 3
	Zenith has a comprehensive Back up and disaster recovery system which could meet the needs of a corporation of any size (based on their system model. However their BDR backup and recovery system is not included with their SAAZ management system.

	Endpoint Security

Rating: 3
	Endpoint security is managed via patch deployment, Scripting, and the system array of system protection tools. However, the systems are limited to the scripts that are pre-fabricated by Zenith, and to a short list of supported system protection tools.

	User State Mgt

Rating: N/A
	There is no user state management for Zenith at this time.

	Help Desk

Rating: 3
	The Virtual Service desk provides comprehensive 1st tier and 2nd tier remote support for Windows and Zenith systems. However it is limited solely to Windows systems, and is a service all its own.

	Usability

Rating: 3
	Zenith’s tools and features make it a radical system that can be used to maximize a company’s system. But while the system may be seemingly intuitive, it can be cumbersome to use. And is limited by the size of the company

	Reliability

Rating: 4
	Zenith can be a reliable solution for small/medium companies. Providing an-sized IT group (if any) with a host of automation and management

	Performance

Rating: 4
	 While the system will increase system performance in the long wrong, the SAAZ will cause system performance to lag in the initial weeks upon being installed. And without the other tools and services provided by Zenith, or an alternate to their service, the tool can be very limited.

	Supportability

Rating: 3
	The Zenith SAAZ can provide full windows support, and automation. When combined with other zenith services, the SAAZ management tool would be ideal for any company.


Kaseya

Strength and Weaknesses

Kaseya Technologies has a wide assortment of indelible features that make it the top notch multi award winning MSP tool that it is. Kaseya houses every facet of tools that an MSP should have to deliver top quality performance. However, Kaseya’s System Management is without a doubt it’s most evident strength. Through the System Manager, IT Professionals and MSPs can monitor everything from automation of PC Remote Control/Remote Support, Anti-Virus/Anti-Spyware Detection, to an extensive Backup and Disaster Recovery infrastructure and environmentally friendly Power Management. Upon investigation, Kaseya doesn’t have any noticeable weaknesses as do other MSP vendors in our investigation. According to a 2006 CRN article, Kaseya was exposed as having “a weakness in intrusion detection and vulnerability scanning [11].” Kaseya since then has greatly improved its security threats and has one of the premier security setups in MSP existence, with its aforementioned six point maximum security setup. Kaseya offers every aspect of essential tools that MSPs should provide their customers with.
	Remote Control
Rating: 5
	Kaseya provides reliable deployment for Remote Desktop, providing secure access and communications using encryption. Reliable remote applications such as VNC, R-Admin, and PC-Anywhere.

	Audit & Asset Mgt
Rating: 5
	Kaseya utilizes an up-to-date, accurate discovery of the entire computing infrastructure. It is very user friendly and unlike other IT Automation software, it does not require the knowledge gained from comprehensive training programs. Audit reports are stored on the Kaseya server and then are very easy to view. 

	Monitoring
Rating: 5
	Kaseya provides a trusted monitoring tool for monitoring various machines on the network whether through alerts or monitoring sets which are more specific showing data such as thresholds and counters for performance monitoring. Data is reliable during collection on various machines.

	Patch Mgt
Rating: 5
	Kaseya provides a comprehensive patch deployment system for automating patch scans, testing patches, and creating patch policies for computer groups. Another handy tool is that it has the capability to filter for patches, for approving and denying any patches.

	Backup & Disaster Recovery
Rating: 5
	Kaseya provides comprehensive, reliable, and cost effective server and workstation protection. Kaseya has a unique method of BU/DR that creates an image of the entire system state, including user settings, data and applications.

	Endpoint Security
Rating: 5
	Kaseya offers a superb security resistant feature that is easy to use, quality proven by all antivirus certifications and reduced costs and productivity. 

	User State Mgt
Rating: 5
	Users can setup their respective systems to their liking and also features an environmentally friendly method of energy conservation. 

	Help Desk
Rating: 5
	Kaseya has a broad range of service features that assist in the learning of Kaseya’s platform requirements. There is a support system on their website that allows for downloading of add-ons, look at Kaseya Support Policy, Policy Report, and also the ever helpful Kaseya Forum. This allows fellow Kaseya users/IT Professionals a place to have questions answered from a broad range of experience.  

	Usability
Rating: 5
	Kaseya’s user friendly environment provides the user with the calm sense that they can easily grasp the specifications of a tool like Kaseya and therefore minimize learning curves. Post download, Kaseya offers the user with a user guide that teaches the functionality of Kaseya’s functions.  

	Reliability
Rating: 5
	Kaseya’s performance sets the industry standard as a top notch MSP tool. Kaseya’s service is constant and as mentioned earlier is equipped with a strong infrastructure of staff members that are dedicated to provide the utmost security, cost efficient and productive MSP tool.   

	Performance
Rating: 5
	Seeing as though Kaseya is potent in every single noteworthy category it embodies what an MSP tool should be. From Help Desk and Trouble Ticketing, Remote Desktop Management, Computer Inventory and Audit, Flexible Web Based Administration etc. Kaseya is the industry standard of MSP tools year after year. This is evident in the many awards that they have earned.   

	Supportability
Rating: 5
	 Kaseya Technologies allows the user to effortlessly access various areas of their system information and provide for maintenance, repair etc.   


Rating Results Explanation/Discussion:

Individual Solution Comparison Rating System Table

	
	Altiris
	N-able
	Numara Track-IT!
	Lab Tech
	Zenith
	Kaseya

	Remote Control
	5
	4
	5
	5
	5
	5

	Audit & Asset Management
	2
	NA
	4
	         5
	4
	5

	Monitoring
	4
	5
	5
	         4
	3


	5

	Patch Management
	4
	5
	5
	         4
	4
	5

	Backup & Disaster Recovery
	3
	NA
	3
	3
	3
	5

	Endpoint Security
	4
	NA
	NA
	2
	3
	5

	User State Management
	4
	NA
	NA
	3
	NA
	5

	Help Desk
	4
	5
	4
	2
	3
	5

	Usability
	3
	5
	4
	4
	3
	5

	Reliability
	3
	4
	3
	3
	4
	5

	Performance
	2
	4
	5
	3
	4
	5

	Supportability
	5
	5
	4
	4
	3
	5

	Availability
	4
	4
	4
	4
	3
	5

	Price
	1
	2
	NA
	3
	5
	4

	Total
	48
	43
	46
	49
	47
	69
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