2.6 Comparison and Discussion 
Now that we thoroughly identified all of the required functions for each solution, we will now evaluate all of the functions and discuss what stands out about each function. We will use a rating system for the evaluation, the system will have a rating range from 1-5 with: 1-BAD, 2-FAIR, 3-GOOD, 4-VERY GOOD, and 5-EXCELLENT.
2.6.1 Evaluating and Discussing: Numara 

Numara has all the necessary IT Automation tools that a company needs, from patch management, to remote control, to even asset management. But one thing that Numara lacks is a Backup & Disaster Recovery tool, another draw back is that you need to install Numara Track-It! as well as all the additional add-ons with a CD, or by downloading the trial version and then purchasing a license.

	Remote Control
Rating: 4
	This gets high mark just for its simplicity, installing the Guest/Host interfaces are easy, for the Guest, just go to the toolbar to install it. As for the Host interface, you send and email to the user that has a link for further instructions on how to download.  After you finished installing both interfaces, you will need the IP address of the workstation you are trying to access, and then you are ready to connect.

	Audit & Asset Mgt
Rating: 4
	You are one click away from getting software and hardware information on a workstation in a matter of seconds. This function is not only limited to workstations, you can get information from routers, printers, laptops, etc. You can assign an icon t o each asset and group them with each respected icon, so you can group all the workstation together, as well as grouping the routers and printers. 

	Monitoring
Rating: 3
	Its best feature really is its mapping; the Auto Discovery Wizard will automatically scan your entire network (as long as you supply a range of IP addresses) and will populate the entire map. You can keep a close eye on all the workstations hard drive space via scripts, when a workstation goes down, you can be notified on your smart phone that the network is down.

	Patch Mgt
Rating: 4
	The templates are a nice feature running on Numara Patch Manager, you can apply restrictions on what you want to scan as well as setting a schedule on when you want the workstation scan. The GIU is very easy follow, naming the workstations and applying the IP address for each workstation is fairly quick and easy. When scanning is complete, the summary page can be very helpful as it states all the critical and important patches that are missing.

	Backup & Disaster Recovery
Rating: 3
	Affordable and easy-to-use, Norton Online Backup stores your files at an off-site location, so if a disaster were to occur, you can retrieve the files anywhere, from any computer, as long as you have the required web browser.

	Endpoint Security
Rating: 3
	Numara really cares about its security and does everything possible to make sure you are protected. It makes sure that every Host workstation is protected against unauthorized access by checking to see if every MAC/IP address is allowed permission to connect to your computer via a restricted predefined list of all the MAC/IP address that are not permitted to access the host. If a company uses Active Directory, the guest will be authenticated against Microsoft Server 2003.

	User State Mgt
Rating: 3
	With a combination of Numara Remote and Active Directory, you can manage any workstation the way the company sees’s fit. With Active Directory, you can restrict downloads and websites, by adding Numara into the mix, you can keep a Windows Event log that keeps tabs on all the websites that users have visited.

	HelpDesk
Rating: 5
	An easy to follow user interface, if you had experience with Microsoft Outlook. The help desk ticket system (work orders) is top notch, very easy to use and follow, identifying which work order was viewed and which wasn’t can be easily followed. The priority numbers are a really nice touch, you can view which of the orders are of importance. The solution function is a plus, you now have the option to save and make accessible to other users the solution to problem.

	Usability
Rating: 3
	You can run all of the applications simultaneously without any lag whatsoever. All the applications are very user friendly; each application has its own wizard, showing you a step-by-step procedure on how to manage each application.

	Reliability
Rating: 3
	Numara is reliable in all of its functionalities, though, it is important that all of the workstations are functioning properly. During the investigation, not once did the Numara software crash.

	Performance
Rating: 3
	Since Numara Track-It! and its additional add-ons are installed thru CDs, you have to make sure that you meet the minimum requirements for Numara to run smoothly, if you don’t, the applications can be a little sluggish.

	Supportability
Rating: 4
	Numara Software’s support anything that is Windows based (i.e. Windows XP & Vista, Windows Server 2003, etc.), but Numara does not support MAC OS and Linux.


2.6.2 Evaluating and Discussing: Nagios

For what Nagios was intended to do (monitoring), it does a fairly good job. Some of the strengths it has are it easy to use interface and very simple to understand scheme. If something that is being monitored goes bad, it turns red and the word critical is written in it, if something is good it turns green, plain and simple. The weaknesses though I must say outweigh the strengths. For starters, it isn’t an all in one solution. The administrator has to look into other solutions to take care of various other aspects such as remote control, auditing, patch management, backups, end point security, user state management, and help desk. If it came integrated it would be a better deal. There is one thing that goes both ways, it can be considered as a weakness and also strength, and that is its ability to be customized in regards to what it monitors. It goes both ways because for somebody that needs a solution to be up and running out-of-the box it’s a nightmare, but for someone that has the patience and needs to customize monitoring then this is a perfect tool for that individual.

	Remote Control
Rating: 3
	 Nagios does not come with built in Remote Control features. Rdesktop would be the next best thing since it usually comes pre installed in most Linux distributions. If not it’s a simple download and a very straight forward application. The only other configuration would have to be turning on the remote desktop feature on the workstations running windows.



	Audit & Asset Mgt
Rating: 4
	Nagios does not come with Auditing and Asset Management built-in capabilities. But, from what I read Nessus can be used as a possible alternative to gathering system auditing data. Nessus receives a high rating because from the information gathered I realized that it’s a very powerful tool. It’s capable of gathering an extensive amount of information when it comes to enumerating a workstation.



	Monitoring
Rating: 4
	Nagios’s main feature and what it was designed to do. The reason I gave it a four is because it has a very easy to use web based interface. You click on a link and it displays the information on the web browser in a very clean and easy to understand format. It also has a four because it’s very customizable when it comes to what you want it to monitor. The flexibility in monitoring is due to the fact that there are various plug-ins that can be downloaded and configured to whatever service it is that you want to monitor.



	Patch Mgt
Rating: 2
	Although Nagios does not come with built in support for patch management, I read online that an administrator can configure Nagios to use the NSClient++ plug-in to check for windows updates. I gave it a rating of 2 because it’s not a very user friendly feature. The administrator has to configure the patch in order to make it have that feature. Other solutions might have this feature out of the box and might require less work. And even with the notification of the patches that are needed, the administrator would still have to find a way to apply these patches.



	Backup & Disaster Recovery
Rating: 3
	Once again Nagios fails to impress me with the lack of a backup and disaster recovery solution already implemented into the program. The administrator is forced once again to search elsewhere to find a solution to take care of backup and disaster recovery. One recommended solution to counter the lack of backup and disaster recovery would be Bacula.



	Endpoint Security
Rating: 3
	Nagios fails us once more with the lack of an integrated endpoint security system. To make up for it the administrator has to seek help elsewhere. Nessus as mentioned before can be used as a great auditing tool, and also as a vulnerability scanner. So with the combination of Nessus and perhaps virus scanner such as Kaspersky , the administrator could have his bases covered when it comes to endpoint security.

	User State Mgt
Rating: 2
	User state management is another feature not included in Nagios. But there is hope if you look into other separate solutions that can assist you alongside Nagios and provide user state management functionalities. Smbldap-tools, Samba, and OpenLDAP combined and when configured properly, according to the website in the reference, can be used as to assist you in user state management.

	HelpDesk
Rating: 3
	Nagios does not come with a help desk solution. But other software such as Eventum can be used to support with help desk. Eventum, according to the it’s wiki website, is a web based application and issue tracking system that can be used to track technical support requests and can prioritize and organize the issues. It’s seems very simple, looks like it has a very user friendly interface and alongside Nagios and ten other different tools it should make a great solution for help desk.



	Usability
Rating: 3
	Once Nagios has been installed it is fairly simple to use. You open up a web browser and type the url that is hosting Nagios. After that you are prompted with a window to enter a user name and password, and then you are in. The web interface is really clear and the information displayed is comprehensible. It serves its purpose as a monitoring solution and has very simple take on letting you know if something is wrong (usually something displayed in red). The only usability issue that I have with it is the constant having to configure components, such as the Nagios configuration file, plug-ins, and agents. This can go both ways because it can be great if you need to customize the software and tailor it to your monitoring needs, but then again if you need a more complete out-of-the-box solution this doesn’t really help.

	Reliability
Rating: 3
	I’d say It’s reliable for the monitoring it does. Every once and a while though, during its refreshing state Nagios tends to switch around the status of the items being monitored. It could be due to network performance and the refresh rate.



	Performance
Rating: 3
	As mentioned before it’s a simple web based application. As long as there is good network connectivity and the system that is on isn’t lagging, it works like a charm.



	Supportability
Rating: 1
	Nagios is supported by the developer’s website, but you have to pay to get the support.


2.6.3 Evaluating and Discussing: LANDesk
LANDesk has extensive IT Automation tools that any company would want from comprehensive patch management, accurate asset management, and great add-on services that extend IT automation possibilities.  On the contrary, it lacks an adequate backup and disaster recovery tool and makes you have to look into third-party backup tools.

	Remote Control
Rating: 5
	The LANDesk Management suite provides a powerful remote control and problem solving solution which help you reduce costs, and decrease the demand on help desk resources.  With LANDesk’s remote control, you can perform maintenance and repairs anytime on the network with remote reboot, remote wake and remote application launch.

	Audit & Asset Mgt
Rating: 4
	LANDesk has a powerful IT asset management utility, which you can add to LANDesk Management suite, which helps you manage devices across your network.  You can easily plan upgrades and respond to audits in an efficient manner. You can easily track both hardware and software inventory, and track software usage. 



	Monitoring
Rating: 3
	LANDesk System Manager maximizes computer performance, availability and security.  You can extract data directly from the system hardware, OS and software components in real time.  You can track anything from CPU usage, to different voltages, to fan speeds, and even if different users remove peripherals from the machines.

	Patch Mgt
Rating: 4
	LANDesk Patch Manager lets you actively scan your managed computers to identify application and operating system vulnerabilities.


	Backup & Disaster Recovery
Rating: 1
	Has no built-in backup and disaster recovery tools.

	Endpoint Security
Rating: 5
	LANDesk has a very powerful security suite and its vulnerability scanning lets you detect threats. Custom scans let you define the specific conditions scanned for, and the Virus Pilot Deployment tool allows you to selectively and rapidly deploy virus definitions files on a limited basis so you can validate whether the integrity of the definitions are valid.

	User State Mgt
Rating: 2
	By implementing Active Directory Application Mode (ADAM) we can control resources, services and users.  We can implement policies amongst users and control what resources are available to every user.

	Help Desk
Rating: 4
	LANDesk has a very easy user interface the clients can use to log and ticket potential problems.  The problem database is useful because users can find answers to their problems if they have been logged in before.

	Usability
Rating: 3
	LANDesk is very easy to use, and once you incorporate all the services that you can subscribe to, it’s a very powerful tool for any company.

	Reliability
Rating: 3
	LANDesk seems like a very reliable IT automation option, but could be too intricate for the needs at superior pharmacy.

	Performance
Rating: 3
	As long as a dedicated server is used to run the LANDesk Management Suite, no lag should be expected.

	Supportability
Rating: 3
	LANDesk supports all types of major operating systems.


2.6.4 Evaluating and Discussing: N-Central

N-central has all the necessary IT Automation tools that a company needs, from patch management, to remote control, to even asset management. The missing element is that it’s the complete package and lacks built-in backup and endpoint security solution. This aspect is achieved through the installation of third party solutions such as Backup Exec and Trend and McAfee. Even though these services provide complete solutions in their areas of expertise but it spikes up the cost and may get out of clients budget.

	Remote Control
Rating: 3
	The proprietary built in Java based client is an excellent tool that enables excellent remote mentoring capabilities and also has common across the board clients

	Audit & Asset Mgt
Rating: 3
	Probe based agent picks up all IP enabled devices and its convenient and easy to build Assets within Minutes

	Monitoring
Rating: 4
	Its best feature really is its mapping, the Auto Discovery or probe will automatically scan your entire network (as long as you supply a range of IP addresses) and will populate the entire map. You can keep a close eye on all the workstations hard drive space via scripts, when a workstation goes down, you can be notified on your smart phone that the network is down.

	Patch Mgt
Rating: 3
	The GIU is very easy follow, naming the workstations and applying the IP address for each workstation is fairly quick and easy. When scanning is complete, the summary page can be very helpful as it states all the critical and important patches that are missing.

	Backup & Disaster Recovery
Rating: 3
	Does not provide built in client but third party software are enabled to perform the task 

	Endpoint Security
Rating: 4
	Trend, McAfee third party solutions are integrated which may or may not be cost beneficial but are complete solutions with respect to their areas of expertise 

	User State Mgt
Rating: 3
	N-Central implements and applies numerous options for MAC/IP monitoring as well as Active Directory integration. This makes is easier to configure and control access control to the subnet

	HelpDesk
Rating: 3
	Easy to access Helpdesk and remote management. Where useful features like Chat, Drawing tool ad file transfer makes it a user friendly feature

	Usability
Rating: 3
	Operates on all Major OS and web based console provides access to a system from any where.

	Reliability
Rating: 3
	Non Hardware dependence makes N-Central state of the art secure and reliable web enabled console

	Performance
Rating: 4
	Zero hardware depended web based console has flawless performance.

	Supportability
Rating: 3
	Supports all Major OS in the market and has scalability of major platform update


2.6.4 Evaluating and Discussing: Open source, free ware, low budget

This bundle of software’s is the perfect solution for a facility looking to save up as much money as possible in the long run. What ever money that is spent in this package is mostly one time fees for unlimited computers, which is a smart investment. Some may argue that having multiple software’s is bad due to the learning curve that is required, but there are plenty of benefits in a multi software environment to the company supporting it. Having multiple software’s not only assures job security but also system up time. It assures job security because learning the software takes time that many companies may not want to spend time and money on. It assures system up time because if for example an “all in one solution” gets corrupted you lose all functions. In a multi software environment the corruption of one software does not hinder the other IT Automation solutions.

	Remote Control
Rating: 3
	This combination of software gets the job done and having one account per site assures security. It is versatile in the sense that almost any browser can be used to remote in to Mac & Windows machines. The only thing this lacks is the ability to transfer files from a computer outside the VPN. This can also have a problem if the client is ever un-installed from the computer.

	Audit & Asset Mgt
Rating: 4
	This combination of software’s ensures that not only the client knows if there is a problem but also prompts the IT department as well via emails. Belarc can be scheduled to run on  specific day of the week to notify users that they may be missing patches. Belarc can also be run upon on-site installation of the PC to take note of what hardware is installed. After the 1st audit is made the information can then be plugged into Advances Network Host Monitoring to perform daily audits of the hardware on the machine

	Monitoring
Rating: 4


	This software’s ability to actively monitor hundreds of computers, have individual schedules per location and PC, and receive emails depending on your rules make this software very complete. The price on this software is also decent $2,400 for unlimited computers & the license never expires. Personally if this software was open source it would have won a Rating of 5.

	Patch Mgt
Rating: 3
	This comes default with windows and works well most of the time if the computer has a scheduled update and install date. Users must make sure to leave their computers on so that the schedules can take place. The only draw back is that the IT department has no real way to know if the installation took place or not. It is left up to the user and the Belarc audit pop up.

	Backup & Disaster Recovery
Rating: 5
	This combination of software costs $90 for KLS Back Up Pro & $75 for Partition Manager is honestly the best back up soft ware I have ever used. Not only does it have very detailed scheduling on the KLS side but Partition Manager can do so many operations I would need another report on just it. This combination is the perfect duo for backups and disaster recovery.KLS should be set up to back up data bases and Partition Manager set up to do OS back ups.

	Endpoint Security
Rating: 4
	This combination is the bare minimum that the facility should have but it does have a very appealing price, free. I have been using AVG for years and it does a really decent job of protecting against viruses. As far as Microsoft Firewall goes it also does a decent job of blocking programs that should not be running. This combination is good for saving money and protecting your client’s information. The worst thing that can happen is that a system does get infected and you get an AVG pop, then you just restore the OS image and you’re good once again.

	User State Mgt
Rating: 4
	Through this software one can edit contact information, change passwords, view groups & members of that group, search for other accounts/contacts, and search for groups, create new accounts/contacts, edit many account/contact attributes, change or unlock passwords. This product is honestly in my opinion better then active directory.

	HelpDesk
Rating: 4
	This software has a decent help desk. It has the ability to look up contact information and since it has a build in user state Management you can fix the problem quickly while you are on the phone with the client.

	Usability
Rating: 3
	Since there are multiple software’s running together there is a steep learning curve. You need to have plenty of time to fully learn the programs and later explain how to use it to the ends users.

	Reliability
Rating: 4
	This is really reliable since you are not fully dependent on just one software. If like stated in his intro one software stops working not all functions are lost. The fact that you lose you backup doesn't mean you lose your remote log in ability, thus you can log in and fix the back up.

	Performance
Rating: 3
	This software compilation performs well but does have the drawback that CPU usage can interfere with each of the programs performance. If you are running a back up and AVG kicks in then your back up might take a lot longer.

	Supportability
Rating: 2
	The supportability of this compilation is a bit hectic. If multiple software’s have a problem you are stuck calling multiple support number and turning a 1 hour phone call into multiple hour phone calls.


Rating Results Explanation/Discussion: 


Individual Solution Comparison Rating System Table

	
	Numara
	Nagios
	LANDesk
	 N-Central
	Open Source

	Remote Control
	4
	3
	5
	3
	3

	Audit & Asset Management
	4
	4
	4
	3
	4

	Monitoring
	3
	4
	3
	4
	4

	Patch Management
	4
	2
	4
	3
	3

	Backup & Disaster Recovery
	3
	3
	1
	3
	5

	Endpoint Security
	3
	3
	5
	4
	4

	User State Management
	3
	2
	2
	3
	4

	HelpDesk
	5
	3
	4
	3
	4

	Usability
	3
	3
	3
	3
	3

	Reliability
	3
	3
	3
	3
	4

	Performance
	3
	3
	3
	4
	3

	Supportability
	4
	1
	3
	3
	2

	Availability
	2
	5
	3
	3
	4

	Price
	1
	5
	1
	2
	4

	Total
	45
	44
	44
	44
	51
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