2.6 Kaseya

· The IT automation solution- The IT Automation solution chosen by our group is Kaseya.

· A brief background of the company’s history- Kaseya was developed through the influx of knowledge, of a few individuals that came together to provide a top tier MSP tool, that would decrease customer problems associated with employing, supervising and protecting the network. It was believed that to perform this arduous task, understanding customers’ issues in the workplace would be ideal. Kaseya’s “vision is to create a solution that supports the management resources in place at an organization - whether those resources are internal, external, or both - to work through these complex business issues [1].”  Kaseya knows that because of the global economy clamoring for the best and least costly IT Automation tools, cost efficiency is of high priority. “Kaseya is using the combined experience of its founders and the practical experience of our partners to deliver a market leading solution that will help fuel the growth of companies in any industry [2].”

· Kaseya can be purchased in two designs:

Professional Edition
This edition grants not only automated systems management, but remote as well. 
Managed Services Edition
This setup comes with comprehensive functionality and flexible licensing designed for the managed service provider [3].

· Company highlights- Kaseya is a company with numerous distinctions such as: 

Winning the Editors' Choice 2007 Award [4].

Kaseya Named 2007 XChange XCellence Award Winner for "Best Software" at CMP Technology's 2007 XChange Latin America Event [5].

Network Policy Enforcement

This feature provides for a more simplistic, and swift technique to employ and impose access policies throughout their computing communications. Simple policy management and enforcement for files can be attained by way of the Kaseya Integrated IT Software Suite. Service providers and IT administrators are given an easier way of managing the organizations access policies. Network Policy Enforcement has four features: Apply and Enforce Policies Easily, File Access Policies, Network Access Policies and User notification option. 

Maximum Security

Security is essential in the simplest to most tenuous computer related tasks. From file transfer, to monitoring all incoming and outgoing e-mail, to reduce security threats such as viruses, malware, to simply surfing the web, we must use the best and most practical methods of protecting our vital information on our computer systems. Kaseya offers six facets of providing protection for its MSP customers: 

Kaseya Agent- The agents that are installed on each computer start communication with the server and don’t accept an inbound connection which in turn denies any attack on the agent from the network. 

Firewalls- With input ports being nonexistent on client machines, the agent is at full liberty to perform its functions without the risk of an inbound port probe resulting in a security breach.

Encryption- Kaseya encrypts all communication between the agent and server with 256-bit RC4 by way of a key whenever the server tasks the agent. By doing this, the attacker has no data to take advantage of. 

Secure Access- Access to the Kaseya Web interface can only be granted after a secure login process. Passwords are not saved in the database but rather remembered by the administrator at every login. A password and random challenge is issued to determine whether or not to grant admission to the Web interface. 

Web Access- Kaseya Patch Management is what protects the Web site. Security patches are scanned and applied automatically by the Kaseya Patch when needed. The fact that the Web pages are managed as an SSL web site provide for the utmost protection against malicious agents.     

Kaseya Endpoint Security- This is an essential security element. Corporate agents and IT professionals alike can take comfort in the fact that they are protected against malevolent agents that may contain viruses and other security threats due to the blend of reactive antivirus and spyware detection that would assist in discovery and execution of the malicious material.  

Flexible Web Based Administration

The Kaseya Integrated IT Software suite is equipped with an extremely user friendly configuration that allows even the most non IT literate user, to navigate its environment. Kaseya provides trouble-free and flexible system governance and customization. In order to better assist in usability, the Kaseya Integrated IT Software suite offers the following features: Easy Customization, Administrator Accounts and Groups, Configure and Deploy Agents and Server Administration and Configuration.

Backup and Disaster Recovery

In the world of business, it is absolutely crucial to maintain up to date copies of vital information that guide a business’s activities in the event that the originals become damaged or destroyed. Kaseya’s Backup infrastructure makes way for, Fully Automated Real-Time Backup, Complete Disk Imaging, and Fully Automated Offsite Replication, which is entirely automated and thus eliminates the need for man power due to flexible configuration and control. No Backup is needed unless one can recover the files that were copied. Kaseya is readily equipped with an extensive, reliable, and inexpensive workstation and server fortification. With Kaseya’s Recovery setup, quick and simple recovery is the norm. Kaseya’s method of performing BU/DR is completely unique to that of other MSP vendors in that it makes a portrait of the state of the system and constant availability of applications due to no downtime loss.   

User State Management

“The integrated Kaseya User State Management (KUSM) add-on module provides an automated desktop migration solution and enables the definition and deployment of group profiles [6].” Kaseya maintains energy conservation by incorporating KUSM and Intel® vPro™ Technology to assist in the “Green initiative”. During system maintenance, workers can initiate modifications and machine traits. 

Policy Management- Corporate policies and profiles are planned and installed to fit the requirements of the organization. This includes features such as: Power Settings, Drive Mappings, and Printer Mappings.

Desktop Standard Management- Desktop Standard settings such as wallpapers and screensavers alike, should be defined and supervised across a group of organizations or group of machines specific to individual organizations.   
User Settings- This feature allows the user to modify system settings to his/her specifications in a fast and efficient manner which can lead to precise satisfaction in the work environment that can make way for increased production. Three functions are configured in this feature: Backup, Restore, and Migrate.  

Network Monitoring

“Kaseya offers Network Management software for Administrators to enforce policies throughout an organization and to understand the environments they are working in [7].” Kaseya is very user friendly and easy to use. The monitoring software alerts an administrator if configured to do so. It alerts when a user alters their configuration, disk space reach certain levels, potential security threats, and when servers go down. Automated LAN discovery provides quick information to unknown devices, and when new devices are detected. Network monitoring also provides the ability to define alerts, exporting to HTML, Word, or Excel, and e-mail notifications. 

Kaseya has two types of monitoring:

Agent Based Monitoring

· Alerts

· Monitor Sets

· Log Monitoring

Agent-less Monitoring

· External Monitoring Systems Checks

· Simple Network Management Protocol (SNMP) Monitoring

Help Desk and Trouble Ticketing

Kaseya offers a ticketing system that allows IT Administrators resolve problems and potential problems fast. IT support can interact in real time to diagnose issues and support them without a physical visit to a particular machine. 

Software Deployment

Kaseya’s Software Deployment software features a Wizard for application deployment making it a simple process. Scripting has a “fill in the blank” approach to simplify complex application deployment and automate system functions. This approach makes scripting very easy to understand. The Kaseya Custom Software Packager creates a snap shot of the system both before and after program installation, then creates an installation package that is automatically deployed. 

Integrated Reports

Kaseya provides a complete Integrated Management Reports service with total customizable reports with detailed lists, tables, and graphic style reports. This provides quick access to network details for administrators. An administrator can report for specific computers, groups, or all computers and also automatically email any recipient with the information. “Integrated Reports provides IT Administrators and service providers the information they need to effectively manage the network infrastructure [8].”

Patch Management 

Kaseya provides a fast and reliable method for automating patch management that keeps computers and servers up-to-date with the latest and reliable patches.  Kaseya Patch Management system provides an automatic check on all missing patches and updates.   As an administrator you will have the ability to initiate patch scans on various computers and servers.  Patches are stored on the Kaseya Server where you can view all history and reported patches.   Before scheduling a patch scan on those computers and servers, one of the most important aspect that you should consider before running a patch on a computer is to first create a virtual machine with a operating system installed whether it is Windows XP, Vista, or Server 2000 or 2003 to test all or majority of the patches that you may want to deploy.  Make sure that if you create different virtual machines with different OS on them make sure that those patches belong to the Operating System.  Testing Patches before you deploy them is important because it helps to determine whether or not those patches will work for those machines. Therefore, reducing time; rolling back patches that do not work.
· Initiating Patch Management through Kaseya
· Schedule Patch Scans

· Patch Status 

· Testing of Patches 

· Create Patch Polices for Added machines

· Configuring Machines for Patch Management

· File Source

· Setting Credentials

We approve patches and updates base on their functionality on whether those patches will work or will not work.  We can also use a filter query for patches and updates that you may want.  For example querying allows you to locate certain patches that are recommended.  For example I may want patches just for XP machines.  

With Kaseya Patch Management System we can ensure that all machines are up to date including remote computers.   Patch Configuration provides flexible configurations for patch locations, Reboot actions and notifications, some notifications take the actions of receiving alarms, tickets, and email. Patch configuration provides better security over groups or individual computers over a network.

Computer Inventory

Kaseya provides accurate audits and discoveries of all machines connected to the network.  A complete report can be generated to deliver Inventory Changes, Computer Hardware and Software Inventory, and Customized Detail Inventory reports.  Flexible scheduling of audits provides easy access and control to comprehensive Inventory Data View report.  All ready inventory lists of networked devices, such as workstations, printers and mobile devices are instantly ready to be viewed by the administrator.  Reports further more can be exported into HTML, or Microsoft Word and Excel programs. 

Overview of Computer Inventory 

Network Settings can be viewed such LANs, WANs, and Gateway IP Addresses, DNS, WINS, DHCP, and MAC Addresses. 

Installed Hardware can be viewed such as CPU, PCI cards, memory, hard drives, and other drives.

Installed Software and OS Software can be viewed Licenses, Version numbers, path, description, and service packs.

System Information can be view as well such as PC Make, Model, Serial Number, and Mother-Board Type.

Inventory Audit Reports

“Kaseya Computer Audit and Discovery provides automatic audits of your servers, workstations and remote computers [9].”

Schedule inventory report list can be generated to the administrator to view.

Email Notifications can be sent to notify you whether change of inventory has been made to one of the machines on the network, or just an automatic up to date inventory list scheduled for data viewing has been confirmed and completed.

Cross Platform Support

Kaseya has no need to open any ports on local machines, because this allows the agent to do its job in any network configurations. The Kaseya agent operates on both Windows and Mac OS systems. The Kaseya protects against Man in the Middle attacks between the agent and the server for communication encryption is enabled. With the support of Mac OS X, UNIX will be an upcoming release for Kaseya. The agent is responsible for serving all communications and providing status back to the Agent.

Kaseya cross platform provides automation support for:

· Hardware and Software audits

· Scripts

· Remote Control 

· FTP

· Password Reset

· Task Manager

Remote Desktop Management

Kaseya Remote Desktop Control provides the tools need to securely access any computers on the network.  Administrators have the full potential for managing computers on the network including password resets, notifications, and full control over any client machines. With Remote Control you have the capability of working on computers without leaving your station to do so. Each user has the capabilities to block any necessary access their local machines on the network. Kaseya also has maximum security when accessing computers because communications are encrypted. All Chat sessions with clients are also secured.

Kaseya simplifies the deployment of Remote Control sessions to client computers on the network whether they are roaming computers. You can gain access to any computer as long as you have the permissions to do so with your IT infrastructure.

Key aspects with the Kaseya Remote Desktop Management [10]:

· Firewall and Network Address Translation Friendly

· Access to Anywhere

· Configurable client is easy to administer

· Secure sharing of FTP sessions across the network

· Secure Online Chat Sessions

· Video Streaming for Remote Training for Remote sessions

· Encrypted communications 

· Quick Installments of the Remote Deployment
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