2.2 Nagios (Jose Roman)
Overview: 

Nagios is a system and network monitoring solution. It watches hosts and services that you specify, and then lets you know when things get bad or when they return to a properly functioning state. Nagios was originally designed to run under Linux, but it said to be able to run on other unices (Linux/Unix like operating systems). It can monitor Windows, Linux/Unix, Routers, Switches, Firewalls, Printers, Services, and Applications. The operating systems are monitored by having a custom made agent installed on the machines depending what operating system they are running. Some of the key features included in Nagios are its ability to monitor network services, and host resources. Its simple plug-in design allows users to easily develop their own service checks. It can do parallelized service checks (run service checks simultaneously). In addition, it can define a networks host hierarchy using “parent” host, which allows detection of and distinction between hosts that are down and those that are unreachable. When a service or host problem occurs and gets resolved it can use contact notifications to let the administrator know the status of the issue via email, pager, or a user-defined method.
Background:
It was originally created under the name NetSaint (later the name was changed to Nagios because of a trademark issue), and was written and is maintained by Ethan Galstad (founder and lead developer of Nagios Enterprises) along with a group of other developers. The word Nagios is a portmanteau of two words, network and hagios (which can also be spelled as agios) which means saint in Greek. It has also been used as a recursive acronym (N.A.G.I.O.S.) which stands for “Nagios Ain’t Gonna Insist on Sainthood”, sainthood being a reference to its original name NetSaint.  

Since 2005 Nagios has been receiving awards. The awards include:

· Project of the Month" on SourceForge.net in June, 2005

· Rated by eWeek Labs as one of several enterprise-class "Must Have Tools"

· Finalist in the "Best Tool or Utility for SysAdmins" category of the 2007 SourceForge.net Community Choice Awards

· Won the LinuxQuestions.org 2007 "Monitoring Application of the Year" award

· Rated by LinuxWorld.com as one of the "Top 5 Open Source Security Tools in the Enterprise"

· Rated by eWeek as one of "The Most Important Open-Source Apps of All Time"

· Honored as being one of InfoWorld’s Best of Open Source Software ("BOSSIE") 2008 Award winners

· Won the LinuxQuestions.org 2008 "Monitoring Application of the Year" award two years in a row.

Functional Coverage: 

Nagios can monitor Windows, Linux/Unix, Routers, Switches, Firewalls, Printers, Services, and Applications. The operating systems are monitored by having a custom made agent installed on the machines depending what operating system they are running. Nagios can also monitor a variety of services. It can monitor network services such as SMTP, POP3, HTTP, NNTP, and Ping just to name a few. What services are monitored all depend on the administrators needs. There are many plug-ins supported and developed by the Nagios community that help expand Nagios’s monitoring capabilities. For example, if you need to monitor the status of an antivirus program running in windows, there is plug-in for that called “check_antivirus” that will determine whether or not windows security center says that the antivirus software is up to date and active on each windows workstation.
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As mentioned before it was designed to run on Linux, so the only requirements needed for Nagios are a Linux/Unix based machine that has a C compiler and TCP/IP configured. It is not required to use the CGIs(Common Gateway Interface) that come with Nagios, but if you do decide to you use them you will have to install a web server (Apache is recommended), and Thomas Boutell’s gd library version 1.6.3 or higher, which is required by status map and trends CGIs).
The image below shows some of the services Nagios was monitoring on my network. Local host refers to the workstation that is hosting Nagios (where I have it installed) and the host named Ashley is my sister’s workstation that is being monitored. Ashley is running on windows, and as you can see I am monitoring the C: drive for space, how much the CPU is being used, if Explorer is running, the memory usage, what version on the agent I’m using, and the Uptime of her system. Furthermore, if you look at local host, you can see that there is a red cell in the status column with the word critical written in inside of it. This means that there is something wrong with that service. The reason why it’s red is because I don’t have SSH enabled on Ubuntu. [image: image1.png]b
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Figure 1 - Nagios Service Details.
As far as what can’t be monitored, it’s a very vague question. The reason why it’s so vague is because there are a lot of possibilities as to what can be monitored. There are vast amounts of plug-in that monitor different services. And if something doesn’t exist it can be easily (depending on how experienced an administrator is with C, shell, perl, and python) be created to customize what needs to be monitored. The website http://nagiosplug.sourceforge.net/developer-guidelines.html hosts the Nagios plug-in development guidelines.
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Figure 2 - Nagios monitoring on Windows workstation.

Monitoring private services requires the installation of agents on workstations. The type of agent you use depends on what type of operating system you are monitoring. Take windows for example, Nagios uses a plug-in called check_nt that communicates with the NSClient++ agent installed on the windows machine. Configuration of the agent isn’t too difficult, but you must also configure firewall settings on the windows workstation in order to make sure it communicates properly with the workstation hosting Nagios.
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Figure 3 - Nagios monitoring Linux/Unix workstation.
Linux/Unix workstations use an agent called NRPE, this is a bit more time consuming to install because you have to download, and configure the NRPE in a Linux/Unix environment which might be challenging to someone without experience in that OS. For Netware servers MRTGEXT.NLM is the agent that is used to collect data and pass it along to Nagios. The data collected can then be read and interpreted by nwstat or with the MRTG plug-in in Nagios.
Grouping Managed Devices:

As far as grouping is concerned, Nagios can be configured to separate the devices being monitored into groups. This can be done in the main configuration file. The picture below illustrates just that. Nagios separated my sister’s computer which was a windows machine into a separate table from my Linux machine running ubuntu. It created a Linux servers group and a Windows servers group.
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2.2.1 Remote Control 
Nagios does not come with remote control software. This might be viewed as a handicap right off the bat, but let’s keep in mind that Nagios is running on a Linux/ Unix style system, and most if not all distributions come equipped with Rdesktop. Rdesktop, according to www.rdesktop.org, is an open source client for Windows Terminal Services that is capable of natively speaking Remote Desktop Protocol (RDP) in order to display the windows user’s desktop. The supported servers include Windows 2000 server, Windows Server 2003, Windows Server 2008, Windows XP, Windows Vista, and Windows NT Server 4.0. Not to mention that it also allows access to Linux/Unix machines also running the service.
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Figure 4 - Rdesktop being used on Linux workstation (Picture from website[1], see references).

2.2.2 Auditing & Asset management
Nagios does not come with Auditing and Asset Management built-in capabilities. But from the information I gathered online, Nessus can be used as a possible alternative to gathering system auditing data. According to Nessus‘s website, it does not use agents to relay data back to the server. Instead it scans the workstations and can retrieve missing security patches and vulnerable system settings, compliant and non-compliant configuration settings, and can perform a sophiscated remote scan that audits Unix, Windows, and network infrastructures identifying in them operating systems, applications, databases, and services running on the assets.

2.2.3 Monitoring
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Figure 5 - Nagios web interface.

Nagios monitoring is accomplished via plug-ins and agents. The type of agents installed on the workstations depends on what operating system they are using. Once the agents are installed Nagios can perform the various systems checks. Nagios uses a plug-in called check_nt that communicates with the NSClient++ agent installed on the windows workstation. Configuration of the agent isn’t too difficult, but you must also configure firewall settings on the windows machine in order to make sure it communicates properly with Nagios.

According to the pdf on Nagios installation that I read, Linux/Unix workstations use agent called NRPE that is used to facilitate monitoring of the workstation. This is a bit more time consuming to install because you have to download, and configure the NRPE in a Linux/Unix environment which might be challenging to someone without experience in that OS. For Netware servers MRTGEXT.NLM is the agent that is used to collect data and pass it along to Nagios. The data collected can then be read and interpreted by nwstat or with the MRTG plug-in in Nagios.

There are all kinds of services that can be monitored, on a windows machine, for example, Nagios can monitor the C: drive for space usage, how much the CPU is being used, if Explorer is running, the memory usage, and what version of the agent it is running. In addition to that there are plug-ins that can be downloaded to monitor other services such as SMTP, POP3, HTTP, NNTP, PING and many other network services. 
Documentation also states that routers, printers, firewalls, switches, and applications can be monitored as well. So the possibilities on what can be monitored are endless. It all depends on whether or not a plug-in exists that can monitor what you need it to monitor, and if it doesn’t then the administrator can develop it.

Nagios uses a web interface to display monitoring results. The Tactical Overview link shows you network outages, hosts (which are up, down, unreachable, pending), Services (critical, warning, unknown, ok, and pending), and below that you have the Monitor features. (See image below.)
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Other links include Service Detail, which shows you a table of the services that are being monitored on each workstation, their status, when they were last checked, the duration, the attempts, and the status information.  (See image below.)
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When you click on the host detail link it lets you know which workstations are up, when they were last checked, the duration, and more status information.  (See image below.)
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Under the host group overview link, it separates the workstations by operating systems. (See image below.)
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And then the status map link shows you a graphical representation of the network with the systems either up or down. (See image below.)
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2.2.4 Patch Management
Although Nagios does not come with built in support for patch management, an administrator can configure Nagios to use the NSClient++ plug-in to check for windows updates. A sample of what the configuration might look like to accomplish such a task is below:

define command{

        command_name    check_nt_windows_update

        command_line    $USER1$/negate $USER1$/check_nt -H $HOSTADDRESS$

-v PROCSTATE -d SHOWALL -l wuauclt.exe

Similar plug-ins exist for Linux workstations such as check_apt, that will check for software updates on Linux systems that use apt-get command found in Debian Linux. So monitoring patch management is a possibility if the correct plug-in can be developed, but to actually apply patches the administrator would need to seek a different solution.
2.2.5 Backup & Disaster Recovery 
Nagios does not come with backup or disaster recovery built in, but you can use an open source backup solution known as Bacula. From the information I read online, Bacula is a solution that allows a system administrator to manage backup, recovery, and verifaction of computer data across the network. It supports Linux, Solaris, FreeBSD, Windows, MacOS X, AIX and many others. The data can be backed-up on various types of media, including tape and disk. It is client/server based and since it’s modular it can be used on a single computer system or on hundreds of networked computers. Nagios can also communicate with the bacula via the check_bacula plug-in.

2.2.6 Endpoint Security
Nessus can once again be used to supplement Nagios with endpoint security.  According to the information displayed on Nessus’s website it can perform sophisticated remote scans and audits of UNIX and Windows workstations. It can then be used to discover network devices and identify the operating system, applications, databases, and services running on those workstations. Any workstations running P2P, spyware, or malware (worms, Trojans) will be detected and identified. Nessus is capable of scanning all ports on every device and issue what recommended actions to take. In addition to Nessus, Kaspersky can also be used to protect the workstations from viruses and other malware.

2.2.7 User State Management 
Nagios does not perform any form of user state management. To compensate for that, I did a bit of research online and found that third party applications such as smbldap-tools, Samba, and OpenLDAP combined can offer central authentication such as a Domain Controller would, and file and print sharing for windows and Linux/Unix workstations. More thorough information on how this can be accomplished can be found in the following link: http://download.gna.org/smbldap-tools/docs/samba-ldap-howto/#htoc12.

2.2.8 Help Desk 
Nagios does not come with a help desk solution. But other software such as Eventum can be used to support with help desk. According to Eventum’s wiki, it is a web based application and issue tracking system that can be used to track technical support requests and can prioritize and organize the issues.

