2.3 Open Source (Fernando Valladares)
Overview:

During hard these hard economic times alternatives need to be found that can fulfill a growing businesses automation needs. Below is a compilation of open source, free ware, and low budget software that can full fill these needs. Open source has been around since the late 1950's with the IBM OS and has led to great accomplishments such as the Internet. Though not all software that will be discussed is free I have made sure to only include software that can be purchased with a one time fee & mostly unlimited in licensing.

2.1 LogMeIn Free (Fernando Valladares)

LogMeIn was developed in Budapest as the Remotely Anywhere product by 3am Labs BT and in 2006 changed its name to LogMeIn Inc. They currently service over 60 million computers & still remain free-ware.

2.1.1 Functional Coverage

[image: image1.wmf]
This Product works by installing a client on the end users computer. They will then have and icon on the bottom of their screen with the option to enable or disable remote access to their machine (Figure 1.1). This enable option can be locked by adding a password.

                                              Figure 1.1 - showing the disable function of LogMeIn
LogMeIn Free Supports Windows & Mac end stations, as well as PDA devices to actually do the remote control. This version software lack the ability to map drivers, transfer files, or share files but does have another free product that gives you these abilities.
2.1.1.1 Remote Control

In order to remote into the clients you must first log into LogMeIn.com using your registered account. From there you will be given a list of clients that are online, offline, and in session (Figure 1.2). 
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This can be done through any browser and no manipulation of the router or firewall needs to be made. The reason for this is that the client sends out the signal on port 80 which is typically never blocked going outwards. Another advantage of this software is that multiple people can be logged into a single sessions. As far as security the connection is made through secure 128/256 encryption and you can make as many accounts as you please. This ability to make multiple accounts is important because if one gets compromised the others are safe as long as you use different passwords.

2.2 LogMeIn Himachi

This product was released in 2006 by LogMeIn, Inc. and is free-ware for up to 16 licenses per network. This is not a big draw back for you really only need to have 1 computer per site in with this software in order for this product to be minimally effective.

2.2.1 Functional Coverage

Works by installing the client on the machines you want connected to each other and is compatible with Windows 2000 through Vista, Mac OS-X, & Linux 2.4.

2.2.1.1 Remote Control

 [image: image3.wmf]
This product allows a VPN connection between computers and not having to configure the router or firewall. Simply install the software, which will add a nic card called Himachi (Figure 2.1), and join the specified network which the admin has password protected, and later most accept you request (Figure 2.2).
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Figure 2.1 (Above) – View of Himachi NIC next to a regular NIC


Once in the network you must still know the User/Password of the computer to be able to access the files. This product allows drive mapping, sharing & file transfers between computers which makes up for what LogMeIn Free lacks.


2.3 Belarc Advisor

The manufacturer is Belarc whose current president is Gary Newman & Chairman is Sumin Tchen. This product is used on over 20 million PC's worldwide & still remains completely free.

2.3.1 Functional Coverage

This product displays a one time system Audit and is supported on Windows 95 to Vista. This products only flaw is that it lacks an ongoing Audit, but it is perfect for a hard copy of an Audit when a system if first put in place or if it is to be run once a month just to verify any updates it may lack. One can schedule the .exe to run the morning after service pack Tuesday.


2.3.1.2 Auditing & Asset Management
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This product works by running a scan on your computer then submitting the information to your browser (Figure 3.1). This is valuable because you can save this scan as a hard copy in case you need some sort of Audit proof later on.
                                                       Figure 3.1 – view of Belarc after a scan on Mozilla Firefox

Belarc Advisor displays the OS, Service patches installed & missing, Make & model of the mother board, Memory, CPU, Hard-Drives, Licenses,  & Software. At the top of the page one sees the system security status; Bench mark score, Anti Virus, & Missing patches. Below (Figure 3.2) is a close up of Figure 3.1 where one can see that Belarc is informing the user it is still missing 2 windows updates.
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Figure 3.2 – Close up of the top right hand corner of the scan
Below this (Figure 3.3) one can find the system information such as the computer name, the date the scan was taken, the version of Belarc, and the user that made the scan. 
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               Figure 3.1 – Audit displaying some of the Hardware


2.4 Advance Network Host Monitoring

The manufacturer is KS-soft and this product is used in over 82 countries, 173banks and 138 universities. Its cost is $300 yearly or you can pay a one time fee of $2,400 which can be used and updated unlimitedly.
2.4.1 Functional Coverage

This software works by installing the client, called the RMA, on the machines you want connected to each other. It supports Windows 2000 and up, Mac OS-X, & Linux 2.4 and is monitored locally on the computer of your choice.

2.4.1.2 Auditing & Asset Management

 As you will see below in section 2.4.1.3 this software can actively monitor certain hardware components maintaining an up to date Audit on your systems hardware. For example if you run a daily scan on memory if is missing memory you will get notified via email with a custom message you can make. Figure 4.1 demonstrates the main interface window where one can see current hardware audits.
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Figure 4.1 – Line 4 shows the boot drive which you could consider an Audit
2.4.1.3 Monitoring
 This product offers 60 tests, 30 alerts, & logging. Some examples of what it can monitor are drive space, memory usage, CPU usage, services, processes, & log files. It also has a built in multi scheduling that you can define and apply to any method being monitored. This is perfect if any sort of maintenance is being performed, for example if you have a method that states that if CPU runs at 80%+ for more then 2minutes send and email. If you are running a Virus scan this can cause your CPU to function high, this would be a perfect example of the multi schedule so that you can turn off monitoring for the CPU during a daily scan (Figure 4.2).
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Figure 4.2 – This is the schedule window, green means monitor and red means don't monitor during that specific time frame

2.5 Windows Automatic Updates

Microsoft update was first introduced in windows 98, 13 years after the first version of Windows was released. Windows update can update Patches, Service packs, Drivers and any other Microsoft related software. In 2000 windows introduced Automatic Updates which scheduled updates to be looked for once a day and installed if need be.

2.5.1 Functional Coverage

This software comes on Windows 98 and higher and can pretty much take care of itself. As long as the user schedules automatic updates and makes sure that the PC is not shut off during the time it is suppose to do its updates there should be no problem (Figure 5.1).
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 Figure 5.1 – typical setup for automatic updates

2.5.1.4 Patch Management
Using automatic updates everything Windows related is patched when new releases come out. Window Automatic Updates how ever does not patch software updates from other vendors so that is something that must be patched manually.

2.6 KLS Back-Up 2008

KLS Soft is a software company founded in 2004. They support only windows products and currently offer KLS Mail Back-Up which is actually not a mail server back up but a profile back that be made from outlook, windows profiles, Mozilla profiles, and internet explorer profiles.

2.6.1 Functional Coverage

KLS Back-Up is installed locally on a user machine where it is configured to run on a specific schedule according to your needs. It is compatible with Windows 200 through windows Windows Vista 32/64 bit. The only feature this software does not have is the ability to do a snapshot of the system. It costs $60 for unlimited licenses.
2.6.1.5 Backup & Disaster Recovery
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Some this products key features are: Folder synchronization, Registry Back Up, back up to FTP, & back up plug ins. With its multi scheduling capability you can back up locally on certain days and over a network on the weekends. It also has the capability to do incremental or differential copies and specify the maximum amount of copies to store. This software runs with low CPU usage which is perfect if other programs are running such as a late virus scan. Back ups can also be zipped & password encrypted by KLS upon completion to further increase security. Figure 6.1 – Screen shot of KLS interface where you add files and folders to be backed up.
2.7 Paragon Partion Manager

Paragon Software Group was founded in 1994 in USA, Germany, Japan and Russia. They are partners with Dell, Toshiba, Nec, Siemens, Phoenix, Microsoft, Motorola, and Nokia.

2.7.1 Functional Coverage
This product must be installed on a Windows machine, how ever it can back up any time of drive. It does this by copying every single sector from one drive tot he other. This product has a one time fee of $130 for unlimited licenses.
2.6.1.5 Backup & Disaster Recovery

Like stated above this product can make clone copies of drives by copying sector by sector. This product can also make snap shots of drives, resize, defragment, do a secure whisp (writing zeros on the drive), and much more.
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·                                           Figure 6.1 – This is an example of how you would see drive information

This is an advantageous product if you wish to partition drives and store a snap shot of itself on that 2nd partition. If the drive ever goes down you can simply boot into safe mode and restore from the image to the boot partition.
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Figure 6.2 – This is the interface where you can restore from one partition to the other


2.8 Microsoft Firewall

Was released with Windows XP & Server 2003 and has been included in all windows new releases since then.

2.8.1 Functional Coverage

The rules in Windows Firewall are not complicated but they do the job for a very reasonable price, free. This product does lack more complicated rules but it really does do the job.

2.8.1.6 End point Security

There is not much to say about this product except that it a software based firewall that allows program and port blocking. It also allows the user to view the logs.
2.9 AVG Free Edition & File Server Edition

Founded in 1991 and have offices in the US and UK. They currently have more than 80 million active users around the world and support multiple OS systems.

2.9.1 Functional Coverage

The free version of AVG can only be installed on end stations, thus a second copy needs to be installed for the servers. 10 copies of the server edition cost you $100 a year.

2.9.1.6 End point Security

This software is used with real time security a long with scheduling of what folders and drives you would like scanned. The built in schedule allows you to customize the scan priority, path (Figure 9.2), along with the days and times you would like the scan to take place. This is extremely convenient because it will not hinder your work flow.
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2.10 Corendal Directory

This project was originally started in 2005 and is open source; with version 3.0 released November 29th 2008.
2.10.1 Functional Coverage

It is written in Java and can be used on MySQL and Oracle database environment on a Unix, Linux, or Server 2003 machine. This is perfect if you are using both Linux and Windows systems because you would not need to learn another product, where as if you used Active Directory you would need to learn yet another program if you decided to move to Linux Server.

2.10.1.7 User State Management

Corendal Directory, unlike Active Directory, allows you to view the users including pictures of them (Figure 10.1). 
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              Figure 9.1 – View of a user account along with contact info and pic

This is extremely helpful if there are 2 people in the network with the same first and last name because what Admin is going to memorize someone’s employer ID? Through this software one can edit contact information, change passwords, view groups & members of that group, search for other accounts/contacts, and search for groups, create new accounts/contacts, edit many account/contact attributes, change or unlock passwords.


2.10.1.8 Help Desk

This product handles not only the Use State Management but also Help Desk (Figure 10.2). It has the ability to search for contacts within your business and add notes. There is nothing more convenient then contacting a user who has been locked out and already being able to unlock their account with one click.
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Figure 10.2 – Search screen for user information

LogMeIn Free & LogMeIn Himachi™ Acknowledgement

I would like to thank LogMeIn for the free version of their remote control and himachi
https://secure.logmein.com/products/free/
https://secure.logmein.com/products/hamachi/vpn.asp


Disclaimer

All the information and material obtained for this document is through the software manufacturers website. The free version used is available off LogMeIn website. All screen-shots posted in this document are obtained after the testing phase.  The free version was tested on Ubuntu Linux, Windows 2000 Professional & Server, and Windows  XP ™.

Belarc™ Acknowledgement

I would like to thank Belarc for their free-ware Belarc Advisor
http://www.belarc.com/free_download.html


Disclaimer

All the information and material obtained for this document is through the software manufacturers website. The free-ware used is available off the Belarc website. All screenshots posted in this document are obtained after the testing phase. The free version was tested on Windows 2000 Professional & Server, Windows  XP, and Windows Vista Home™.

KS-Soft Advanced Host Monitor™ Acknowledgement

I would like to thank KS-Soft for the free trial version of their host monitoring
http://www.ks-soft.net/hostmon.eng/


Disclaimer

All the information and material obtained for this document is through the software manufacturers website. The free trial version used is available off LogMeIn website. All screen-shots posted in this document are obtained after the testing phase.  Due to limited recourses at my disposal all the aspects as mentioned in this document have not been tested. The free version was tested on Windows 2000 Professional & Server, and Windows  XP ™.

Microsoft ™ Automatic Updates & Firewall Acknowledgement

I would like to thank Microsoft for their free-ware of Windows patch management.
http://support.microsoft.com/kb/306525
http://update.microsoft.com/

 HYPERLINK "http://update.microsoft.com/"

http://

 HYPERLINK "http://update.microsoft.com/"
support.microsoft.com/kb/875357

Disclaimer

All the information and material obtained for this document is through the software manufacturers website. The free-ware used is available off the Microsoft website. All screen-shots posted in this document are obtained after the testing phase.  Automatic updates were tested on Windows 2000 Professional & Server, and Windows 2003 Server &  XP ™. Microsoft Firewall was tested on Windows 2003 Server & XP Professional ™.

KLS Backup 2008™ Acknowledgement

I would like to thank KLS for the free trial version of their Backup software.
http://www.kls-soft.com/klsbackup/


Disclaimer

All the information and material obtained for this document is through the software manufacturers website. The free trial version used is available off the KLS  website. All screen-shots posted in this document are obtained after the testing phase.  Due to limited recourses at my disposal all the aspects as mentioned in this document have not been tested. The free trial version was tested on Windows 2000 Professional & Server, and Windows  XP ™.

Paragon Partition Manager™ Acknowledgement

I would like to thank Paragon for the free trial version of the partition backup software.
http://www.paragon-software.com/downloads/demo.html
http://www.paragon-software.com/downloads/manual.html


Disclaimer

All the information and material obtained for this document is through the software manufacturers website. The free trial version used is available off Paragon website. All screen-shots posted in this document are obtained after the testing phase.  Due to limited recourses at my disposal all the aspects as mentioned in this document have not been tested. The free trial version was tested on Windows  XP ™.

Corendal Directory Acknowledgement

I would like to thank the open source community for this open source project
http://sourceforge.net/projects/corendaldiry/.
http://java.dzone.com/announcements/corendal-directory-open-source

Disclaimer
All the information and material obtained for this document is through the Javalobby website. The open source software used is available off Sourceforge website. All screen-shots posted in this document are obtained from Javalobby.  Due to limited recourses & complexity of this software all the aspects as mentioned in this document have not been tested. The  open source software was tested on Windows  XP ™.

