2.3 Dell Remote Monitoring Platform by SilverBack Technologies 

 Overview: The Dell Remote Monitoring platform (DRMP) provides IT automation functionally for most of the industry thrive to achieve. It is one of the most cost effective automation solutions in the market. This software provides monitoring for a vast number of devices such as desktops, routers, switches and servers. This monitoring provides filters for many individual events and different device brands such as Cisco, Avaya VoIP systems and Windows and UNIX servers. The DRMP provides up to date alerting system that has the ability to alert by the absence of an event or events by time of day. Reporting is another key feature of the DRMP software; it provides Performance reports, which includes network and server utilization, vulnerability and patch summaries. Security reports are provided, which includes data such as, account use and failed login, patch firewall event and vulnerability. It can also generate Monthly service reports that cover the daily data on a monthly basis and give a narrative of what the data is. All these reports can be scheduled automatically and emailed to clients. 
DRMP is not like the conventional automation software that installed agents on every monitored machine or device, DRMP is 100% agent less. SilverBack software access all devices and applications using patented remote technology rather than agents. A SilverStreak proxy incorporates all the capabilities into a single image that you install once per customer site and centrally maintain. The SilverStreak creates an SSL tunnel back to the main application, no VPN setup is required. The SilverStreak tunnel is used for remote access, including SSH, telnet and windows terminal services.  

Background: SilverBack Technologies is a managed service provider company that was started in spring of 1999. The company provides monitoring and management of networks and applications without using the normal agent installation. In the summer of 2007, SilverBack Technologies was purchased by Dell Inc. Dell incorporated SilverBack tech into its remote monitoring platform.   

SilverBack has received numerous awards and recognition for reliable and leading software provider in IT monitoring and security industry. In 2001, the company’s subscription-based InfoCare service was awarded the Crossroads 2001 A-List Award winner. 

In an article in Varbusiness magazine  “Billerica, Mass, April 4, 2005 – SilverBack® Technologies, Inc., the industry’s leading provider of integrated network, systems, application and security monitoring software for the midtier market, today announced that CMP Media’s VARBusiness magazine, formally recognized SilverBack’s BusinessBuilder  program as one of the top Channel Partner Programs in North America. The award marks the third time SilverBack has received a Five-Star Rating, acknowledging the company for its innovative commitment to building its own business as it works hand-in-hand to drive its partners’ service revenues.”
Functional Coverage: 

2.3.1 Remote Control 

The Dell Remote Monitoring Platform (DRMP) can remotely access OSs such as Windows and Linux and devices such as switches and routers. DRMP has support for many networking protocols such as RDP, VNC ssh and telnet. The remote control system is fully integrated, requiring no additional software and transferring of files to and from remote systems is also incorporated in the capabilities of the DRMP remote control system. DRMP can support multiple remote access sessions simultaneously and has no proprietary clients.  
2.3.2 Auditing & Asset management

· Discuss if the researched solution has built-in auditing & asset management ability

· Discuss how auditing is accomplished 

· Discuss what can and cannot be audited

· Discuss what asset information can and cannot be attained

2.3.3 Monitoring

· DRMP has a fully integrated monitoring system that has comprehensive performance, fault and security monitoring. This comprehensive system uses channels such as Syslog, MSRPC, ASCII logs, HTTP, SNMP, ICMP, FTP. DRMP has a knowledge base that is integrated with the software that remediates alerts. Notification of alert to the network administrator can be done via email, cell phone or pager. The network admin. Users have full control over alert and alert level of importance. This monitoring software doesn't require any additional software.
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2.3.4 Patch Management

[image: image1]Another fully integrated software service provided by DRMP is patch management and it requires no additional software. Patches can be deployed on-demand or scheduled. DRMP can support almost 400 different products and versions, and does this without a VPN or agent. Users can use one click settings to set automatic updates to the latest available patches and alerts will be generated if patch installation fails. Executive level and detail reports can be generated on a regular basis set by the user. Reports can include patches recently installed; patch installation failure information and what patches are missing for which machines on the network. DRMP has direct links to Microsoft knowledge base, which makes patch installation quicker and more efficient, also multi-tiered distribution to minimize bandwidth

DRMP has a fully integrated software distribution system. New software can be distributed on-demand or scheduled and automatically distributes software to target system. DRMP has a central software repository. DRMP supports silent installations and installations can run simultaneously on multiple systems. Installations be can done unattended and alerts are generated if installation failures occur. Reports are generated with installation results and specifics.

2.3.5 Backup & Disaster Recovery 

· Back up is done by Dell software called Dell Desktop Management, which is integrated with DRMP. I couldn't find much information on it.
2.3.6 Endpoint Security

DRMP has fully integrated endpoint security software that requires no additional software. The security software generates reports using Common Vulnerability & Exposures (CVEs) format, which is industry standard. Automatic updates can be schedules to get the latest CVEs available.  Supports different type of devices such as, switches, servers, firewalls and servers and also identifies security events for the connected devices.

· Integrated vulnerability scanning

· Scan with or without credentials

· Perform interior and exterior scans

· Identifies open ports, processes, shares, users, and more

· Executive level and detailed reports by customer, device or CVE

· Recommended actions for resolution

· Integrated patch scanning

· Scans for patches for almost 400 different products and versions

· Executive level and detailed reports by customer, device or bulletin

· Direct links to Microsoft knowledge base

· Automatically updates to latest available patches

· Integrated event management

· Monitors login/logout activity, account modifications, and more

· Automatically alerts on suspicious activity

· Centralized definition of analysis rules

· Distributed collecting and analysis of events

· Store events for later forensic analysis

2.3.7 User State Management 

· DRMP has another fully integrated service, which is User State Management. Here are some key features of the USM:

· Remote control to desktops

· Distribute patches to desktops

· Stage and execute scripts on desktops    

· Shared console access with desktop user

· Distribute software to desktops

DRMP's USM can monitor security events such as, login failures, viruses and usage of applications. It has a proactive fault and performance monitoring and it can also support roaming laptops, this is functionality few MSP software’s have

2.3.8 Help Desk 

DRMP has a fully integrated ticketing/alert management system. DRMP can track and report on full history of issues, including the responsiveness of an issue. There is a proactive paging system which can be done via email, cell or pager. Tickets/alerts can create and sent on a time-base or shift time notification. User such as a network admin. Can view hundreds of customer tickets/alerts or devices on a single screen. There is support for call escalation, assigning ownership over issues and define and manage issue severities. Integration with 3rd party helps desk and CRM systems such as Connectwise, ServiceNow and Magic.
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2.3.9 Usability

· Has an easy to use graphical interface allows training of new employees easier. Uses tabbed info pages to consolidate information from multiple sources into one comprehensive view. As seen in image below.
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2.3.10 Reliability

· The Dell Remote Monitoring platform automatically incorporates many of the ITIL best practice work level processes and procedures right out of the box:

· (ITIL = Information Technology Infrastructure Library - is a series of written publications by IT professionals and industry experts giving guidelines on the Best Practice IT Service Management) 

·   Incident Management

· Configuration Management

·  Problem Management

·   Service Level Management

·  Change Management

·  Availability Management

· Discuss the overall reliability of the researched solution

2.3.11 Performance 

· Alerts can be generated and transmit via email, pager or email-enabled cell phones when a high priority/critical event occur in the customers' environment. The notification format is customizable to integrate other applications. Store, trend and report on dozens of performance statistics such as CPU, memory, disk and interface utilization. Generate alerts on threshold violations, with automatic clearing capabilities.

· Discuss the overall performance of the researched solution

2.3.12 Supportability 

Silver Back can monitor most any device connected to the network, not just computers but also routers, switches, telephones, printers. It also can monitor different software or operating systems such as Windows, Linux, Solaris, AIX and MAC. DRMP monitors the network without installing an agent. DRMP is also a scalable software that can be used by a mom & pop shop or a $10 million dollar businessDiscuss the overall supportability of the researched solution
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