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Abstract

With the variables of a program classified asL (low,
public) or H (high, private), we wish to prevent the pro-
gram from leaking information aboutH variables intoL
variables. Given a multi-threaded imperative language
with probabilistic scheduling, the goal can be formalized
as a property called probabilistic noninterference. Previ-
ous work identified a type system sufficient to guarantee
probabilistic noninterference, but at the cost of severe re-
strictions: to prevent timing leaks,H variables were dis-
allowed from the guards ofwhile loops. Here we present a
new type system that gives each command a type of the form
τ1 cmdτ2; this type says that the command assigns only to
variables of levelτ1 (or higher) and has running time that
depends only on variables of levelτ2 (or lower). Also we
use types of the formτ cmdn for commands that terminate
in exactlyn steps. With these typings, we can prevent tim-
ing leaks by demanding that no assignment to anL variable
may sequentially follow a command whose running time de-
pends onH variables. As a result, we can useH variables
more flexibly; for example, under the new system a thread
that involves onlyH variables is always well typed. The
soundness of the type system is proved using the notion of
probabilistic bisimulation.

1 Introduction

In this paper, as in [10] and [13], we consider a simple
multi-threaded imperative programming language in which
each variable is classified either asL (low, public) or H
(high, private). Our goal is to develop a static analysis that
ensures that a program cannot “leak” the values ofH vari-
ables. Of course, the possible ways of leaking information
depend on what is observable. If we can observe the running
program from theoutside, seeing running time or the usage
of various system resources, then controlling leaks is very
difficult, because leaks can be based on very low-level im-

plementation details, such as caching behavior. Hence our
focus, as in previous work, is on controllinginternal leaks,
in which information aboutH variables is somehow trans-
mitted toL variables. This makes the task more tractable,
because we can control what is observable by the running
program—for example, we can deny it access to a real-time
clock.

More precisely, we wish to achievenoninterference
properties, which assert that changing the initial values of
H variables cannot affect the final values ofL variables.
Given the nondeterminism associated with multi-threading,
and our assumption that thread scheduling is probabilistic,
we require more precisely that changing the initial values of
H variables cannot affect the joint probability distribution
of the possible final values ofL variables; this property is
calledprobabilistic noninterference.

A type system that guarantees a weaker property, called
possibilistic noninterference, was given in [10]. Building on
that work, a type system for probabilistic noninterference
was given in [13]. The restrictions imposed by that system
can be summarized as follows:

1. An expressione is H if it contains anyH variables;
otherwise it isL.

2. OnlyL expressions can be assigned toL variables.

3. A guarded command withH guard cannot assign toL
variables.

4. The guard of awhile loop must beL.

5. An if with H guard must beprotected, so that it ex-
ecutes atomically, and can contain nowhile loops
within its branches.

Restrictions 2 and 3 prevent what Denning [3] long ago
calleddirect andindirect flows, respectively. In a language
without concurrency, restrictions 2 and 3 are sufficient to
guarantee noninterference—see for example [15]. Restric-
tions 4 and 5 were introduced to prevent timing-based flows
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in multi-threaded programs; unfortunately, they restrictthe
set of allowable programs quite severely.

A recent paper by Honda, Vasconcelos, and Yoshida [6]
explores secure information flow in theπ-calculus, showing
in particular that the system of [10] can be embedded into
their system. Most interestingly, they proposeenrichingthe
set of command types of [10] from

• H cmd, for commands that assign only toH variables
and are guaranteed to terminate; and

• L cmd, for commands that assign toL variables or
might not terminate,

to

• τ cmd ⇓, for commands that assign only to variables
of typeτ (or higher) and are guaranteed to terminate;
and

• τ cmd ⇑, for commands that assign only to variables
of typeτ (or higher) and might not terminate.

They then argue that in some casesH variables can be used
in the guards ofwhile loops without sacrificing possibilistic
noninterference.

Inspired by this suggestion, we can observe that the com-
mand typings used in [10] and [13] conflate two distinct is-
sues: what does a commandassign to, and what is the com-
mand’srunning time. This leads us to propose command
types withtwoparameters to address these two issues sepa-
rately. More precisely, our new system will make use of the
following command types:

• τ1 cmdτ2, for commands that assign only to variables
of typeτ1 (or higher) and whose running time depends
only on variables of typeτ2 (or lower); and

• τ cmdn, for commands that assign only to variables
of typeτ (or higher) and which are guaranteed to ter-
minate in exactlyn steps.

With these typings, we can impose more accurate restric-
tions to prevent flows based on timing. In particular, we can
replace restrictions 4 and 5 above with the following rule:

A command whose running time depends onH
variables cannot be followed sequentially by a
command that assigns toL variables.

Let’s now consider some examples informally, assuming
thatx : H andy : L.

1. x := 0 : H cmd1

2. y := 0 : L cmd1

3. if x = 0 then x := 5 else skip : H cmd2

4. while y = 0 do skip : H cmdL

5. while y = 0 do y := y − 1 : L cmdL

6. if x = 0 then
while y = 0 do skip

else
skip : H cmdH

7. y := 5; while x + 1 do skip : L cmdH

8. (while x = 0 do skip); y := 5 : illegal

Example 3 shows that anif can have aH guard and never-
theless have a known running time; such a command can be
sequentially followed by aL assignment without any prob-
lem.

Example 8, on the other hand, is illegal because the run-
ning time of thewhile loop depends on theH variablex, so
we can’t follow it sequentially with an assignment to theL
variabley. This example would be dangerous, because an-
other thread could reliably determine whetherx is 0 or not,
simply by waiting for a while (to give the thread scheduler
a chance to run all threads) and then seeing whethery is 5.

Our typings also satisfy interesting subtyping rules. As
usual, we haveL ⊆ H . Furthermore, command types are
contravariant in their first position, and covariant in their
second position. Also,τ cmdn ⊆ τ cmdL, because if
a command always halts inn steps, then its running time
doesn’t depend on the values ofH variables. This subtyping
rule implies that example 3 above also has typeH cmdL.

The rest of the paper is organized as follows. Sec-
tion 2 reviews the definition of our multi-threaded language,
which is the same as the language of [13], and Section 3 de-
fines our type system precisely. The soundness of the type
system is then proved in Section 4, which argues that ev-
ery well-typed multi-threaded program satisfies probabilis-
tic noninterference. Finally, Section 5 concludes and men-
tions some future directions.

2 The Multi-Threaded Language

Threads are written in the simple imperative language:

(phrases) p ::= e | c

(expressions) e ::= x | n | e1 + e2 |
e1 ∗ e2 | e1 = e2 | . . .

(commands) c ::= x := e |
skip |
if e then c1 elsec2 |
while e do c |
c1; c2 |
protect c
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In our syntax, metavariablex ranges over identifiers andn
over integer literals. Integers are the only values; we use 0
for false and nonzero for true. We assume that expressions
arefree of side effectsand aretotal. The commandprotect c
causesc to be executedatomically; this is important only
when concurrency is considered.

Programs are executed with respect to a memoryµ,
which is a mapping from identifiers to integers. Also, we
assume for simplicity that expressions are evaluated atom-
ically; thus we simply extend a memoryµ in the obvious
way to map expressions to integers, writingµ(e) to denote
the value of expressione in memoryµ.

We define the semantics of commands via a sequential
transition relation−→ on configurations. Aconfiguration
C is either a pair(c, µ) or simply a memoryµ. In the first
case,c is the command yet to be executed; in the second
case, the command has terminated, yielding final memory
µ. The sequential transition relation is defined by the fol-
lowing (completely standard) structural operational seman-
tics:

(UPDATE) x ∈ dom(µ)
(x := e, µ)−→µ[x := µ(e)]

(NO-OP) (skip, µ)−→µ

(BRANCH) µ(e) 6= 0
(if e then c1 elsec2, µ)−→(c1, µ)

µ(e) = 0
(if e then c1 elsec2, µ)−→(c2, µ)

(LOOP) µ(e) = 0
(while e do c, µ)−→µ

µ(e) 6= 0
(while e do c, µ)−→(c; while e do c, µ)

(SEQUENCE) (c1, µ)−→µ′

(c1; c2, µ)−→(c2, µ
′)

(c1, µ)−→(c′1, µ
′)

(c1; c2, µ)−→(c′1; c2, µ
′)

(ATOMICITY ) (c, µ)−→∗µ′

(protect c, µ)−→µ′

In rule (ATOMICITY ), note that (as usual)−→∗ denotes the
reflexive transitive closure of−→.

Note that our sequential transition relation−→ is deter-
ministicandtotal (if some obvious restrictions are met):

Lemma 2.1 If every identifier inc is in dom(µ) and no sub-
command involvingwhile is protected inc, then there is a
unique configurationC such that(c, µ)−→C.

Also, the behavior of sequential composition is charac-
terized by the following two lemmas:

Lemma 2.2 If (c1, µ) −→i µ′ and (c2, µ
′) −→j µ′′, then

(c1; c2, µ) −→i+j µ′′.

Lemma 2.3 If (c1; c2, µ)−→jµ′, then there existi andµ′′

such that0 < i < j, (c1, µ)−→iµ′′, and(c2, µ
′′)−→j−iµ′.

The multi-threaded programs that we consider here con-
sist simply of a set of commands (the threads) running con-
currently under a shared memoryµ. We model this set as a
thread poolO, which is a finite function from thread iden-
tifiers (α, β, . . . ) to commands. A pair(O, µ), consisting
of a thread pool and a shared memory, is called aglobal
configuration.

A multi-threaded program is executed in an interleaving
manner, by repeatedly choosing a thread to run for a step.
We assume that the choice is made probabilistically, with
each thread having an equal probability of being chosen at
each step—that is, we assume auniform thread scheduler.
We formalize this by defining a global transition relation

p
=⇒ on global configurations:

(GLOBAL) O(α) = c
(c, µ)−→µ′

p = 1/|O|

(O, µ)
p

=⇒(O − α, µ′)

O(α) = c
(c, µ)−→(c′, µ′)
p = 1/|O|

(O, µ)
p

=⇒(O[α := c′], µ′)

({ }, µ)
1

=⇒({ }, µ)

The judgment(O, µ)
p

=⇒(O′, µ′) asserts that the probabil-
ity of going from global configuration(O, µ) to (O′, µ′) is
p. Note thatO − α denotes the thread pool obtained by re-
moving threadα from O, andO[α := c′] denotes the thread
pool obtained by updating the command associated withα
to c′. The third rule (GLOBAL), which deals with an empty
thread pool, allows us to view a multi-threaded program as
a discrete Markov chain [4]. The states of the Markov chain
are global configurations and the transition matrix is gov-
erned by

p
=⇒.

3 The Type System

Our type system is based upon the following types:

(data types) τ ::= L | H
(phrase types) ρ ::= τ | τ var | τ1 cmdτ2 |

τ cmdn
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(R-VAL ) γ(x) = τ var
γ ⊢ x : τ

(INT) γ ⊢ n : L

(SUM) γ ⊢ e1 : τ, γ ⊢ e2 : τ
γ ⊢ e1 + e2 : τ

(ASSIGN) γ(x) = τ var, γ ⊢ e : τ
γ ⊢ x := e : τ cmd1

(SKIP) γ ⊢ skip : H cmd1

(IF) γ ⊢ e : τ
γ ⊢ c1 : τ cmdn
γ ⊢ c2 : τ cmdn
γ ⊢ if e then c1 elsec2 : τ cmdn + 1

γ ⊢ e : τ1

τ1 ⊆ τ2

γ ⊢ c1 : τ2 cmdτ3

γ ⊢ c2 : τ2 cmdτ3

γ ⊢ if e then c1 elsec2 : τ2 cmdτ1 ∨ τ3

(WHILE) γ ⊢ e : τ1

τ1 ⊆ τ2

τ3 ⊆ τ2

γ ⊢ c : τ2 cmdτ3

γ ⊢ while e do c : τ2 cmdτ1 ∨ τ3

(COMPOSE) γ ⊢ c1 : τ cmdm
γ ⊢ c2 : τ cmdn
γ ⊢ c1; c2 : τ cmdm + n

γ ⊢ c1 : τ1 cmdτ2

τ2 ⊆ τ3

γ ⊢ c2 : τ3 cmdτ4

γ ⊢ c1; c2 : τ1 ∧ τ3 cmdτ2 ∨ τ4

(PROTECT) γ ⊢ c : τ1 cmdτ2

c contains nowhile loops
γ ⊢ protect c : τ1 cmd1

Figure 1. Typing rules
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(BASE) L ⊆ H

(CMD) τ ′

1 ⊆ τ1, τ2 ⊆ τ ′

2

τ1 cmdτ2 ⊆ τ ′

1 cmdτ ′

2

τ ′ ⊆ τ
τ cmdn ⊆ τ ′ cmdn

τ cmdn ⊆ τ cmdL

(REFLEX) ρ ⊆ ρ

(TRANS) ρ1 ⊆ ρ2, ρ2 ⊆ ρ3

ρ1 ⊆ ρ3

(SUBSUMP) γ ⊢ p : ρ1, ρ1 ⊆ ρ2

γ ⊢ p : ρ2

Figure 2. Subtyping rules

The rules of the type system are given in Figures 1 and 2.
In the rules (IF), (WHILE), and (COMPOSE), ∨ denotesjoin
(least upper bound) and∧ denotesmeet(greatest lower
bound). The rules allow us to provetyping judgmentsof
the formγ ⊢ p : ρ as well assubtyping judgmentsof the
form ρ1 ⊆ ρ2. Hereγ denotes anidentifier typing, mapping
identifiers to phrase types of the formτ var. As usual, we
say that phrasep is well typedunderγ if γ ⊢ p : ρ for some
ρ. Similarly, thread poolO is well typed underγ if each
thread inO is well typed underγ.

As an example, let’s show the derivation of the typing of
example 7 from the Introduction:

γ ⊢ y := 5; while x + 1 do skip : L cmdH,

assuming thatγ(x) = H var andγ(y) = L var. We have

γ ⊢ 5 : L (1)

by rule (INT). Then we get

γ ⊢ y := 5 : L cmd1 (2)

by rule (ASSIGN) on (1), and

γ ⊢ y := 5 : L cmdL (3)

by rule (SUBSUMP) on (2) using the third rule (CMD). Next
we have

γ ⊢ x : H (4)

from rule (R-VAL ) and

γ ⊢ 1 : L (5)

by rule (INT), which gives

γ ⊢ 1 : H (6)

by rule (SUBSUMP) on (5) using rule (BASE), and

γ ⊢ x + 1 : H (7)

by rule (SUM) on (4) and (6). Next

γ ⊢ skip : H cmd1 (8)

by rule (SKIP), and hence

γ ⊢ skip : H cmdL (9)

by rule (SUBSUMP) on (8) using the third rule (CMD).
Hence we get

γ ⊢ while x + 1 do skip : H cmdH (10)

by rule (WHILE) on (7) and (9), sinceH ⊆ H (by rule
(REFLEX)) andL ⊆ H (by rule (BASE)), and sinceH∨L =
H . And finally, we get

γ ⊢ y := 5; while x + 1 do skip : L cmdH (11)

by the second rule (COMPOSE) on (3) and (10), sinceL ⊆
H , L ∧ H = L, andL ∨ H = H .

We now give some discussion of the typing rules.
The first (IF) rule says that anif statement takesn + 1

steps if both its branches taken steps. This rule can some-
times be used to “pad” a command to eliminate timing
leaks, as in the transformation approach proposed by Johan
Agat [1]. For example, ifx : H andy : L, then the thread

if x = 0 then
x := x ∗ x; x := x ∗ x

else
x := x + 1;

y := 0
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is dangerous, because the time at whichy is assigned 0 de-
pends on the value ofx. And this program is not well typed
under our rules—thethenbranch of theif has typeH cmd2
and theelsebranch has typeH cmd1, which means that
the first (IF) rule does not apply. Instead we must coerce
the two branches to typeH cmdL and use the second (IF)
rule, which gives theif typeH cmdH . But this makes it
illegal (under the second rule (COMPOSE)) to sequentially
compose theif with the assignmenty := 0, which has type
L cmd1, andH 6⊆ L. To make the program well typed, we
can pad theelsebranch tox := x + 1; skip, which has type
H cmd2. Now we can type theif using the first (IF) rule,
giving it type H cmd3, and then we can give the thread
type L cmd4, using the first rule (COMPOSE). It should
be noted, however, that Agat’s transformation approach is
more general that what we can achieve here.

The second rule (IF) is rather complex. One might hope
that we could exploit subtyping to simplify the rule, but this
is not possible here. We would not want to coerce the type
of e up toτ2, because then it would appear that the execution
time of theif depends onτ2 variables. Nor would we want
to coerce the types ofc1 andc2 to τ1 cmdτ3, because then
it would appear that theif can assign toτ1 variables.

We can, however, specialize the second rule (IF) to a pair
of rules in the case whereL andH are the only security
levels; the same specialization can be done to rule (WHILE)
and the second rule (COMPOSE). The specialized typing
rules are shown in Figure 3.

The constraintτ3 ⊆ τ2 in rule (WHILE) is perhaps sur-
prising,1 but the typing rules are unsound without it. The
problem is thatwhile e do c implicitly involves sequential
composition ofc and the entire loop, as shown in the sec-
ond rule (LOOP). As a result, ifc’s running time depends
on H variables, thenc must not assign toL variables. For
example, ifx is H andy is L, then without the constraint
τ3 ⊆ τ2 in rule (WHILE), the following program would be
well typed:

while 1 do
(y := y + 1; while x do skip)

Note thaty := y+1 has typeL cmdL andwhile x do skip
has typeH cmdH , so the loop body has typeL cmdH .
Hence, without the constraintτ3 ⊆ τ2, thewhile loop can
be given typeL cmdH. But the loop is dangerous—ifx =
0, theny is incremented only once, and ifx 6= 0, theny is
incremented repeatedly.

Finally, we note thatprotect c takes a command that is
guaranteed to terminate and makes it appear to run in just
one step. This gives another way of dealing with the exam-
ple program discussed above; rather than padding theelse
branch, we can justprotect the if (or just itsthen branch),

1Indeed, I did not originally notice the need for it.

thereby masking any timing differences resulting from dif-
ferent values ofx.

4 Properties of the Type System

In this section, we formally establish the properties of
the type system. We begin with a lemma that shows that the
type system does not restrict a thread at all unless the thread
involves bothL andH variables:

Lemma 4.1 Any command involving onlyL variables has
typeL cmdL. Any command involving onlyH variables
has typeH cmdH .

Note this is certainly not the case for the type system of
[13], since (for example) that system disallowsH variables
in the guards ofwhile loops.

Now we establish the soundness of the type system.

Lemma 4.2 (Simple Security) If γ ⊢ e : L, then contains
onlyL variables.

Proof. By induction on the structure ofe.

Lemma 4.3 (Confinement) If γ ⊢ c : H cmdτ , then c
does not assign to anyL variables.

Proof. By induction on the structure ofc.

Lemma 4.4 (Subject Reduction)Suppose that(c, µ)−→
(c′, µ′). If γ ⊢ c : τ1 cmdτ2, thenγ ⊢ c′ : τ1 cmdτ2.
And ifγ ⊢ c : τ cmdn thenγ ⊢ c′ : τ cmd(n − 1).

Proof. By induction on the structure ofc.
The result holds vacuously ifc is of the formx := e,

skip, or protect c′.
If c is of the formif e then c1 elsec2, thenc′ is eitherc1

or c2. Now, if c has typeτ cmdn, then it must be typed
by the first rule (IF), which implies that bothc1 andc2 have
type τ cmd(n − 1). And if c has typeτ1 cmdτ2, then it
is typed either with the first rule (IF) (using the fact that
τ1 cmdm ⊆ τ1 cmdτ2), or with the second rule (IF). In
the first case,c1 andc2 have typeτ1 cmdm, which implies
that they also have typeτ1 cmdτ2. In the second case,c1

andc2 have typeτ1 cmdτ3, for someτ3 with τ3 ⊆ τ2. So
they have typeτ1 cmdτ2 as well, by rule (SUBSUMP).

If c is of the formwhile e do c1, thenc′ is of the form
c1; c. In this case,c cannot have typeτ cmdn; it must
have typeτ1 cmdτ2 by rule (WHILE). Hencec1 has type
τ1 cmdτ3 for someτ3 with τ3 ⊆ τ2 andτ3 ⊆ τ1. Therefore,
by the second rule (COMPOSE), c1; c has typeτ1 cmdτ2.2

Finally, if c is of the formc1; c2, thenc′ is eitherc2 (if
(c1, µ)−→µ′) or c′1; c2 (if (c1, µ)−→(c′1, µ

′)). If c has type
2Note that this last step would fail without the constraintτ3 ⊆ τ1.
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(IF) γ ⊢ e : L
γ ⊢ c1 : τ1 cmdτ2

γ ⊢ c2 : τ1 cmdτ2

γ ⊢ if e then c1 elsec2 : τ1 cmdτ2

γ ⊢ e : H
γ ⊢ c1 : H cmdH
γ ⊢ c2 : H cmdH
γ ⊢ if e then c1 elsec2 : H cmdH

(WHILE) γ ⊢ e : L
τ2 ⊆ τ1

γ ⊢ c : τ1 cmdτ2

γ ⊢ while e do c : τ1 cmdτ2

γ ⊢ e : H
γ ⊢ c : H cmdH
γ ⊢ while e do c : H cmdH

(COMPOSE) γ ⊢ c1 : τ1 cmdL
γ ⊢ c2 : τ1 cmdτ2

γ ⊢ c1; c2 : τ1 cmdτ2

γ ⊢ c1 : τ cmdH
γ ⊢ c2 : H cmdH
γ ⊢ c1; c2 : τ cmdH

Figure 3. Typing rules specialized to L and H

τ cmdn, then it must be typed by the first rule (COMPOSE)
which means thatc1 has typeτ cmdk and c2 has type
τ cmdl for somek andl with k + l = n. If c′ is c2, then
we must havek = 1, so c2 has typeτ cmd(n − 1). If c′

is c′1; c2, then by inductionc′1 has typeτ cmd(k − 1), and
thereforec′ has typeτ cmd(k − 1 + l) = τ cmd(n − 1).
And if c has typeτ1 cmdτ2, then it must be typed by
the second rule (COMPOSE) which means thatc1 has type
τ3 cmdτ4 and c2 has typeτ5 cmdτ6, for someτ3, τ4,
τ5, and τ6 satisfying the subtyping constraintsτ4 ⊆ τ5,
τ4 ⊆ τ2, τ6 ⊆ τ2, τ1 ⊆ τ3, and τ1 ⊆ τ5. Now, if c′

is c2, then by rule (SUBSUMP) it also has typeτ1 cmdτ2,
sinceτ5 cmdτ6 ⊆ τ1 cmdτ2. And if c′ is c′1; c2, then by
inductionc′1 has typeτ3 cmdτ4, and thereforec′ has type
τ1 cmdτ2.

Lemma 4.5 If γ ⊢ c : τ cmd1 and dom(µ) = dom(γ),
then(c, µ)−→µ′ for someµ′.

Proof. The only commands with typeτ cmd1 arex := e,
skip, andprotect c1. The result is immediate in the first
two cases; in the case ofprotect c1 we note that ifc1 is
well typed and free ofwhile loops, thenc1 is guaranteed to
terminate.

Definition 4.1 Memoriesµ and ν are equivalent with re-

spect toγ, written µ∼γν, if µ, ν, andγ have the same do-
main andµ andν agree on allL variables.

We now explore the behavior of a well-typed command
c when run under two equivalent memories. We begin with
a Mutual Termination lemma forwhile-free programs:

Lemma 4.6 (Mutual Termination) Let c be a command
containing nowhile loops. Ifc is well typed underγ, µ∼γν,
and(c, µ)−→∗µ′, then there is aν′ such that(c, ν)−→∗ν′

andµ′∼γν′.

Proof. Similar to Lemma 5.6 of [13].

In the context of multi-threaded programs, however, it is
not enough to consider only the final memory resulting from
the execution ofc (as in the Mutual Termination lemma); we
must also consider timing. The key property that lets us es-
tablish probabilistic noninterference is this: if a well-typed
commandc is run under two equivalent memories, it makes
exactly the same sequence of assignments toL variables,at
the same times. Hence the two memories will remain equiv-
alent after every execution step. (Note however thatc may
terminate faster under one memory than the other; but then
the slower execution will not make any more assignments
to L variables.)
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Here’s an example that illustrates some of the working of
the type system. Suppose thatc is a well-typed command
of the form

(if e then c1 elsec2); c3.

What happens whenc is run under two equivalent mem-
ories µ and ν? If e : L, thenµ(e) = ν(e) by Simple
Security, and hence both executions will choose the same
branch. If, instead,e : H , then the two executions may
choose different branches. But if theif is typed using the
first rule (IF), then both branches have typeH cmdn for
somen. Therefore neither branch assigns toL variables,
by Confinement, and both branches terminate aftern steps,
by Subject Reduction. Hence both executions will reachc3

at the same time, and the memories will still be equivalent.
And if the if is typed using the second rule (IF), then it gets
typeH cmdH, which is also the type given to each branch.
Again, neither branch assigns toL variables, by Confine-
ment. Now, in this case the two branches may not terminate
at the same time—indeed, one may terminate and the other
may not. But the entire command(if e then c1 elsec2); c3

will have to be typed by the second rule (COMPOSE), which
means thatc3 : H cmdH . Hencec3 makes no assignments
to L variables, which means that, as far asL variables are
concerned, it doesn’t matter when (or even whether)c3 is
executed.

To formalize these ideas, we need to define a notion of
equivalence on configurations; then we can argue that−→
takes equivalent configurations to equivalent configurations.
But first we make some observations about sequential com-
position. Any commandc can be written in thestandard
form

(. . . ((c1; c2); c3); . . .); ck

for somek ≥ 1, wherec1 is not a sequential composition
(butc2 throughck might be sequential compositions). If we
adopt the convention that sequential composition associates
to the left, then we can write this more simply as

c1; c2; c3; . . . ; ck.

Now, if c is executed, it follows from the (SEQUENCE) rules
that the first execution step touches onlyc1; that is, we have
either

(c1; c2; c3; . . . ; ck, µ)−→(c2; c3; . . . ; ck, µ′),

if (c1, µ)−→µ′, or else

(c1; c2; c3; . . . ; ck, µ)−→(c′1; c2; c3; . . . ; ck, µ′),

if (c1, µ)−→(c′1, µ
′). Now we define our notion of equiva-

lence on commands:

Definition 4.2 We say that commandsc andd are equiva-
lent with respect toγ, writtenc∼γd, if c andd are both well
typed underγ and either

• c = d,

• c andd both have typeH cmdτ , or

• c has standard formc1; c2; c3; . . . ; ck, d has standard
formd1; c2; c3; . . . ; ck, for somek, andc1 andd1 both
have typeH cmdn for somen.

We extend the notion of equivalence to configurations by
saying that configurationsC andD are equivalent, written
C∼γD, if any of the following four cases applies:

• C is of the form(c, µ), D is of the form(d, ν), c∼γd,
andµ∼γν.

• C is of the form(c, µ), D is of the formν, c has type
H cmdτ , andµ∼γν.

• C is of the formµ, D is of the form(d, ν), d has type
H cmdτ , andµ∼γν.

• C is of the formµ, D is of the formν, andµ∼γν.

(In effect, we are saying that a command of typeH cmdτ
is equivalent to a terminated command.)

Theorem 4.7 (Sequential Noninterference)Suppose that
(c, µ)∼γ(d, ν), (c, µ)−→C′, and (d, ν)−→D′. Then
C′∼γD′.

Proof. We begin by dealing with the case whenc andd both
have typeH cmdτ , for someτ . In this case, by the Con-
finement Lemma, neitherc nord assigns to anyL variables.
Hence the memories ofC′ andD′ remain equivalent. Now,
if C′ is of the form(c′, µ′) andD′ is of the form(d′, ν′),
then by the Subject Reduction Lemma,c′ andd′ both have
typeH cmdτ , which givesc′∼γd′. The cases whenC′ is
of the formµ′ and/orD′ is of the formν′ are similar.

Now consider the case wherec andd do not both have
typeH cmdτ . Let c have standard formc1; c2; c3; . . . ; ck.
We can see from the definition of∼γ that eitherc = d or d
has standard formd1; c2; c3; . . . ; ck, wherec1 andd1 both
have typeH cmdn for somen.

In the latter case, we have by the Confinement Lemma
that neitherc1 nor d1 assigns to anyL variables. Hence
the memories ofC′ andD′ are equivalent. And ifn > 1,
then by the Subject Reduction Lemma,C′ andD′ are of the
form (c′1; c2; c3; . . . ; ck, µ′) and(d′1; c2; c3; . . . ; ck, ν′), re-
spectively, wherec′1 andd′1 both have typeH cmd(n − 1).
Thus C′∼γD′. And if n = 1, then C′ and D′ are of
the form(c2; c3; . . . ; ck, µ′) and(c2; c3; . . . ; ck, ν′), respec-
tively.3 So againC′∼γD′.

We are left, finally, with the case wherec = d. Let them
have standard formc1; c2; c3; . . . ; ck and consider in turn
each of the possible forms ofc1:

3Actually, if k = 1 thenC′ andD′ are justµ′ andν′ here. We’ll
ignore this point in the rest of this proof.
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Casex := e. In this case, we have thatC′ is

(c2; c3; . . . ; ck, µ[x := µ(e)])

andD′ is

(c2; c3; . . . ; ck, ν[x := ν(e)]).

Now if x is H , thenµ[x := µ(e)]∼γν[x := ν(e)].
And if x is L, then by rule (ASSIGN) e : L. Hence
µ(e) = ν(e) by Simple Security, so again

µ[x := µ(e)]∼γν[x := ν(e)].

ThereforeC′∼γD′.

Case skip. In this caseC′ is (c2; c3; . . . ; ck, µ) andD′ is
(c2; c3; . . . ; ck, ν). SoC′∼γD′.

Case ife then c11 elsec12. If e : L, then by Simple Secu-
rity µ(e) = ν(e). HenceC′ andD′ both choose the
same branch. That is, either

C′ = (c11; c2; c3; . . . ; ck, µ)

and
D′ = (c11; c2; c3; . . . ; ck, ν),

or else
C′ = (c12; c2; c3; . . . ; ck, µ)

and
D′ = (c12; c2; c3; . . . ; ck, ν).

SoC′∼γD′.

If e doesn’t have typeL, then ifc1 is typed by the first
rule (IF), then we have thatc11 andc12 both have type
H cmdn for somen. Therefore, whether or notC′

andD′ take the same branch, we haveC′∼γD′.

And if c1 is typed by the second rule (IF), than it gets
typeH cmdH . But, by rule (COMPOSE), this means
thatc1; c2 also has typeH cmdH . This in turn implies
thatc1; c2; c3 has typeH cmdH , and so on, until we
get thatc has typeH cmdH . So, sincec = d here,
this case has already been handled.

Case whilee do c11. As in the case ofif , if e : L, then
by Simple Securityµ(e) = ν(e). Hence the two
computations stay together. That is, eitherC′ =
(c2; c3; . . . ; ck, µ) andD′ = (c2; c3; . . . ; ck, ν), or else

C′ = (c11; while e do c11; c2; c3; . . . ; ck, µ)

and

D′ = (c11; while e do c11; c2; c3; . . . ; ck, ν).

SoC′∼γD′.

If e doesn’t have typeL, then by rule (WHILE) we have
that c1 : H cmdH. As in the case ofif , this implies
thatc : H cmdH , so this case has again already been
handled.

Case protectc11. By rule (PROTECT), c11 contains no
while loops. Hence this case follows from the Mutual
Termination lemma.

We remark here that ifc is well typed andµ∼γν, then
(c, µ)∼γ(c, ν). Hence, by applying the Sequential Non-
interference Theorem repeatedly, we see that, for allk,
the configuration reached from(c, µ) afterk steps will be
equivalent to the configuration reached from(c, ν) afterk
steps. Hence, as we claimed above, the two executions
make exactly the same assignments toL variables, at the
same times.

Now we change our focus from the execution of anin-
dividual threadc, which is deterministic, to the execution
of a pool of threadsO, which is a Markov chain. Our
first thought, given the Sequential Noninterference Theo-
rem, may be that ifO is well typed andµ∼γν, then(O, µ)
and(O, ν) give rise to thesame(i.e. isomorphic) Markov
chains. But this isn’t quite right. For example, suppose that
O is {α : (x := x ∗ x), β : (x := x + 1)}. If x is
H , then memories{x = 0} and{x = 1} are equivalent.
But runningO from {x = 0} gives a Markov chain with
4 states:(O, {x = 0}), ({β : (x := x + 1)}, {x = 0}),
({α : (x := x ∗ x)}, {x = 1}), and({}, {x = 1}); and
running O from {x = 1} gives a Markov chain with 5
states: (O, {x = 1}), ({β : (x := x + 1)}, {x = 1}),
({α : (x := x ∗ x)}, {x = 2}), ({}, {x = 2}), and
({}, {x = 4}). Note however that the last two states,
({}, {x = 2}) and ({}, {x = 4}) should be considered
equivalent; thus we might feel that the two Markov chains
are basically the same after all.

Formally, what we need is to construct aquotient Markov
chain. That is, given a Markov chain with state setS and
an equivalence relation∼ on S, we’d like to form a new
Markov chainS/∼ whose states are theequivalence classes
of S under∼. But when is this possible? Kemeny and
Snell, who refer to the issue as “lumpability”, identified the
needed condition long ago [7, p. 124]:

If s1 ∼ s2, then for each equivalence classA, the
probability of going froms1 to a state inA is the
same as the probability of going froms2 to a state
in A: ∑

a∈A

ps1a =
∑

a∈A

ps2a

(Hereps1a denotes the probability of going in one step from
s1 to a in the original Markov chain.) In this case, we can
define the transition probabilities forS/∼ as follows: the
probability of going from equivalence classA to equiva-
lence classB, denotedpAB, is

∑
b∈B pab, wherea is any el-

ement ofA; the above condition says exactly that the choice
of a makes no difference. Within computer science, this
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idea later appeared in the work of Larsen and Skou [8], who
(noting the analogy to bisimulation) introduced the name
probabilistic bisimulationfor such an equivalence relation
∼. In more recent work, Hermanns [5] includes a lengthy
discussion of probabilistic bisimulation, and Sabelfeld and
Sands [9] apply it to probabilistic noninterference.

The key property ofS/∼ is this [5, p. 49]:

Theorem 4.8 Suppose that∼ is a probabilistic bisimula-
tion. Then for each starting states, equivalence classA,
and integerk, the probability thatS, starting froms, will
end up in a state inA afterk steps is equal to the probabil-
ity that S/∼, starting from[s] (the equivalence class ofs),
will end up in stateA afterk steps.

Now, returning to our specific system, we want to de-
fine a probabilistic bisimulation, which we’ll still call∼γ ,
on the set of global configurations(O, µ). Under the (more
restrictive) type system of [13], it would suffice to define
(O1, µ)∼γ(O2, ν) iff O1 = O2 andµ∼γν. But here we
need a looser notion, since (as discussed above) the exe-
cutions of a well-typed commandc under two equivalent
memoriesµ andν can be quite different. Roughly, we want
to have(O1, µ)∼γ(O2, ν) if µ∼γν andO1(α)∼γO2(α) for
all α. But actuallyO1 andO2 could have different domains,
since changing the values ofH variables can affect the run-
ning time of well-typed commands. So we’d like to say that
O1 can have extra threads in it, so long as they have type
H cmdτ , (and similarly forO2). Unfortunately, this won’t
work within our framework of probabilistic bisimulation,
because the transition probabilities will not be the same in
this case. For example, ifO1 = {α : (y := 1), β : skip}
andO2 = {α : (y := 1)}, wherey is L, then(O2, {y = 0})
goes to({}, {y = 1}) with probability 1, but(O1, {y = 0})
goes to the equivalent configuration({β : skip}, {y = 1})
with probability only1/2.4

So to get a probabilistic bisimulation, we need a stronger
definition that requires equality of domains:

Definition 4.3 (O1, µ)∼γ(O2, ν) if dom(O1) = dom(O2),
O1(α)∼γO2(α) for all α ∈ dom(O1), andµ∼γν.

And, regrettably, we have to change our rule (GLOBAL) to
prevent the thread pool domain from ever changing:

(GLOBAL) O(α) = c
(c, µ)−→µ′

p = 1/|O|

(O, µ)
p

=⇒(O[α := skip], µ′)

O(α) = c
(c, µ)−→(c′, µ′)
p = 1/|O|

(O, µ)
p

=⇒(O[α := c′], µ′)
4Note that intuitively there is no information leakage here;it’s just a

question of one program running more slowly than the other, which is not
observable internally.

The new semantics says, in effect, that a completed thread
remains alive, wasting processor time.5 With this change,
we can now prove what we want:

Theorem 4.9 ∼γ is a probabilistic bisimulation on the set
of global configurations.

Proof. Suppose that(O, µ)∼γ(O′, ν) and suppose that
dom(O) anddom(O′) are{α1, α2, . . . , αn}. Then(O, µ)
and (O′, ν) can each go ton (not necessarily distinct)
global configurations,(O1, µ1), (O2, µ2), . . . , (On, µn),
and (O′

1, ν1), (O′

2, ν2), . . . , (O′

n, νn), each with proba-
bility 1/n, where(Oi, µi) and (O′

i, νi) denote the global
configurations reached by choosing threadαi. Now, since
O(αi)∼γO′(αi), we have by the Sequential Noninterfer-
ence Theorem that(Oi, µi)∼γ(O′

i, νi) for all i. This im-
plies that the probabilities of reaching any equivalence class
from (O, µ) or from (O′, ν) are the same.

Finally we can argue that well-typed programs satisfy
probabilistic noninterference: ifO is well typed andµ∼γν,
then(O, µ)∼γ(O, ν). Hence, by Theorem 4.8, the proba-
bility that theL variables have certain values afterk steps is
the same when starting from(O, µ) as when starting from
(O, ν).

5 Conclusion

The new type system allows probabilistic noninterfer-
ence to be guaranteed for a much larger class of programs
than previously permitted. In particular, there seems to be
hope that the system might not be too hard to accommodate
in practice, since any threads that involve onlyH variables
or onlyL variables are automatically well typed.

As in previous work, we have assumed that program ex-
ecution is observable only internally; with external obser-
vations of running time, timing leaks are certainly possi-
ble, becauseprotected commands won’t really execute in
one time step. However, if a program is well typed with-
out the use ofprotect, then it seems possible in principle to
allow external observations, except that our simple timing
model is unrealistic. For example, our semantics specifies
thatx := x∗x andskip each execute in 1 step, which seems
to require an implementation that wastes a lot of time. Agat
[2] has recently attempted to tackle external timing leaks in
the realistic setting of Java byte-code programs, which re-
quires the consideration of a host of delicate timing issues,
such as caching.

On the other hand, if we are concerned only with inter-
nal timing leaks, then we don’t really need such precise

5Also note that we actually have to do some summing in our
p

=⇒ re-
lation, since now it may be possible for(O, µ) to reach(O′, µ′) in more
than one way; see [9, p. 202].
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timings. In particular, if doesn’t matter to us how much
time x := x ∗ x and skip actually take, so long as rule
(GLOBAL) is implemented faithfully, which means simply
that the scheduler randomly picks a new thread after each
computation step. Of course, doing scheduling with such
fine granularity would appear to involve high overhead; it
remains to be seen whether acceptable performance could
be achieved with such a scheduler. This needs more study.

In other future work, it would be desirable to find a
weaker notion of probabilistic bisimulation that would al-
low our original rule (GLOBAL) to be used. Also, it would
be useful to investigate type inference for the new system,
presumably using the approach of [12]. Finally, it would
be valuable to integrate cryptography into the framework
of this paper by using a weaker notion of noninterference
based on computational complexity; some preliminary steps
in this direction have been made [14, 11].
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