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Abstract plementation details, such as caching behavior. Hence our
focus, as in previous work, is on controllimgternal leaks,
With the variables of a program classified ds(low, in which information abouf{ variables is somehow trans-
public) or H (high, private), we wish to prevent the pro- mitted to L variables. This makes the task more tractable,
gram from leaking information aboutl variables intoL because we can control what is observable by the running

variables. Given a multi-threaded imperative language program—for example, we can deny it access to a real-time
with probabilistic scheduling, the goal can be formalized clock.

as a property called probabilistic noninterference. Previ More precisely, we wish to achieveoninterference
ous work identified a type system sufficient to guaranteeproperties, which assert that changing the initial values o
probabilistic noninterference, but at the cost of severe re H variables cannot affect the final values bfvariables.
strictions: to prevent timing leakd] variables were dis-  Given the nondeterminism associated with multi-threading
allowed from the guards afhile loops. Here we presenta and our assumption that thread scheduling is probabilistic
new type system that gives each command a type of the fornwe require more precisely that changing the initial values o
71 cmdy; this type says that the command assigns only to H variables cannot affect the joint probability distributio
variables of levelr; (or higher) and has running time that of the possible final values df variables; this property is
depends only on variables of level (or lower). Also we  calledprobabilistic noninterference

use types of the form cmdn for commands that terminate A type system that guarantees a weaker property, called
in exactlyn steps. With these typings, we can prevent tim- possibilistic noninterferencevas given in [10]. Building on

ing leaks by demanding that no assignment td.arariable that work, a type system for probabilistic noninterference
may sequentially follow a command whose running time de-was given in [13]. The restrictions imposed by that system
pends onH variables. As a result, we can uggvariables can be summarized as follows:

more flexibly; for example, under the new system a thread o . ) )

that involves onlyH variables is always well typed. The 1. An expressior is H if it contains anyH variables;
soundness of the type system is proved using the notion of ~ Otherwise itisL.

probabilistic bisimulation. 2. Only L expressions can be assigned twariables.

3. A guarded command witH guard cannot assign tb
1 Introduction variables.
In this paper, as in [10] and [13], we consider a simple 4. The guard of avhile loop must bel.

multi-threaded imperative programming language in which 5 A if with I guard must berotected so that it ex-

eqch variable is classifigd either as(low, pgblic) orI_{ ecutes atomically, and can contain mdile loops
(high, private). Our goal is to develop a static analysis tha within its branches.

ensures that a program cannot “leak” the value&lofari-

ables. Of course, the possible ways of leaking information Restrictions 2 and 3 prevent what Denning [3] long ago
depend on what is observable. If we can observe the runningcalleddirect andindirect flows, respectively. In a language
program from theutside seeing running time or the usage without concurrency, restrictions 2 and 3 are sufficient to
of various system resources, then controlling leaks is veryguarantee noninterference—see for example [15]. Restric-
difficult, because leaks can be based on very low-level im- tions 4 and 5 were introduced to prevent timing-based flows



in multi-threaded programs; unfortunately, they restitet 4. whiley =0do skip : HcmdL
set of allowable programs quite severely.
A recent paper by Honda, Vasconcelos, and Yoshida [6] 5- Whiley =0doy:=y—1 : LcmdL
explores secure information flow in thecalculus, showing .
in particular that the system of [10] can be embedded into 6. ifx = 0 then i
their system. Most interestingly, they propeseichingthe while y = 0 do skip

set of command types of [10] from else
skip : HcmdH

e H cmd for commands that assign only i variables _ _
and are guaranteed to terminate; and 7. y:=5;while z +1doskip : L cmdH

e L cmd for commands that assign tb variables or 8. (while z = 0 do skip);y :=5 : illegal

might not terminate, .
Example 3 shows that ahcan have & guard and never-

to theless have a known running time; such a command can be
sequentially followed by & assignment without any prob-
lem.

Example 8, on the other hand, is illegal because the run-
ning time of thewhile loop depends on thH variablez, so

e 7 cmd 4, for commands that assign only to variables We can't follow it sequentially with an assignment to the

of typer (or higher) and might not terminate. variabley. This example would be dangerous, because an-
other thread could reliably determine whethés 0 or not,

They then argue that in some cagésariables can be used  simply by waiting for a while (to give the thread scheduler
in the guards ofvhile loops without sacrificing possibilistic  a chance to run all threads) and then seeing whetheb.
noninterference. Our typings also satisfy interesting subtyping rules. As

Inspired by this suggestion, we can observe that the com-ysual, we havd, C H. Furthermore, command types are
mand typings used in [10] and [13] conflate two distinctis- contravariant in their first position, and covariant in thei
sues: what does a commaaskign to and what is the com-  second position. Alsor cmdn € 7 cmdL, because if
mand’srunning time This leads us to propose command a command always halts im steps, then its running time
types withtwo parameters to address these two issues sepadoesn’t depend on the valuesBivariables. This subtyping
rately. More precisely, our new system will make use of the ryle implies that example 3 above also has typemd L.
following command types: The rest of the paper is organized as follows. Sec-
tion 2 reviews the definition of our multi-threaded language
which is the same as the language of [13], and Section 3 de-
fines our type system precisely. The soundness of the type
system is then proved in Section 4, which argues that ev-
e 7 cmdn, for commands that assign only to variables ery well-typed multi-threaded program satisfies probadbili

of type r (or higher) and which are guaranteed to ter- tic noninterference. Finally, Section 5 concludes and men-
minate in exactly: steps. tions some future directions.

e 7 cmd |, for commands that assign only to variables
of type 7 (or higher) and are guaranteed to terminate;
and

e 7 cmd T, for commands that assign only to variables
of typer; (or higher) and whose running time depends
only on variables of type, (or lower); and

With these typings, we can impose more accurate restric-
tions to prevent flows based on timing. In particular, we can
replace restrictions 4 and 5 above with the following rule:

2 The Multi-Threaded Language

o Threads are written in the simple imperative language:
A command whose running time depends dn

variables cannot be followed sequentially by a (phrase} p = e|c
command that assigns fovariables.

(expressions ¢ == z | n | e1+ea |

Let's now consider some examples informally, assuming erker | er=ez | ...
thatz : H andy : L. (commands ¢ == z:=c¢ |

1.2:=0 : Hcmdl Sklp |

if e then¢; elsecs |
2.y:=0: Lcmdl while edoc |
. . CHEN
3. ifx =0thenz :=5elseskip: Hcmd2 protect ¢



In our syntax, metavariabte ranges over identifiers and Also, the behavior of sequential compaosition is charac-
over integer literals. Integers are the only values; we use Oterized by the following two lemmas:
for false and nonzero for true. We assume that expressions

arefree of side effectsnd argotal. The commangrotect ¢
causes to be executecdtomically, this is important only
when concurrency is considered.

Programs are executed with respect to a memary
which is a mapping from identifiers to integers. Also, we

assume for simplicity that expressions are evaluated atom-

ically; thus we simply extend a memoyyin the obvious
way to map expressions to integers, writin@) to denote
the value of expressianin memoryy.

We define the semantics of commands via a sequentialt.

transition relation— on configurations. Aconfiguration
C'is either a paii(c, u) or simply a memory:. In the first

case,c is the command yet to be executed; in the second
case, the command has terminated, yielding final memory

1. The sequential transition relation is defined by the fol-
lowing (completely standard) structural operational sema
tics:

(UPDATE) x € dom(p)

(2 := e, p)—plz = ple)]
(NO-0P) (skip, p)—p
(BRANCH) u(e) #0

(if e then ¢, elsecy, p)—(c1, )

pu(e) =0

(if e then ¢, elsecq, u)—(ca, 1)
(LooP) u(e) =0

(while edo ¢, p)—pu

p(e) #

(while e dO ¢, u)—(c; while e do ¢, p1)
(SEQUENCE  (c1,pu)—

(c15c2, ) (cmﬂ)

(c1, ) —(ch, 1)

(c1; e, p)—(chsc2, ")
(aTomICITY) (e, p)—*p/

(

protect ¢, u)—u’

In rule (ATOMICITY), note that (as usuall—* denotes the
reflexive transitive closure of—.

Note that our sequential transition relatien- is deter-
ministicandtotal (if some obvious restrictions are met):

Lemma 2.1 If every identifier incis in don{x) and no sub-
command involvingvhile is protected in¢, then there is a
unique configuratior such that(c, u)—C.

Lemma 2.2 If (cy, u) —* p/ and(cg, p/) —7 u”, then
(c13 ez, p) —"H .

Lemma 2.3 If (c1; ¢z, u)—7 1/, then there exist and "’
such tha) < i < j, (c1, pu)—"u"”, and(cg, u'")—7 41’
The multi-threaded programs that we consider here con-
sist simply of a set of commands (the threads) running con-
currently under a shared memaqry We model this set as a
thread poolO, which is a finite function from thread iden-
ifiers (o, 3, ...) to commands. A paifO, i), consisting
of a thread pool and a shared memory, is callegiabal
configuration

A multi-threaded program is executed in an interleaving
manner, by repeatedly choosing a thread to run for a step.
We assume that the choice is made probabilistically, with
each thread having an equal probability of being chosen at
each step—that is, we assumeraform thread scheduler
We formalize this by defining a global transition relation

=2 on global configurations:

Oa)=c
(¢, p)—p!
p=1/10]
(0, )=
Oa) =c
(e p)— (e,
p=1/10]
(0, m)==

(hw

(GLOBAL)

(O -, MI)

p)

= }.n)

The judgment{O, )= (O, ) asserts that the probabil-
ity of going from global configuratioO, p) to (O’, 1') is

p. Note thatO — « denotes the thread pool obtained by re-
moving thready from O, andO]« := ¢] denotes the thread
pool obtained by updating the command associated aith
to ¢’. The third rule 6LOBAL), which deals with an empty
thread pool, allows us to view a multi-threaded program as
a discrete Markov chain [4]. The states of the Markov chain
are global configurations and the transition matrix is gov-

erned by=2s.

3 The Type System

Our type system is based upon the following types:

(datatypey 7 == L | H
(phrasetypes p == 7 | Tvar | , cmdry |
7 cmdn



(R-VAL)

(INT)

(sum)

(ASSIGN)

(SKiIP)

(1IF)

(WHILE)

(composp

(PROTECY)

~v(x) =7 var

yFx:T

yEn:L

yFe i1, yFes: T

yHel+ex:T

y(x)=7var, yke:T

yExz:=e:7cmdl

~ F skip : H cmd1

yhe:T
vk e T emdn
vt o7 ecmdn

~ Fif ethenc; elsecy : 7 ecmdn + 1

YyFEe:m
71 C 7o
vk e cmdrs
vk oo cmdTs

~ - if ethenc; elsecy : 5 ecmdry V 73

YyFEe:m
1 C T
73 C T2
vk ec:memdrs

vt whileedoc: m cmdr V73

vt e T emdm
vt e T emdn

vk er;e0 o Temdm 4+ n

vk e emdry
T2 C T3
vt eo i3 cmdry

Y er;e AT emdr Vg

yhEe:mecmdr
¢ contains nawhile loops

~ t protectc: 71 cmd1

Figure 1. Typing rules



(BASE)

(cmMD)

LCH

/ /
71 €711, T2 C Ty

71 ecmdre C 7 ecmdT)

T Cr

Tcmdn C 77/ cmdn

7cmdn C 7emdL

(REFLEX)

(TRANS)

pCp

p1 € p2, p2 Cp3

p1 € p3

(suBsumP)

YFEpip1, p1Cp2

yEp:p2

Figure 2. Subtyping rules

The rules of the type system are given in Figures 1 and 2.by rule (suBsump) on (5) using rule 6ASE), and

In the rules (F), (WHILE), and CoMPOsB, Vv denotegoin

(least upper boundand A denotesmeet(greatest lower
bound. The rules allow us to proviping judgment®f

the form~ + p : p as well assubtyping judgmentsf the
form p; C po. Herey denotes aidentifier typing mapping
identifiers to phrase types of the fornvar. As usual, we
say that phrasgis well typedundery if v - p : p for some
p. Similarly, thread poob is well typed undery if each
thread inO is well typed undery.

As an example, let's show the derivation of the typing of

example 7 from the Introduction:
v Fy:=5;whilez +1doskip : LcmdH,
assuming that(z) = H var andy(y) = L var. We have
yH5 : L Q)

by rule (NT). Then we get

yHy:=5: Lcmdl (2)
by rule (AssIGN) on (1), and
yHy:=5: LcmdL 3)

by rule (suBsumP on (2) using the third ruleqvb). Next
we have
vz o H 4)

from rule R-vAL) and
yH1: L (5)
by rule (NT), which gives

yH1: H (6)

YRzl : H (7)
by rule (sum) on (4) and (6). Next

v+ skip : H cmdl1 (8)
by rule (ski1P), and hence

vk skip : HcmdL 9

by rule (suBsumP on (8) using the third rule qvD).
Hence we get

~+ while z + 1 do skip : HcmdH (20)

by rule (WHILE) on (7) and (9), sincdi C H (by rule
(REFLEX)) andL C H (by rule BASE)), and sinceH V L =
H. And finally, we get

vt y:=5;while x +1doskip : LcmdH (12)

by the second ruledompPosH on (3) and (10), sincé C
H,LNH=L,andLV H =H.
We now give some discussion of the typing rules.
The first (F) rule says that aif statement takes + 1

steps if both its branches takesteps. This rule can some-
times be used to “pad” a command to eliminate timing
leaks, as in the transformation approach proposed by Johan

Agat [1]. For example, ifc : H andy : L, then the thread

if z = 0then

T =T *xX; T =T *xXT
else

r:=x+1;
y:=0



is dangerous, because the time at whjdk assigned 0 de-  thereby masking any timing differences resulting from dif-
pends on the value af. And this program is not well typed ferent values of.

under our rules—ththen branch of thef has typeld cmd?2

and theelsebranch has typé/ cmd1, which means that 4 Properties of the Type System

the first (F) rule does not apply. Instead we must coerce
the two branches to typH cmd L and use the second§
rule, which gives théf type H cmd H. But this makes it
illegal (under the second rule¢mpPoOsB) to sequentially
compose thé& with the assignmenj := 0, which has type

L cmdl,andH ¢ L. To make the program well typed, we

can pad thelsebranch tar := « + 1; skip, which has type | emma 4.1 Any command involving only variables has

giving it type H cmd3, and then we can give the thread pas typer7 cmd H.

type L cmd4, using the first rule gomposH. It should
be noted, however, that Agat's transformation approach isNote this is certainly not the case for the type system of

In this section, we formally establish the properties of
the type system. We begin with a lemma that shows that the
type system does not restrict a thread at all unless thedhrea
involves bothl. and H variables:

more general that what we can achieve here. [13], since (for example) that system disalloWsvariables
The second ruleif) is rather complex. One might hope in the guards ofvhile loops.
that we could exploit subtyping to simplify the rule, butghi Now we establish the soundness of the type system.

is not possible here. We would not want to coerce the type

of e up to7,, because then it would appear that the execution Lemma 4.2 (Simple Security) If - e : L, then contains
time of theif depends om, variables. Nor would we want only L variables.

to coerce the types a@f andc;, to 7, cmds, because then
it would appear that thi# can assign te; variables.

We can, however, specialize the second rietp a pair
of rules in the case wherk and H are the only security
levels; the same specialization can be done to nuiei(E)
and the SeCOI’Id.I‘ule.IZOMPOSE). The specialized typing  pgof. By induction on the structure of L]
rules are shown in Figure 3.

The constraints C 75 in rule (WHILE) is perhaps sur-  Lemma 4.4 (Subject Reduction)Suppose thatc, 1) —
prising? but the typing rules are unsound without it. The (d, ). fy+ ¢: 71 cmdr, theny - ¢ : 7 cmd,.
problem is thatvhile e do ¢ implicitly involves sequential ~ And ify - ¢ : 7 cmdn theny - ¢ : 7 cmd (n—1).
composition ofc and the entire loop, as shown in the sec-
ond rule (00P). As a result, if¢’s running time depends  Proof. By induction on the structure of

Proof. By induction on the structure ef [

Lemma 4.3 (Confinement)If v - ¢ : H cmdr, thenc
does not assign to any variables.

on H variables, ther: must not assign td. variables. For The result holds vacuously if is of the formz := e,
example, ifz is H andy is L, then without the constraint  skip, or protect ¢'.
73 C 79 in rule (WHILE), the following program would be If cis of the formif e then ¢; elsecy, thenc' is eitherc,
well typed: or co. Now, if ¢ has typer cmdn, then it must be typed
by the first rule (F), which implies that botla; andc, have
while 1 do type 7 cmd(n — 1). And if ¢ has typer; cmd,, then it
(y ==y + 1; while z do skip) is typed either with the first ruleig) (using the fact that

. _ 71 cmdm C 7 cmdry), or with the second rulei). In

Note thaty := y + 1 has typel, cmd L andwhile = do skip  the first caseg; andc, have typer; cmdm, which implies
has typeH cmd H, so the loop body has type cmd H. that they also have typs cmdr,. In the second case;
Henge, without the constraing C T2, thewhile Ioop.can andc, have typer; cmd-s, for somers with 75 C 7. So
be given .typeL cmd H. But the loop is dgngerous—af_: they have type: cmd as well, by rule §UBSUMP.
0, theny is incremented only once, and:if# 0, theny is If ¢ is of the formwhile e do ¢1, thenc’ is of the form
incremented repeatedly. ~ cp;ce. In this casec cannot have type cmdn; it must

Finally, we note thaprotect ¢ takes a command that is  haye typer; cmdr by rule (WHILE). Hencec; has type
guaranteed to terminate and makes it appear to run in just. cmdr, for somer; with 73 C 7 andrs C 7,. Therefore,
one step. This gives another way of dealing with the exam- py the second ruledomPosB, c1; ¢ has typer; cmd 7.2
ple program discussed above; rather than paddingftee Finally, if ¢ is of the forme, ; ¢z, thend is eitherc, (if
branch, we can jugirotect theif (or just itsthen branch), (c1, p)—p') O &, ¢ (if (c1, p)— (¢}, ). If ¢ has type

lindeed, | did not originally notice the need for it. 2Note that this last step would fail without the constraigtC 7 .



(IF) yke: L

Yk er T emdr
ke cmdry

~ kif ethenc; elsecy : 7 cmd

yHe: H

yke: HemdH
Yk e HemdH

~ +if ethenc; elsecy : H cmd H

vk ec:m ecmdry

v+ whileedoc:m cmdr

vyt e: HemdH

v+ whileedoc: HcmdH

(WHILE) yhe:L
T2 €T
yFe: H
(compPosH

yke:memdL

vk cmdry

YFecieo

51 CdeQ

vk e :TemdH
vyt e : HemdH

yEepeo

TcmdH

Figure 3. Typing rules specialized to L and H

7 cmdn, then it must be typed by the first rulegmpPosp
which means that; has typer cmdk and ¢ has type
7 cmd! for somek andl with &k +1 = n. If ¢/ is ca, then
we must havet = 1, socy has typer cmd(n — 1). If ¢/
is ¢}; c2, then by inductiore] has typer cmd(k — 1), and
thereforec’ has typer cmd(k —1+1) = 7 cmd(n — 1).
And if ¢ has typer; cmdr,, then it must be typed by
the second ruleqompP0OsH which means that; has type
73 cmdr, and ¢, has typers cmdrg, for somers, 7y,
75, and 7 satisfying the subtyping constraints C 75,
T4 € 7o, T7q € T2, 1 C T3, andﬁ C 15. Now, if ¢/
is ¢2, then by rule §uBsump it also has typer; cmdr,
sincers cmdrs C 7, cmdre. And if ¢ is ¢}; c2, then by
induction¢} has typers cmdry, and therefore’ has type
T CdeQ. O

Lemma4.5If v + ¢ : 7cmdl and donfu) = dom(v),
then(c, u)— u’ for somey/.

Proof. The only commands with typecmd1 arex := e,
skip, andprotect ¢;. The result is immediate in the first
two cases; in the case @fotect ¢; we note that ifc; is
well typed and free oivhile loops, there; is guaranteed to
terminate. [

Definition 4.1 Memoriesy and v are equivalent with re-

spect toy, written u~,v, if i, v, and~y have the same do-
main andy andv agree on allL variables.

We now explore the behavior of a well-typed command
¢ when run under two equivalent memories. We begin with
a Mutual Termination lemma fawhile-free programs:

Lemma 4.6 (Mutual Termination) Let ¢ be a command
containing nowhile loops. Ifcis well typed undety, u~ v,
and (c, u)—*p/, then there is @’ such that(c, v)—*1/
andp/~,v/.

Proof. Similar to Lemma 5.6 of [13]. [

In the context of multi-threaded programs, however, it is
not enough to consider only the final memory resulting from
the execution of (as in the Mutual Termination lemma); we
must also consider timing. The key property that lets us es-
tablish probabilistic noninterference is this: if a welped
command: is run under two equivalent memaories, it makes
exactly the same sequence of assignmenisvariablesat
the same timedHence the two memories will remain equiv-
alent after every execution step. (Note however thatay
terminate faster under one memory than the other; but then
the slower execution will not make any more assignments
to L variables.)



Here’s an example that illustrates some of the working of

the type system. Suppose thais a well-typed command
of the form
(if e thenc; elsecs); cs.

What happens when is run under two equivalent mem-
oriesp andv? If e : L, thenu(e) = v(e) by Simple

Security, and hence both executions will choose the sam

branch. If, insteade : H, then the two executions may
choose different branches. But if tlifeis typed using the
first rule (F), then both branches have typecmdn for
somen. Therefore neither branch assignsitovariables,
by Confinement, and both branches terminate aftstieps,
by Subject Reduction. Hence both executions will reach

at the same time, and the memories will still be equivalent.

And if theif is typed using the second rule), then it gets

type H cmd H, which is also the type given to each branch.

Again, neither branch assigns fovariables, by Confine-

ment. Now, in this case the two branches may not terminate

e c=d,
e c andd both have typdf cmd, or

e ¢ has standard forna;; co; c3;. . . ; cx, d has standard
formds;co;cs;. . . e, for somek, andc; andd; both
have typeff cmdn for somen.

SWe extend the notion of equivalence to configurations by

saying that configurationS' and D are equivalent, written
C~, D, if any of the following four cases applies:

e C'is of the form(c, pt), D is of the form(d, v), c~d,
andy~.v.

e Cis of the form(c, ), D is of the formv, ¢ has type
H cmdr, andy~,v.

e (C'is of the formu, D is of the form(d, v), d has type
H cmdr, andp~,v.

at the same time—indeed, one may terminate and the other e C'is of the formyu, D is of the formy, andu~.v.

may not. But the entire commarid e then ¢; elsecs); s
will have to be typed by the second ruteqmpP0sg, which
means thats : H cmd H. Hencecs makes no assignments
to L variables, which means that, as farlavariables are
concerned, it doesn’'t matter when (or even whethgrs
executed.

To formalize these ideas, we need to define a notion of

equivalence on configurations; then we can argue-that
takes equivalent configurations to equivalent configunatio

(In effect, we are saying that a command of typeemd
is equivalent to a terminated command.)

Theorem 4.7 (Sequential Noninterference)Suppose that
(¢, w)~~(d,v), (c,p)—C", and (d,v)—D’. Then
C'~., D

+D'.

Proof. We begin by dealing with the case wheandd both
have typeH cmdr, for somer. In this case, by the Con-

But first we make some observations about sequential com{inement Lemma, neithemor d assigns to any, variables.

position. Any command can be written in thestandard
form

(- ((er3e2)5¢3); )5 ¢

for somek > 1, wherec; is nota sequential composition
(butcs throughe, might be sequential compositions). If we
adopt the convention that sequential composition assxciat
to the left, then we can write this more simply as

C15C25€35 ... Ck-

Now, if ¢ is executed, it follows from thesEQUENCH rules
that the first execution step touches onjythat is, we have
either

(cr5e2;5¢35. 5 cp, p)—(c25 ¢35 .5 Cy 1),
if (c1,u)— ', or else
(crica5e35. .0, p)— (s ca5 035 s cy 1),

if (c1,0)—(c}, 1'). Now we define our notion of equiva-
lence on commands:

Definition 4.2 We say that commandsandd are equiva-
lent with respect toy, writtenc~.,d, if c andd are both well
typed undery and either

Hence the memories ¢’ andD’ remain equivalent. Now,
if ¢’ is of the form(c’, ) and D’ is of the form(d’, '),
then by the Subject Reduction Lemmaandd’ both have
type H cmdr, which givesc’~,d’. The cases whe@" is
of the formy’ and/orD’ is of the formy/ are similar.

Now consider the case wheteandd do not both have
type H cmdr. Letc have standard formy; co;c3;. . . ; ck.
We can see from the definition ef, that eitherc = d ord
has standard forriy; co; c3; . . . ; ¢k, Wherec; andd, both
have typeH cmdn for somen.

In the latter case, we have by the Confinement Lemma
that neithere; nor d; assigns to any. variables. Hence
the memories o€’ and D’ are equivalent. And ifv > 1,
then by the Subject Reduction Lemnd&,andD’ are of the
form (c;co;c3;. . 5cr, 1) and(dy; co;cs;. .. 5 cp, V), rE-
spectively, where| andd) both have typeZ cmd(n — 1).
ThusC’'~,D’. And if n = 1, thenC’ and D’ are of
the form(cg; cs; - . - s ek, p’) @and(co; cs; - . - 5 ek, V'), respec-
tively.® So againC’~., D',

We are left, finally, with the case whete= d. Let them
have standard form;;cs;c3;...; ¢, and consider in turn
each of the possible forms of:

SActually, if & = 1 thenC’” and D’ are justy’ andv’ here. We'll
ignore this point in the rest of this proof.



Case skip. In this caseC’ is (ca;c3; . -

Case whilee do c¢;1. As in the case off, if e :

Casez := e. In this case, we have that' is

(casesi. .. ek, pla = ple)])
andD’ is
(co;es;. .. cpy v]x = v(e)]).

Now if z is H, thenu[z = p(e)|~, vz = v(e)].
And if x is L, then by rule ASSIGN) e : L. Hence
u(e) = v(e) by Simple Security, so again

plz = pe)l vl = v(e)).
ThereforeC’~., D’.

¢k, ) and D’ is

(c2;e3;...5¢p,v). SOC' ~, D).

Case ife then ¢q; elsecis. If e : L, then by Simple Secu-

rity u(e) = v(e). HenceC’ and D’ both choose the
same branch. That is, either

C" = (c115¢2;¢35 -5 Chs 1)
and

D' = (ci15 625355 ¢,y 1),
or else

C’ = (c125¢2; €35+ .- Chy 1)
and

D' = (c12;¢2;¢35. ;¢ V).

SoC'~.,D'.

If e doesn’t have typé,, then ifc; is typed by the first
rule (IF), then we have that;; andc;, both have type
H cmdn for somen. Therefore, whether or nat’
andD’ take the same branch, we havé-, D’.

And if ¢; is typed by the second ruler], than it gets
type H cmd H. But, by rule €ompPosBH, this means
thatcy; co also has typél cmd H. Thisin turn implies
thatcy; co; c3 has typeH cmd H, and so on, until we
get thatc has typeH cmd H. So, sincec = d here,
this case has already been handled.

L, then
by Simple Securityu(e) = v(e). Hence the two
computations stay together. That is, eith@r =

(co;e3;...;¢p, u)@andD’ = (co;cs;. .. ¢, v), OF else
C' = (c11;while edo c11; ea5 ¢35 . . .5 Cpe, 1)

and
D’ = (¢q1;while e do ¢y ¢o5 ¢35 . . - 5 ¢, V).

SoC'~,D'".
If e doesn’t have typé, then by rule (vHILE) we have
thatc; : H cmdH. As in the case off, this implies

Case protectcy;. By rule (PROTECT), c¢y1 contains no
while loops. Hence this case follows from the Mutual
Termination lemma.

O

We remark here that if is well typed andu~,v, then
(¢, u)~~(c,v). Hence, by applying the Sequential Non-
interference Theorem repeatedly, we see that, forkall
the configuration reached frofe, 1) after k steps will be
equivalent to the configuration reached frémv) after k
steps. Hence, as we claimed above, the two executions
make exactly the same assignmentd.toariables, at the
same times.

Now we change our focus from the execution ofian
dividual threadc, which is deterministic, to the execution
of a pool of threadsO, which is a Markov chain. Our
first thought, given the Sequential Noninterference Theo-
rem, may be that iD is well typed and~.,v, then(O, )
and (O, v) give rise to thesame(i.e. isomorphic) Markov
chains. But this isn’t quite right. For example, suppos¢ tha
Ois{a: (x =zxz), f:(x:=z+1)} Ifais
H, then memorie§z = 0} and{z = 1} are equivalent.
But runningO from {z = 0} gives a Markov chain with
4 states:(0,{z = 0}), {8 : (x :== =z + 1)}, {z = 0}),
{a: (z = xx2)},{z = 1}), and({},{z = 1}); and
running O from {x = 1} gives a Markov chain with 5
states: (O,{z = 1}), {8 : (z == z + D}, {z = 1}),
(fo : (z = zx2)}{z = 2}), {}.{z = 2}), and
({},{x = 4}). Note however that the last two states,
({},{z = 2}) and ({},{z = 4}) should be considered
equivalent; thus we might feel that the two Markov chains
are basically the same after all.

Formally, what we need is to construajaotient Markov
chain That is, given a Markov chain with state s¢tand
an equivalence relation on S, we'd like to form a new
Markov chainS/~ whose states are tlegjuivalence classes
of S under~. But when is this possible? Kemeny and
Snell, who refer to the issue as “lumpability”, identifiegéth
needed condition long ago [7, p. 124]:

If s ~ s2, then for each equivalence cladsthe
probability of going froms; to a state in4 is the
same as the probability of going frosp to a state

in A:
Zpsla = Zpsyz

acA a€A

(Herep,, , denotes the probability of going in one step from
s1 to a in the original Markov chain.) In this case, we can
define the transition probabilities f¢f/ ~ as follows: the
probability of going from equivalence class to equiva-
lence clas$3, denote 4 g, is ZbeB Pab, Wherea is any el-

thatc : H cmd H, so this case has again already been ement of4; the above condition says exactly that the choice

handled.

of a makes no difference. Within computer science, this



idea later appeared in the work of Larsen and Skou [8], who
(noting the analogy to bisimulation) introduced the name
probabilistic bisimulationfor such an equivalence relation
~. In more recent work, Hermanns [5] includes a lengthy
discussion of probabilistic bisimulation, and Sabelfeld a
Sands [9] apply it to probabilistic noninterference.

The key property o6/~ is this [5, p. 49]:

Theorem 4.8 Suppose that- is a probabilistic bisimula-
tion. Then for each starting state equivalence clasgl,
and integerk, the probability thatS, starting froms, will
end up in a state iM after k steps is equal to the probabil-
ity that S/~, starting from[s] (the equivalence class 6},
will end up in stateA after k steps.

Now, returning to our specific system, we want to de-
fine a probabilistic bisimulation, which we'll still cal-.,
on the set of global configuratiof®, 11). Under the (more
restrictive) type system of [13], it would suffice to define
(01, p)~+(O2,v) iff Oy = Oy andpu~,v. But here we

The new semantics says, in effect, that a completed thread
remains alive, wasting processor timaith this change,
we can now prove what we want:

Theorem 4.9 ~, is a probabilistic bisimulation on the set
of global configurations.

Proof. Suppose that(O, p)~~(O’,v) and suppose that
domO) anddom(O’) are{ay, az,...,a,}. Then(O,u)
and (O’,v) can each go tow (not necessarily distinct)
global configurations(O1, pi1), (O2,p2), .., (On, tin),
and (01,11), (O4,12), ..., (O, v,), each with proba-
bility 1/n, where(O;, ;) and (O}, v;) denote the global
configurations reached by choosing thread Now, since
O(a;)~,0'(;), we have by the Sequential Noninterfer-
ence Theorem thai0;, i;)~~ (O}, v;) for all 7. This im-
plies that the probabilities of reaching any equivalenas<l!
from (O, u) or from (O’, v) are the same. [J

need a looser notion, since (as discussed above) the exe- Finally we can argue that well-typed programs satisfy

cutions of a well-typed commandunder two equivalent
memories: andv can be quite different. Roughly, we want
to have(Oy, i)~ (02, v) if p~,v andO; (o)~ 02 (a) for

all a. But actuallyO; andO- could have different domains,
since changing the values &f variables can affect the run-
ning time of well-typed commands. So we’d like to say that

probabilistic noninterference: & is well typed andi~., v,
then (O, 1)~~(0,v). Hence, by Theorem 4.8, the proba-
bility that the L variables have certain values aftesteps is
the same when starting frof®, 1) as when starting from
(O,v).

O: can have extra threads in it, so long as they have typeg  Conclusion

H cmdr, (and similarly forO5). Unfortunately, this won't
work within our framework of probabilistic bisimulation,
because the transition probabilities will not be the same in
this case. For example, @, = {a : (y := 1), G : skip}
andOy = {«a: (y := 1)}, wherey is L, then(Oz, {y = 0})
goesto{}, {y = 1}) with probability 1, but{O;, {y = 0})
goes to the equivalent configuratiofy : skip}, {y = 1})
with probability only1/2.4

So to get a probabilistic bisimulation, we need a stronger
definition that requires equality of domains:

Definition 4.3 (Oy, )~ (02, v) if dom(O;) = domO>),
O1(a)~y02(«) for all o € domO4), andp~.v.

And, regrettably, we have to change our ruta OBAL) to
prevent the thread pool domain from ever changing:
Oa) =c

(¢, p)—p

p=1/]0]

(O, )= (O[ar := skip], 1)
O(a)=c

(¢, p)— (', 1)

p=1/]0]

(0, )= (Ol := '], i)

4Note that intuitively there is no information leakage hets; just a

question of one program running more slowly than the othaichvis not
observable internally.

(GLOBAL)

10

The new type system allows probabilistic noninterfer-
ence to be guaranteed for a much larger class of programs
than previously permitted. In particular, there seems to be
hope that the system might not be too hard to accommodate
in practice, since any threads that involve ofywariables
or only L variables are automatically well typed.

As in previous work, we have assumed that program ex-
ecution is observable only internally; with external obser
vations of running time, timing leaks are certainly possi-
ble, becaus@rotected commands won't really execute in
one time step. However, if a program is well typed with-
out the use oprotect, then it seems possible in principle to
allow external observations, except that our simple timing
model is unrealistic. For example, our semantics specifies
thatz := z*x andskip each execute in 1 step, which seems
to require an implementation that wastes a lot of time. Agat
[2] has recently attempted to tackle external timing leaks i
the realistic setting of Java byte-code programs, which re-
quires the consideration of a host of delicate timing issues
such as caching.

On the other hand, if we are concerned only with inter-
nal timing leaks, then we don't really need such precise

5Also note that we actually have to do some summing in=gur re-
lation, since now it may be possible f¢®, 11) to reach(O’, 1) in more
than one way; see [9, p. 202].



timings. In particular, if doesn’t matter to us how much
time x := x * x andskip actually take, so long as rule
(cLoBAL) is implemented faithfully, which means simply

that the scheduler randomly picks a new thread after each
computation step. Of course, doing scheduling with such [11

fine granularity would appear to involve high overhead; it
remains to be seen whether acceptable performance coulqlz]

be achieved with such a scheduler. This needs more study.

In other future work, it would be desirable to find a
weaker notion of probabilistic bisimulation that would al-
low our original rule GLOBAL) to be used. Also, it would

be useful to investigate type inference for the new system,

presumably using the approach of [12]. Finally, it would

be valuable to integrate cryptography into the framework
of this paper by using a weaker notion of noninterference
based on computational complexity; some preliminary steps

in this direction have been made [14, 11].

6 Acknowledgments

This work was partially supported by the National Sci-

ence Foundation under grant CCR-9900951. | am grate-
ful to Andrei Sabelfeld, David Sands, Dennis Volpano, and
the anonymous reviewers for their useful comments on this

work.

References

(1]

(2]

(3]

(4]

(5]
(6]

J. Agat. Transforming out timing leaks. IRroceedings
27th Symposium on Principles of Programming Languages
pages 40-53, Boston, MA, Jan. 2000.

J. Agat. Type Based Techniques for Covert Channel Elimi-
nation and Register AllocationPhD thesis, Chalmers Uni-
versity of Technology, Goteborg, Sweden, Dec. 2000.

D. Denning and P. Denning. Certification of programs for
secure information flow. Commun. ACM20(7):504-513,
1977.

W. Feller. An Introduction to Probability Theory and Its Ap-
plications volume I. John Wiley & Sons, Inc., third edition,
1968.

H. Hermanns.Interactive Markov ChainsPhD thesis, Uni-
versity of Erlangen-Nurnberg, July 1998.

K. Honda, V. Vasconcelos, and N. Yoshida. Secure inferma
tion flow as typed process behaviour.Rroceedings 9th Eu-
ropean Symposium on Programmijnglume 1782 of_ec-
ture Notes in Computer Sciengeages 180-199, Apr. 2000.

[7] J. Kemeny and J. L. SnellFinite Markov Chains D. Van

(8]

[9] A. Sabelfeld and D. Sands.

Nostrand, 1960.

K. G. Larsen and A. Skou. Bisimulation through probaili
tic testing.Information and Computatiqr94(1):1-28, 1991.
Probabilistic noninterferen
for multi-threaded programs. IRroceedings 13th IEEE
Computer Security Foundations Workshppges 200-214,
Cambridge, UK, July 2000.

11

[10]

[13]

] D. Volpano.

G. Smith and D. Volpano. Secure information flow in
a multi-threaded imperative language. Rroceedings
25th Symposium on Principles of Programming Languages
pages 355—-364, San Diego, CA, Jan. 1998.

Secure introduction of one-way functions.
In Proceedings 13th IEEE Computer Security Foundations
Workshop pages 246-254, Cambridge, UK, June 2000.

D. Wolpano and G. Smith. A type-based approach to pro-
gram security. InProc. Theory and Practice of Software
Developmentvolume 1214 ofLecture Notes in Computer
Sciencepages 607-621, Apr. 1997.

D. Wolpano and G. Smith. Probabilistic noninterferenc
in a concurrent languageJournal of Computer Security
7(2,3):231-253, 1999.

4] D. Volpano and G. Smith. Verifying secrets and relative

[15]

secrecy. InProceedings 27th Symposium on Principles of
Programming Languagepages 268—-276, Boston, MA, Jan.
2000.

D. Volpano, G. Smith, and C. Irvine. A sound type sys-
tem for secure flow analysidournal of Computer Security
4(2,3):167-187, 1996.



