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Abstract. In system management applications, to perform automated analysis of
the historical data across multiple components when problems occur, we need to
cluster the log messages with disparate formats to automatically infer the com-
mon set of semantic situations and obtain a brief description for each situation. In
this paper, we propose a clustering model where the problem of clustering is for-
mulated as matrix approximations and the clustering objective is minimizing the
approximation error between the original data matrix and the reconstructed ma-
trix based on the cluster structures. The model explicitly characterizes the data
and feature memberships and thus enables the descriptions of each cluster. We
present a two-side spectral relaxation optimization procedure for the clustering
model. We also establish the connections between our clustering model with ex-
isting approaches. Experimental results show the effectiveness of the proposed
approach.

1 Introduction

1.1 Background on System Log Files

With advancement in science and technology, computing systems are becoming increas-
ingly more complex with an increasing variety of heterogeneous software and hardware
components. They are thus becoming increasingly more difficult to monitor, manage
and maintain. A popular approach to system management is based on analyzing system
log files. The data in the log files describe the status of each component and record
system operational changes.

The heterogeneous nature of the system makes the data more complex and compli-
cated. As we know, a typical computing system contains different devices (e.g., routers,
processors, and adapters) with different software components (e.g., operating systems,
middleware, and user applications), possibly from different providers (e.g., Cisco, IBM,
and Microsoft). These various components have multiple ways to report events, condi-
tions, errors and alerts. The heterogeneity and inconsistency of log formats make it
difficult to automate problem determination [5]. For example, there are many different
ways for the components to report the start up process. Some might log “the component
has started”, while others might say that “the component haschanged the state from



starting to running”. Imagine that we would like to automatically perform the following
rule: if any component has started, notify the system operators. Given the inconsistent
content and sometimes subtle differences in the way components report the “started”
process, writing a program to automate this simple task is difficult, if not impossi-
ble [10]. One would need to know all the messages that reflect the “started” status, for
all the components involved in the solution. Every time a newcomponent is installed,
the program has to be updated by adding the new component’s specific terminology for
reporting “started” situations. This makes it difficult to perform automated analysis of
the historical event data across multiple components when problems occur.

To perform automated analysis of the historical event data across multiple compo-
nents when problems occur, we need to categorize the text messages with disparate
formats into common situations [10]. Clustering techniques are then needed to auto-
matically infer the common set of situationsfrom historical data andobtain a brief
description for each situation. This would create consistency across similar fields and
improve the ability to correlate across multiple componentlogs.

1.2 Clustering

As a fundamental and effective tool for efficient organization, summarization, naviga-
tion and retrieval of large amount of documents, clusteringhas been very active and
enjoying a growing amount of attention with the ever-increasing growth of the on-line
information. The clustering problem can be intuitively described as the problem of find-
ing, given a setW of somen data points in a multi-dimensional space, a partition ofW
into classes such that the points within each class aresimilar to each other. The cluster-
ing problem has been studied extensively in machine learning [11], databases [7, 13],
and statistics [2] from various perspectives and with various approaches and focuses.

Despite significant research on various clustering methods, few attempts have been
made to obtain the descriptions for each cluster. In this paper, we present a clustering
model1 where the problem of clustering is formulated as matrix approximations. The
model explicitly characterizes the data and feature memberships and thus enables the
descriptions of each cluster. The goal of clustering is thentransformed to minimizing
the approximation error between the original data matrix and the reconstructed matrix
based on the cluster structures. We provide an optimizationprocedure based on two-
side spectral relaxation. In addition, we show the connections between our model with
other clustering algorithms.

The rest of the paper is organized as follows: Section 2 introduces the notations and
describes the general clustering model, Section 3 presentsthe optimization procedures
based on two-side spectral relaxations, Section 4 presentsthe experimental results on
system log data, finally, our discussions and conclusions are presented in Section 5.

2 The Clustering Model

We first present the clustering model for clustering problem. The notations used in the
paper are introduced in Table 1.
1 In this paper, we use model and framework interchangeably.



W = (wi j )n×m The Data set
D = (d1,d2, · · · ,dn) Set of data points
F = ( f1, f2, · · · , fm) Set of features
K Number of clusters for data points
C Number of clusters for features
P = {P1,P2, · · · ,PK} Partition ofD into K clusters
i ∈ Pk,1≤ k≤ K i-th data point in clusterPk
p1, p2, · · · , pK Sizes for theK data clusters
Q = {Q1,Q2, · · · ,QC} Partition ofF into C clusters
q1,q2, · · · ,qC Sizes for theC feature clusters
j ∈ Qc,1≤ c≤C j-th feature in clusterQc

A = (aik)n×K Matrix designating the data membership
B = (b jc)m×C Matrix designating the feature membership
X = (xkc)K×C Matrix specifies/indicates the association

between data and features or
the cluster representation

Trace(M) Trace of the Matrix M
Table 1. Notations used throughout the paper.

The model is formally specified as follows:

W = AXBT +E (1)

where matrixE denotes the error component. The first termAXBT characterizes the
information ofW that can be described by the cluster structures.A andB designate
the cluster memberships for data points and features, respectively. X specifies cluster
representation. Let̂W denote the approximationAXBT and the goal of clustering is to
minimize the approximation error (orsum-of-squared-error)

O(A,X,B) = ‖W−Ŵ ‖2
F
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Note that the Frobenius norm,‖ M ‖F , of a matrixM = (Mi j ) is given by‖ M ‖F=
√

∑i, j M
2
i j .

3 The Optimization Procedure

Without loss of generality, we assume that the rows belong toa particular cluster are
contiguous, so that all data points belonging to the first cluster appear first and the



second cluster next, etc2. ThenA can be represented asA =
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is a diagonal matrix with the cluster size on the diagonal. The

inverse ofATA serves as a weight matrix to compute the centroids. Hence, ingeneral,
if A andB denote the cluster membership, then we haveATA = diag(p1, · · · , pK) and
BTB = diag(q1, · · · ,qC) are two diagonal matrices.

Double K-Means SupposeA = (aik),aik ∈ {0,1},∑K
k=1aik = 1,B = (b jc),b jc ∈

{0,1},∑C
c=1b jc = 1. Thus, based on Equation 3, we obtain

O(A,X,B) = ‖W−Ŵ ‖2
F=
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For fixed Pk and Qc, it is easy to check that the optimumX is obtained by
xkc = 1

pkqc
∑i∈Pk ∑ j∈Qc wi j , In other words,X can be thought as the matrix of centroids

for the two-side clustering problem and it represents the associations between the data
clusters and the feature clusters [3].O(A,X,B) can then be minimized via a two-side
iterative procedure (i.e., the natural extensions of the K-means type algorithm for two-
side cases [1, 3, 8].

Spectral Relaxation If we relax the conditions onA andB, requiringATA = IK and
BTB = IC, we would obtain an optimziation procedure based on a two-side spectral
relaxation. Similar ideas have been explored in for gene expression data in [4]. Here we
illustrated in our clustering model. Note that

O(A,X,B) = ‖W−AXBT ‖2
F

= Trace((W−AXBT)(W−AXBT)T)

= Trace(WWT)+Trace(XXT)−2Trace(AXBTWT)

2 This can also be applied to column clusters.



Since Trace(WWT) is constant, hence minimizingO(A,X,B) is equivalent to minimiz-
ing

O′(A,X,B) = Trace(XXT)−2Trace(AXBTWT). (5)

The minimum of Equation 5 is achieved whereX = ATWBas ∂O′

∂X = X−ATWB.
PluggingX = ATWB into Equation 5, we have

O′(A,X,B) = Trace(XXT)−2Trace(AXBTWT)

= Trace(ATWBBTWTA)−2Trace(AATWBBTWT)

= Trace(WWT)−2Trace(ATWBBTWTA)

Since the first term Trace(WWT) is constant, minimizingO′(A,X,B) is thus equivalent
to maximizingTrace(ATWBBTWTA).

Let G = WB, thenTrace(ATWBBTWTA) = Trace(ATGGTA).

Proposition 1 Given B, Trace(ATGGTA) can be maximized by constructing A with the
eigenvectors of GGT corresponding to the K largest eigenvalues.

Note that Trace(ATWBBTWTA)= Trace(BTWTAATWB). DenoteH =WTA. Similarly,
we have

Proposition 2 Given A, Trace(BTHHTB) can be maximized by constructing B with
the eigenvectors of HHT corresponding to the C largest eigenvalues.

Proposition 1 and Proposition 2 can be proved via matrix computations [6] and they
lead to an alternating optimization procedure to maximizeTrace(ATWBBTWTA),
i.e., updateB to maximize Trace(ATWBWTBTA) and updateA to maximize
Trace(BTWTAATWB). The alternative optimization procedure can be thought as atwo-
side generalization of the spectral relaxation [12]. Afterobtaining the relaxedA andB,
the final cluster assignments of the data points and featuresare obtained by applying
ordinary K-means clustering in the reduced spaces. A short description of the clustering
procedure is presented asAlgorithm 1.

4 Experiments

We performed experimental studies to 1) show that the clustering model can identify
the inherent structure in real application studies on system log files, and 2) verify that
our proposed clustering method can improve the clustering performance. Due to space
limit, we only present a case study on clustering system log files, showing that the
cluster model can identify the inherent structures of the datasets.

4.1 Log Data Generation

The log files used in our experiments are collected from several different machines
with different operating systems using logdump2td (NT datacollection tool) developed
at IBM T.J. Watson Research Center. The raw log files containsa free-format ASCII
description of the event. In our experiment, we apply clustering algorithms to group the
messages into different situations. To pre-process text messages, we remove stop words
and skip HTML labels.



Algorithm 1 Two-Side Spectral Relaxation

Input: (Wn×m, K andC)
Output:P,Q: set of clusters;
begin
1 InitializeA;
2. Iteration: Do while the stop criterion is not met

begin
2.1 UpdateB to maximizeTrace(ATWBWTBTA)
2.2 ComputeX = ATWB
2.3 UpdateA to maximizeTrace(BTWTAATWB)

end
3. Get the final clusteringsP andQ
end

4.2 Experimental Results on Log Data

The general cluster framework introduced in Section 2 explicitly models both data and
feature assignments. With the feature assignments, we can get the distinguishing words
for each cluster and consequently obtain a description for the cluster. We useAlgorithm
1 described in Section 3 in our experiments.

Figure 1 shows the original word-document matrix of the log file and the reordered
matrix obtained by arranging rows and columns based on the cluster assignments. The
figure reveals the hidden sparse structure of both the document message and word clus-
ters.
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(b) Dataset after Reordering

Fig. 1. Visualization of the original message-data matrix and the reordered document-data matrix.

Table 2 lists the discriminating words for several clusters. We can derive meaningful
common situations from the cluster results. For example, cluster 1 mainly concerns



Cluster NumberWords
1 product, configuration, completed
2 inventory, server, respond, network, connection, party, root
3 create, temporary, file
4 exist, directory, domain, contacted, contact, failed, certificate, enrollment
5 profile, service, version, faulting, application, module,fault, address
6 completed, update, installation
7 service, started, application, starting
8 stopped, restarted, completed, failed, shell, explorer

Table 2. keywords and their clusters

product configuration, Cluster 2 is about aspects related toa connection to another
component, Cluster 3 describes the problem of creating temporary files etc.

The case study on clustering log message files for computing system management
provides a successful story of applying the cluster model inreal applications. The log
messages are relatively short with a large vocabulary size [9]. Hence they are usually
represented as sparse high-dimensional vectors. In addition, the log generation mecha-
nisms implicitly create some associations between the terminologies and the situations.
Our clustering model explicitly models the data and featureassignments and is also able
to exploit the association between data and features. The synergy of these factors leads
to the good application on system management.

5 Discussions and Conclusions

Based on different constraints on the matricesA, B andX, our cluster model encom-
passes different clustering algorithms. The relationships between our clustering model
and other well-known clustering approaches can be briefly summarized in Figure 2.

Double K−Means

One−Side Clustering

Two−Side Spectral Relaxation

Our Clustering Model

Consistent optimization criteria

B is identity matrix

A and B are orthonormal

Information−Theoretic Clustering

Entries of A and B are positive

Iterative Data and Feature Clustering

Fig. 2. Relations of Our Clustering Models and Other Approaches.

In this paper, we present a clustering model and investigates its applications to clus-
ter system log data. The model explicitly characterizes thedata and feature member-
ships and thus enables the descriptions of each cluster. A two-side spectral relaxation



method is presented as the optimization procedure for clustering. In addition, we also
establish the connections between our clustering model with existing approaches. Ex-
perimental results show the effectiveness of the proposed approach.
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