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Abstract—Modern computing systems are instrumented to  deciphering events and errors reported by multiple praduct
generate huge amounts of system logs and these data can and components [4]. Once the log data has been transformed
be utilized for understanding and complex system behaviors into a canonical form, the second challenge is the design

One main fundamental challenge in automated log analysis f efficient alqorith f vzing | it f th
is the generation of system events from raw textual logs. ot einicient aigorithms for analyzing 1og patterns from the

Recent works apply clustering techniques to translate theaw ~ €vents. Table | shows an example of the SET&)y collected
log messages into system events using only the word/term from FileZilla [11]. In order to analyze the behaviors, the

information. In this paper, we first illustrate the drawbacks raw log messages need to be translated to several types
of existing techniques for event generation from system |&3  f eyents. Figure 1 shows the corresponding event timeline

We then proposelLogTree, a novel and algorithm-independent . - .
framework for events generation from raw system log mes- created by the log messages. The event timeline provides a

sages.LogTree utilizes the format and structural information Convenie_nt platform for people to understand log behaviors
of the raw logs in the clustering process to generate system and to discover log patterns.
events with better accuracy. In addition, an indexing data

structure, Message Segment Table, is proposed ihogTree Table I: An Example of FileZilla’s log.
to significantly improve the efficiency of events generation
Extensive experiments on real system logs demonstrate the | NO gﬂoefg%gseoz 00ZT38 Comand P ET oA appSTeE Tk
. . . S1 -0o- 210 : . A
effectiveness and efficiency ot ogTree. so | 2010-05-02 00:21:40 Status: File transfer successfuisteared 823 bytes...
P . . s3 2010-05-02 00:21:41 Command: cd “/disk/storage006/dsers
Keywords-event generation; mining system log data; si | 2010-05-02 00:21:42 Command: cd “/disk/storage006/lisers
LogTree; log message clustering. s5 | 2010-05-02 00:21:42 Command: cd “/disk/storage006/{isers
s¢ | 2010-05-02 00:21:42 Command: put “E:/Tomcat/apps/recatchl” “/disk/...
|. INTRODUCTION s7 | 2010-05-02 00:21:42 Status: Listing directory /disk/atig006/usersllt...
S8 2010-05-02 00:21:42 Status: File transfer successfulsteared 1,232 bytes..|
Modern computing systems are instrumented to generatg s 20100502 00:21:42 Command: put “E:/Tomcat/apps/rabotchl” “disid..
. 510 -05- :21: esponse: New directory is: "/diskége users/lt...
huge amounts of system log data. The log data de_scrlbess11 2010-05-02 00-21-42 Command: mkdir "libraries”
the status of each component and records system internalsi> | 2010-05-02 00:21:42 Error: Directory /disk/storage0gérs/lt...
. : : : s13 | 2010-05-02 00:21:44 Status: Retrieving directory listing
operations, such as the starting and stopping of. Services, 1% | 2010-05-02 00:21:44 Command: Is
detection of network connections, software configuration| si5 | 2010-05-02 00:21:45 Command: cd “/disk/storage006/tisers

modifications, and execution errors. Analyzing system,logsl— L~
as an attractive approach for automatic system manage¢ - —w
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text messages for every 5 seconds [9]. I_n current clquc S . . -
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to analyze the huge amount of log data. T;;j L e R ‘;‘ =
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Generally there are two main challenges in performing An Error Message abou

. X : Created §ystem
automated analysis of system logs. The first challenge is Events

transforming the logs into a collection of canonical events Figure 1: Event timeline for the FileZilla log example.
Note that the number of distinct events observed can be
very large and also grow rapidly due to the large vocabular)a
size as well as various parameters in log generation [10]. In
addition, the variability in log languages creates diffiguih 1SFTP: Simple File Transfer Protocol

File transfer

Recently, there have been lots of research efforts on using
ata mining and machine learning techniques for analyz-



ing system logs [1][2][3][5][6][8]- Most of these efforts proposed similarity measurement based on this model. In
address the second challenge and focus on analyzing Idgection IV, we describe the framewoltlogTree for the
patterns from events for problem determination such asystem events generation with its indexing data structure
discovering temporal patterns of system events, predictinMessage Segment Table. In Section V we present the experi-
and characterizing system behaviors, and performingsyste mental studies on 4 real system logs. Section VI summarizes
performance debugging. They generally assume the log dathe related studies on system events generation. Finally,
has been converted into events and ignore the complexiti€Section VIl concludes the paper and discusses the future
and difficulties in transforming the raw logs into a collecti  work.

of events.
1. SYSTEM EVENTS GENERATION
B. Contributions of the Paper Formally, a series of system log is a set of messatjes
For modern complex systems, manually transforming raw{s1, s2, - - - , s}, wheres; is a log messagé,= 1,2,--- ,n,

log messages to system events is extremely expensivéndn is the number of log messages. The lengthSois
Most modern systems are composed of various componengenoted by|S|, i.e., n = [S|. The objective of the event
developed by different development teams or even withereation is to find a representative set of mess&geto
different techniques [12]. Collecting all templates of dog €xpress the information of as much as possible, where
from the system documents or source code is cumbersom&”| = & < |S|, each message &f* represents one type
and labor-intensive. In addition, there are some practicapf event, andk is a user-defined parameter. The intuition is
issues, such as the lack of the complete documentatioffustrated in the following Example.
and the permissions of accessing the source code, that Example 1:Table | shows a set of 15 log messages
would make the manual approach impossible. Some rece@€enerated by a FileZilla client. It mainly consists of 6
works [1][6][10] apply clustering techniques to translgte  types of messages, which include 4 different commands
raw log messages into system events automatically. Thée.g., “put”, “cd”, “mkdir”, and “Is”), responses, and ers
basic idea is to build clusters of the raw log messages wher€herefore, the representative s€t could be created to
each cluster represents one type of events. In clustering te {s1, s2, s3, s7, s11, 514}, Where different message types
log messages, however, existing techniques only make ud#cluding every type of the command, response, and error)
of the word/term information and ignore the format andare covered bys*, andk = 6.
structural information. We hope the created events to cover the original log as
In this paper, we first describe the drawbacks of existingnuch as possible. The quality 5f can be measured by the
clustering techniques for event generation from systera.log €vent coverage
We show that, current methods which only make use of Definition 1: Given two sets of log messagés and S,
the word/term level information, are not able to achievelS*| < [S], the event coveragef 5™ with respect toS is
good performance in transforming the raw log data into/c(S*,S), which can be computed as follows:
system events. Note that event generation is the basis for " "
further log pattern analysis. Thus low accuracy in log Je(57,5) = meea? Fo(a®, ),
data transformation would greatly limit the success of log ves
pattern analysis for problem determination. To address th&here Fc(z*, z) is the similarity function of the log mes-
limitations of existing methods, we then propdsegTree  Sager™ and the log message We will discuss the similarity
a novel framework for events generation from raw systenfunction in detail in Section III.
!og me;sagesLogTree utilizes_ the format gnd structural A. Problem Statement
information of the raw logs in the clustering process to . , , )
generate system events with better accuracy. An indexing GVen @ series of system log with a user-defined
data structure, Message Segment Table, is also introducdfr@meted < & < [S], the goal is to find a representative
in LogTreeto significantly improve the efficiency of events sets™ € 5, which satisfies:
creation. We collect system logs from 4 different and popula max Jo (S, S),
systems in real world applications and conduct extensive . _
: . subjectto  |S*| = k.
experiments are to demonstrate the effectivenetsgiree
Our experimental results show thabgTreeis about 2 - 10  Clearly, the system event generation can be regarded as a
times faster than its competitors. text clustering problem [14] where an event is the centroid
The rest of the paper is organized as follows: In Section llor medoid of one cluster. However, those traditional text
we formulate the problem of the system events generationlustering methods are not appropriate for system logs. We
and discuss the drawbacks of traditional solutions as welshow that those methods, which only extract the information
as our motivation. Section Il first introduces the semi-at the word/term level, cannot produce good results when
structural model of the log messages and then presents oused for clustering system logs.



B. Why is the word level information not enough? and the set of log messages segments (Le.}V — P),

It has been shown in [4] that log messages are relativelf'd vroor iS the root node. Note that this tree is just semi-
short text messages but have large vocabulary size. As s{ructural as we don't perform information extraction from
result, two messages of the same event type share very féf§¢ 109 messages. For building the tree, we only employ

common words. It is possible that two messages of the samid® context-free language parser to construct a hierathic
type have two totally different sets of words. structure of message segments. Example 2 shows examples

The following is an example of two messages from thefor FileZilla [11] and MySQL [16] logs.

PVFS?2 log file [9]. The two messages are status messages.Example 23Fi9”“? 3 ShOWS two semi—s.tructural _|09 mes-
Both of them belong to the same event tygtatus which ~ Sages for the FileZilla client logs. The first tree in Figure

prints out the current status of the PVFS2 internal engine.3 Shows an execution of a SFTP command “cd”, and the
second tree is about a response message from the SFTP

bytesread: 0 0 0 0 0 O server. The response message in the second tree can be
metadata keyvalops: 1 1 1 1 1 1 transformed to a semi-structural 1dg as follows:

Note that the two messages have no words in common Ti = {Vi,E1,L1,Vro0ty, Pi},
and clustering analysis purely based on the word level Vi = {u1,v2,03},
information would not reveal any similarity between the two Ei = {(vi,v2),(v1,03)},
messages. The similarity scores between the two messages

. — . .. . Vrooty = 1,
(thedcosm;a ﬁ!m|lar_|tyl[1_4£], tgg Jacca(;d similarity [15] thie P, = {'Response;*New directory is:’ “/disk
words matching similarity [10]) are 0. /storage006/users/Itang002/MyFilgs”
C. Motivation Li(vi) = “Responsey
Li(v2) = “New directory is:”

Although there is no common words between the two o .
messages in Section 1I-B, the structure and format informa-  L1(vs) = ‘/diskistorage006/users/ltang002/MyFiles

tion implicitly suggest that the two messages could bemng:igure 4 shows a semi-structural log message of the MySQL

to a same category as shown in Figure 2. The intuition i T .
straightforward: two messages are both split by the '’ the‘Server, which indicates the starting of the MySQL backend

left parts are both English words, and the right parts are gerver.
numbers separated by a tab. Actually, people often guess the 2010-05-02 00:21:44 Command: cd "MyFiles"
types of messages from the structure and format information
as well.

bytesread:0 0 0 0 0 O metadata keyvalops:1 11 1 1 1

N
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Figure 2: Two status messages in PVFS2.

In real system applications, the structure of log mes-
sages often implies critical information. The same type
of messages are usually assembled by the same template
so the structure of log messages indicates which internal Figure 3: A Semi-structural FileZilla log messages.
component generates this log message. Therefore, we should
consider the structure information of each log message . _ ) .

. . . . 100405 0:00:49 [Note] mysqld: ready for connections.Version:
instead of just treating it as a sentence. 5.1.39-community-log' socket: " port: 3306 MySQL Community

Server (GPL)
MySQL Community
Server (GPL)

2010-05-02 00:21:44 Response: New directory is:
"/disk/storage006/users/ltang002/MyFiles"

Response:

‘ metadata keyval ops: I

New directory is:

"/disk/storage006/users/Itang002/MyFiles'}

IIl. SEMI-STRUCTURALLOG MESSAGE

We propose a general semi-structural model to represent
the system log messages. It is able to capture the important
structural and format information in many real-world syste
logs. Formally, a semi-structural log is represented bya tr
T = {V, E, L, v;00t, P}, WhereV is the set of nodes’ is
the set of edgesP is the set of log message segments (or
phrases)L is a mapping function between the set of nodes  Figure 4: A Semi-structural MySQL log Message.

Version:



A. Log parsing current action of the log message, which is the most impor-

Building semi-structural log messages from the plain text:;"ilgmgs;' r']l':deégfore, high importance should be assigned to

is accomplished by a simple context-free grammar parser Let V(T d h ¢ nod f treB. F
For example, the context-free grammar for the FileZilla log et V(T') denote the set of nodes of treg. For a
nodew, let T'(v) denote the subtree rooted at nodeand

Id be established by the following 5 rules:
could be established by the Toflowing > Tules C(v) denote the set of the children of Let d(L(v), L(u))

Message — Indicator: Content denote the similarity of message segments of node
Content — Segment Content, SegmentContenttab Segment (We will discuss the definitiond(-,-) in Section III-C.).
Segment —  Sentencg Sentence Term For two nodesv and u, let Mé(v,u) denote the best
Sentence — Term| SentencavhitespaceTerm matching between’s children andu’s children. Formally,

Mg (v,u) is a set of pairs{(v;,u;)}, which maximizes
. Z(vi,uj-)el\lé(v,u) d(L(v;), L(uj)), wherev; € C(v), vj €
In our work, we have implemented all the parsers for 4C(u) and each node of'(v) andC(u) can be contained by
different system logs in Java. None of the parsers costs morsxactly one pair.
than 200 lines of source code. Existing tools, such as 3Flex Definition 2: Given two log messages; and s», let
and Cup*, can generate the Java source code for the parserg — {Vi,Ey,L,r,P} and Ty = {Va, E3, L,79, P} be
based on the grammar. the corresponding semi-structural log messages @ind s
It is important to note that the results of the system eventespectively, the coverage functidrx (s, s2) is computed
generation depend on the implementation of the parser ass follows:
well as many other data preprocessing steps. However, a lot FL(r1, 72, A) + Fl(ra, m, A)
of previous studies focus on preprocessing and analyzing th Fo(s1,82) = D) )
format of textual logs. Some recent studies even suggeist tha
the parser can be automatically created by an incrementg.\fhere
learning approach [18]. So the discussion of the parser is FlL(vi,v9,w) = w-d(L(v1),L(v)) +
beyond the scope of this paper. Z Fl(v,uyw - \),

Term — word | “ word ”

B. Similarity of Semi-structural Log Messages (v u) EME (v1,v2)

Intuitively, for two semi-structural log messagés and ~ Mc(v1,v2) is the best matching between's children and
Ty, the coverage of’; with respect tol, depends on the ¢2'S children, and\ is a parametel) < A < 1. _
number of similar nodes and edges Bf and T». A lot Note that the functiorFx is obtained by another recursive

of methods have been proposed to compute the distanddnction F¢.. F¢, computes the similarity of two subtrees
of two labeled trees in previous literatures [19] [20]. Thefooted attwo given nodes andv, respectively. To compare
edit distance and alignment distance are two typical methodth® two subtrees, besides the root nodeandv,, F¢; needs
where only the ancestral relation of nodes, not the imme!© cor_15|der the 5|m|Iar|ty_of th_e|r children as well. Then,
diate parental relation of nodes, are maintained during th&1€re is a problem that which child of should be compared
computation. However, they are not appropriate for semiWith which child of v,. In other words, we have to find
structural log messages. For example, in Figure 4, we cannd€ best matching/¢ (v1,v2) in computing F¢,. Finding
derive the relation (“[Note]”, “3306”) from the two edges the be_st matching is actuglly a maxu‘n_al weighted b|p_art|te
(“[Note]”, “port”) and (“port”, “3306"), because (‘[Note} matching problem. I_n our |mpleme_ntat|0n, we use a simple
“3306") expresses a different meaning. greedy strategy to find the matching. For each childof

We have analyzed many different kinds of system Iogs,We assign it to the maximal matched node in unassigned

such as the FTP/SFTP Client: FileZilla [11], DatabaseChildren ofv.. This time complexity of the greedy approach
Server: MySQL [16], Parallel File System: PFVS2 [9] and IS O(n1712) wheren, andn; are the numbers of children of
Apache HTTP Server [21]. One observation is thie V1 @ndvz, respectively.f, requires another parameter
higher level nodes are more important in discriminating Wh|c_h is a decay factor. I_n order to improve the importance
the log messages than the lower level nodes. As shown in of h|gher. Iev_el node.s,.thl_s. decay factor is useq to decrease
the log messages of Figure 3, the root node indicates ththe contribution of similarities at a lower level. Singe< 1,

the decay factow decreases along with the recursion depth.

2 .
Note that we do not use deep natural language processingideels to I
parse the message sentences into dependency trees [¥/ilsngrammar C. Slmllal’lty of Log Message Segments

of the log messages are regular or context-free, which ishrsimapler than |:u|f](;ti0nd(.7 ) determines the similarity between two log
ggtgiﬁg‘?ﬁg& t':ggidndg;“o“’ we do not need a large andedteaining  essage segments. A log message segment is a phrase of
Shttp:/jflex.de a log message, which is a sequence of words and symbols.

“http://www2.cs.tum.edu/projects/cup/ In information retrieval, there are a lot of measurements to



compute the similarity between two sentence phrases. ButlV. THE FRAMEWORK OF EVENT GENERATION FROM
for the log message segments, we consider two additional SYSTEM LOGS

pieces of information as follows. The generation of system events from the logs can be

« symbols, such as ", [, are important to identify the achieved by a clustering algorithm. We develop an algorithm
templates of the log message. Functié, -) makes independent framework to generate system events, which has
use of those symbols in computing the similarity of the following two major features:
two log message segments.

« The type of a word/term implies the format information.

If two log messages are generated by the same template,
even if they have different sets of words/terms, the
formats of words should be similar. In our system,
there are six types denoted %y = { word, number,
symbol, date, IP, commeft Given a termw in a message
segmentny, t(w) is used to denote the type of the

Note thatt(w) € T'.

As mentioned in [10], the word ordering is important to A. Message Segment Table
identify_ the similarity of two message segments. Therefore Many message segments are fixed in the source code of
we define the functiom(-, ) as follows: the system. For example, the second log message in Figure 3

« Efficiency: For current large complex and distributed
systems, even the algorithm with polynomial time com-
plexity cannot efficiently handle the massive logs. Our
framework improves the efficiency of the clustering
algorithms with an auxiliary index structure.

« Incremental Maintenanced:og messages are constantly
generated over time. Our framework for system event
generation can be maintained incrementally.

Definition 3: Given two message segments, =  has a message segmetitew directory is”. This message
p1-- pny, @Nd M2 = q1---qn,, Wherepy,---,p,, and  segment is generated with different targets or parameters
q1, ", qn, are terms ofn, andms respectivelyd(mi, m2)  to assemble many different response logs. Figure 4 shows
is computed as follows: another example for MySQL. Thieady for connection”

min(n n2) can be assgmbled with different daemon processes of the
dm1,ma) = 1 Z - stora_\ge engine. Therefore, a lot of message segments are
’ NOR) et ¢ dup_llcateq in the log data. Based on this fact, we propose
an indexing data structure, calléddessage Segment Table
where (MST) to improve the efficiency of the events generation.
Figure 5 shows the overview of thilessage Segment
0,  fort(pi) # ta): 1 Tablg This table is a two dimensional dygnamicgtable.
i =9 a,  fori(p;) =t(q),pi # ¢ (2)  Each entry stores the similarity score of a pair of message
1, for p; = q;, (3) segments. Each column and row represent a unique message

) i segment. Letol (i) androw(i) denote the message segments
anda is a user-defined parametérs a < 1. ~ of i-th column andi-th row index respectivelyentry(i, j)

complexity. similarity score ofcol(i) and row(j). So the table can be
viewed as a dynamic similarity matrix of message segments.
D. Comparison with Tree kernel Since every node is only possible to be compared with the

. : . same level's nodes, we don’t need to put nodes at different
In natural language processing, a tree kernel is a kin .
L evels in one table. Thus, we create separate MSTs for nodes
of similarity measurement for dependency trees [22] [23],

S . at different levels.
which is similar to our coverage functioh. However, . L .
. . ; A hash table is used to maintain the indexes of message
directly applying the tree kernel for clustering the log :
. . ; segments in the MST. For each message segment, the corre-
message is not appropriate in our work. The reasons are . : .
as follows sp_ondlng column |nde?< and row index can be searched from
‘ . . _ this hash table. So this table is called Column Hash Table.

« A Tree kernel does not assign different importance val-Note that for a unique message segment, its column index
ues for nodes at different levels. For most log messagesind row index are the same. Figure 5 shows an example of
the nodes at a higher level have more importance thaghe column hash table. The search key of the hash table is
those at a lower level. _ _the message segmei8egment’;, and the search value is a

. _Computmg tree kernels is time-consuming. Hence., ltuple consists of the corresponding column index and the
is not appropriate to use tree kernels in analyzingnumber of occurrences< Col, Occur>”. The number of
massive system logs. In the experimental section, Wehe occurrences is used to distinguish the frequent message
systematically compare the performances of tree kernedegments and infrequent message segments. Some message

measurement with our method in real system logs.  segments only appear very few times in the log, such as the



parameters of an event. Considering the limitation of the Data: The set of semi-structural log messaggs
main memory size, we only store those frequent message Result The Message Segment Tabl¢ST; and the column
. . hash tableCT; for tree levell
segments in the MST. For this purpose, when we scan afl | ., .,
log messages, we keep track of the number of occurrences pf 2 create column hash tabe7;
each message segment using the column hash table. Afier 2 // fill each message segment infdl;
4

. fi hTeTd
we put all message segments into the column hash table qreach o 90

) Fr 5 foreach v € V(T') andv is at levell do
we remove those segments whose frequency is less than s if L(v) is in CT; then
a user-defined thresholfl,.;, 0 < fmin < 1. The MST 7 ‘ <col,f_ccur ><jrsz[L(v)]
8 occur occur
and the column hash table both become smaller when o else
increases. 10 col « colmaz
1 insert L(v), < col,1 >) into CT;
Column Hash Table 12 colmaz < cOlmaz + 1
Segment <Col, Occur> 13 end
"diskistorage..."| <9, 24> 14 v.col < col
New directory is:| <2, 83> 15 end
...... 16 end

17 // remove infrequent message segments ¢
18 foreach (e, < col, occur >) € CT; do

19 if occur < fmin - |[V(T)| then

20 | remove this message segmenfrom C'T;
21 end

22 end
"/disk/st 006/users/
- 23 // create message segment table based’an
4 24 create the 2D dynamic tabl®/ ST;

-’ 25 for i< 010 colypaz — 1 do
26 for j < i t0 colmas — 1 do
27 | MSTy[i,5] < d(CTy.i,CTy.5)
28 end
29 end

Algorithm 1. MST building algorithm.

New directory is:

Figure 5: Overview of the Message Segment Table.

1) Building the MST: This message segment table is
built on a given set of semi-structural log messages. Using
the depth-first or breadth-first traversal, every log messag 3) Update: The log message is a kind of streaming data,
segment can be visited and inserted into the column hasWhich is constantly generated over the time. So our indexing
table. Once the column hash table is created, the MST catlata structure should be updated efficiently. Since our MST
be built by computing the similarity score of every pair of is built by a dynamic table with a hash table, we can easily
message segments in the table. Algorithm 1 describes thesert or remove a message segment. The time complexities
detail of building the MST and its column hash tablgT)  of the two operations ar€(1).
denotes the set of all nodes in the for&st~or the hash table
CT, CTIk] denotes the value of kel, and CT.i denotes
thei-th key. For each node of the log treep.col indicates )
the field of its corresponding column index at the MST. It is B- The Framework of Events Generation
the virtual link of the node as shown in Figure 5. The time
complexity of building the MST isO(|V (T"))). The system event generation is based on the data cluster-

2) ComputingFc: In computing the coverage function iNg @lgorithm. Various clustering algorithms can be plugige
F. of two given treesTy andT%, we do not need to access N theLogTreeframework. We have developed a log analysis
the message segment of each node. We could obtain ttf¥Stem which usekogTreeto create events. In our system,
similarity score directly from the virtual link to the MST. We choose a hierarchical clustering algorithm. Hierarghic
The virtual link of the node is stored by an integer. Sinceclustering can provide a multi-level view of the events to
the maximal length of message segment is a constant, tH8€ users. The users can roll up or drill down at different
time complexity of computingF: doesn’t change here. level in the event timeline similar to the OLAP operations
But the 1/O cost of computing: is reduced largely. The N @ data cube.
similarity score ofd(-,-) in the MST is stored by a float Algorithm 2 describes the process of events generation
number. The total 1/0 cost of computiny-, -) is reduced in our framework. The data clustering algorithifiu is an
from the total length of two message segments to be just $put specified by the user. As f6flu, the input data objects
numbers. Furthermore, it enhances the cache-consciausnemnd the similarity function are provided. The clustering
of the algorithm, which can bring a huge improvement onalgorithm returns representative data objects as a set of
the algorithm efficiency in modern computing systems.  events.



Table IlI: Log data summary.

Data: A sequence of log messages
A clustering algorithmClu System System Type #Messages| #Words per| #Types
Result A set of eventsS* . i message
1T @ FileZilla SFTP/FTP Client 22,421 7to 15 4
2 foreach s € S do MySQL Database Engine 270 8 to 35 4
3 transforms to treet PVFS2 Parallel File System 95,496 2to 20 4
4 T « T U {t} Apache Web Server 236,055 10 to 20 5
5 end
6 g”?dthﬁ mhjx'mal 'eVSE| of tfee?ng@ssT VST in the experiments. Table IV shows all the comparative
! f;' Ie\fefl zesslage egment Ta Lo tmaz methods used in the experiments. As for “Tree Kernel”, the
1y bmax . H
s call Clu with parametersI’, M STy,..., MST;,, .. tree structure is the same as that used in the our method
9 collect cluster representative objects frarfiu to S* LogTree Since the tree node of the log message is not
Algorithm 2: The framework of event genera- labeled, we can only choose sparse tree kernel for “Tree
tion. Kernel” [23]. The experiments of the event generation are

conducted using two clustering algorithms, K-Medoids [24]
and Single-Linkage [15]. The reason that we choose the
V. EVALUATION two algorithms is that K-Medoids is a basic and classical
A. Experimental Platforms algorithm for data clustering, and Single-Linkage is a ¢gpi
Our log analysis system is developed using Java 1 hierarchical clustering which is actually used _in our sys-
Platform. Table Il shows the summary of two machinestém. It should be pointed out that the comparison focuses
where we run our experiments. All experiments except foro" Similarity measurements which are independent from a
scalability test are conducted using Machinel, which is-a 32SPecific clustering algorithm. We expect that the insights
bits machine. As for the scalability experiment, the progra gained from our experlm_ent comparisons can be generalized
needs over 2G main memory, so it is conducted usind® Other clustering algorithms as well.
Machine2, which is a 64-bits machine. All the experimental

programs are single-threaded. Table IV: Summary of comparative methods.

Method Description
Table II: Experimental machines. “TF-IDF” the classical text clustering method using the vector space
model with tf-idf transformation.
Machine | OS CPU __| Memoryl JVM Heap Size “Tree Kernel” | the tree kernel similarity introduced in [23].
Machinel \7N'”d°WS |nt§|53((;:|(_)|re 5| 4G 156 "Matching” | the method using words matching similarity in [10].
Vachine2 | Lintx %Dtei Xéon(R) G G “LogTree” our method using semi-structural log and Message Seg-
26.18 | X5460@3.16GHz ment Table.
“Jaccard” Jaccard Index similarity of two log messages.

B. Data Collection

In order to evaluate our work, we collect the log data from
4 different and popular real systems. Table Ill shows the The entire log is split into different time frames. Each
summary of our collected log data. The log data is collectedime frame is composed of 2000 log messages and labeled
from the server machines/systems in the computer lab imith the frame number. For example, Apache2 denotes the
the School of Computing and Information Sciences (SCISRth frame of the Apache log. The quality of the results is
at Florida International University (FIU). Those systems a evaluated using the F-measure (F1-score) [14]. First,dbe |
very common system services installed in many data centermessages are manually classified into several types. Then,
« FileZilla client 3.3[11] log, which records the client’s the cluster label for each log message is obtained by the
operations and responses from the FTP/SFTP server.clustering algorithm. The F-measure score is then computed
« MySQL 5.1.31[16] error log. The MySQL database is from message types and clustered labels. Table V and Table
hosted on a developer machine, which consists of th¢/! show the F-measure scores of K-Medoids and Single-
error messages from the MySQL database engine. Linkage clusterings with different similarity approaches
« PVFS2 server 2.8.2[9] log. It contains errors, internalrespectively. Since the result of K-Medoids algorithm eari
operations, status information of one virtual file sever.by the initial choice of seeds, we run 5 times for K-Medoids
« Apache HTTP Server 2.x[21] error log. It is obtained clustering and the entries in Table V are computed by
from the hosts of the website of SCIS at FIU. The averaging the 5 runs.
error log mainly records various bad HTTP requests Only “Tree Kernel” and “LogTree” need to set parameters.

D. The Quality of Events Generation

with corresponding client information. “Tree Kernel” has only one parameteks, to penalize
. matching subsequences of nodes [23]. We run it under
C. Comparative Methods different parameter settings, and select the best result fo

In order to evaluate the effectiveness and efficiency ottomparison. Another parameteris the number of clusters
our work, we use 4 other related and traditional methoddor clustering algorithm, which is equal to the number of



Table V: F-Measures of K-Medoids. very much [10]. Therefore, “Matching” always achieves the

[ Logs [ TF-IDF | Tree Kernel [ Matching | LogTree | Jaccard | highest performance.
FileZillal | 0.8461 1.0 0.6065 1.0 0.6550 Apache error log is very similar to the FillZilla log.
FileZillaz | 0.8068 1.0 0.5831 1.0 | 05936 : :
FieZiia3 T 0.6180 o 08997 o1 05289 preyer, it contains more us_eless components ,such as the
FileZila4 | 0.6838 | 0.9327 0.9545 | 0.9353 | 0.7580 client information. In our semi-structural log, those &ssl
PVFST | 0.6304 | 0.7346 0.7473 | 0.8628 | 0.6434 components are located at low level nodes. Therefore, when
PVFS2 | 05909 | 0.6753 0.7495 | 0.6753 | 0.6667 ; P
BVES3 05007 0.875E 05938 07975 05145 the_pa_rameteo\ becomes small, their contributions to the
PVESA | 04527 | 05272 0.5680 | 0.8508 | 0.5386 similarity are reduced, then the overall performance bexom

[ MySQL [ 0.4927 ] 0.8197 | 0.8222 [ 0.8222 | 0.5138] better.
Apachel | 0.7305 | 0.7393 0.9706 | 0.9956 | 0.7478 To sum up, the “Tree Kernel” and “LogTree” methods
Apache? | 0.6435 | 0.7735 0.9401 | 0.9743 | 0.7529 toerf th thods. Th : is that. the tw
Apache3 | 0.9042 | 0.7652 | 0.7006 | 0.9980 | 0.8490 outpertorm other methods. 1he main reason Is that, the two
Apache4 | 0.4564 | 0.8348 0.7292 | 0.9950 | 0.6460 methods capture both the word level information as well as
Apache5 | 04451 | 07051 [ 05757 | 0.9828 | 0.6997 the structural and format information of the log messages.

Table VI: F-Measures of Single-Linkage. In the next subsection, we show that our “LogTree” is more

efficient than “Tree Kernel”.

[ Logs [ TF-IDF [ Tree Kernel [ Matching | LogTree [ Jaccard

FileZilal | 0.6842 | 0.9994 0.8848 | 009271 | 0.6707 o ;
FileZilla2 | 0.5059 | 0.8423 0.7911 | 09951 | 05173 E. The Efficiency of Event Generation

FileZilla3 | 0.5613 | 0.9972 0.4720 | 0.9832 | 0.5514 We records the running time of each clustering algorithm
FileZilla4 | 0.8670 | 0.9966 0.0913 | 0.9943 | 0.6996 on the loa data. Due to the space limit. we onlv show
PVFSI | 0.7336 | 0.9652 0.6764 | 0.9867 | 0.4883 0g data. 1€ space , We ony

PVES2 | 0.8180 | 0.8190 0.7644 | 0.8184 | 0.6667 the running time of K-Medoids algorithm on FileZilla log,
PVFS3 | 07149 | 07891 0.7140 | 0.9188 | 0.5157 PVFS2 log, and Apache error log in Figure 6a, 6b and

PVFS4 0.7198 0.7522 0.6827 0.8136 | 0.6345
MySQL | 0.4859 0.6189 [ 0.8705 0.8450 | 0.5138
Apachel | 0.7501 0.9148 0.7628 0.9248 | 0.7473

6¢c. The running time is the average number of 5 runs.
In the implementation, we build the similarity matrix of

Apache? | 0.7515 | 0.9503 0.8178 | 0.9414 | 0.7529 each pair of log messages at the beginning, whose time
QPZEEZE 8-2‘5‘22 g-gig‘z‘ 8-3;8‘1‘ 8-222‘3‘ 8-2328 complexity isO(N?) where N is the number of samples.
AEache5 07887 | 0.9419 08534 | 09568 | 0.6997 Thus, the majority of the running time is used for building

the similarity matrix. As for “LogTree”, the threshold of

Message Segment Table fs,;,, = 0.00001. The parameter
the types of log messages. Table VII shows the parametery, ji-o depends on the size of the main memdipte

used for “Tree Kemel” and “LogTree". that the running time of LogTree includes the time for

. building MST.
Table VII: Parameter settings Figure 6 shows that the vector space model based text
LogType [k [ A [ X [ clustering, “TF-IDF”, is the most efficient approach. The
E';Szgf  REH A AR reason is that, the sparse vector is a compact representatio
PVFS2 | 4 | 08| 0.7 | 01 of the log message. The cosine similarity of two sparse
Apache | 5 | 08| 001] 01 vectors can be obtained in one pass. The vector transfor-

Filezilla log consists of 4 types of log messages. Onemation can be performed in linear time by using a hash
observation is that, the root node of the semi-structuratable. Furthermore, the cosine similarity of vectors do not
log is sufficient to discriminate the type of a messageconsider the structural information of two log messages.
Meanwhile, the root node produces the largest contribution Our proposed approach, “LogTree”, is in the second place
in the similarity in “Tree Kernel” and “LogTree”. So the two in Figure 6. With the help of the Message Segment Table, it
methods benefit from the structural information to achievecan save a lot of computation time to obtain the similarity of
a high clustering performance. two tree nodes. However, in order to consider the structural

PVFES2 log records various kinds of status messagesnformation of the log message, the similarity functiépn
errors and internal operations. None of the methods castill needs find the most matched node at each level of the
perform perfectly. The reason is that, in some cases, two logee. So it cannot be completed in one pass as the cosine
messages composed of distinct sets of words could belongjmilarity.
to one type (An example is given in Section II-B.). Thus, it The other three methods, “Tree Kernel”, “Matching” and
is difficult to cluster this kind of messages into one cluster“Jaccard” are slower than the previous two methods. One

MySQL error log is small, but some messages are veryeason is that, those three methods do not provide a compact
long. Those messages are all assembled by fixed templateepresentation of the log message in the main memory. For
The parameter part is very short comparing with the totakhe similarity of every two messages, they all have to access
length of the template, so the similarity based on thethe original messages, requiring more CPU and 1/O costs.
templates wouldn’t be interfered by the parameter part#\s for “Tree Kernel”, it compares every pair of nodes in the
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same level and its time complexity(mn?) is very large, ey y
wherem andn are the number of nodes in the two trees T fpache e

N
n
N

respectively [23].

N
o

F. The Scalability of Event Generation

1) Time Scalability:We run all methods on the logs with
different sizes to evaluate their time scalability. Figdeg 7b
and 7c¢ show the scalability results of K-Medoids algorithm
with different similarity measurements. The running tirse i T wmerorgmeges
obtained by averaging 5 different runs as mentioned before.
This set of experiments needs more than 2G main memory,

so it is conducted using Machine2 as we introduced inhigh which covers various kinds of status messages, error,
Section V-A. The results shown in Figure 7a, 7b and 7c argyiernal operations. Thus, only a few message segments’

consistent with the efficiency tests in previous SUbseCtiO”rrequencies are greater thap,, and are maintained in the
“TF-IDF” is the most efficient approach, and our proposedy;sT.

method,"LogTree”, is in the second place, where the thresh- Eyery entry of MST is a float number, which occupies

old for MST fir = 0.00001. 4 bytes. The largest actual memory cost of those MSTSs in
2) Space ScalabilityThe space costs for all methods are Figure 8 is3.2 x 107 x 4 = 128M bytes. Comparing to

identical except for our method “LogTree”. For “LogTree”, the similarity matrix of log messages built by the clustgrin

there is an additional message segment table. The messagigorithm, 20000 x 20000/2 x 4 = 1.6G bytes, the MST’s
segment table is always maintained in the main memoryzgst can be ignored.

Figure 8 shows the space cost of message segment tables,

which is the sum of the entries of each level's MST, whereG- A Case Study

fmin = 0.00001. In this figure, FileZilla log has the largest We have developed a log analysis toolkit usinggtree
space cost in MSTs. The reason is that, the diversity ofor events generation from the system log data. Figure
Filezilla log is very low, so MST covers almost all message9 shows a case study of using our developed toolkit for
segments. On the other hand, the diversity of PVFS2 log isletecting configuration errors in Apache Web Server. The

Total Number of Entries in MSTs
-
0
.,

I
°

°
n

Figure 8: Space Scalability of LogTree.



configuration error is usually cased by human, which isfrom the log data. To address the limitation of existing meth
quite different from random TCP transmission failures, orods, we proposkogTree a novel and algorithm-independent
disk read errors. As a result, configuration errors typycall framework for event generation from system log messages.
lead to certain patterns. However, the Apache error log fild.ogTree utilizes the format and structural information in
has over 200K log messages. It is difficult to discover thoseéhe log message and employs Message Segment Table for
patterns directly from the raw log messages. Figure 9 showsffective and efficient system event generation.

the event timeline window of our toolkit, where the user can As for the future work, we will integrate the automatic log
easily identify the configuration error in the time frameid'h structure learning approach into our framework. Specially
error is related to the permission setting of the HTML file. It semi-supervised learning techniques can be applied in our
causes continuous permission denied errors in a short timéamework to capture the structural information of log mes-
In addition, by using the hierarchical clustering method,sages. We hope to identify those structures of log messages
LogTreeprovides multi-level views of the events. The userfrom a few labeled samples provided by the users.

could use the slider to choose a deeper view of events to
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