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Computing System Management
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Abstract—With advancement in science and technology, com-
puting systems are becoming increasingly more complex with a
growing number of heterogeneous software and hardware compo-
nents. They are thus becoming more difficult to monitor, manage,
and maintain. Traditional approaches to system management have
been largely based on domain experts through a knowledge acqui-
sition solution that translates domain knowledge into operating
rules and policies. This process has been well known as cumber-
some, labor intensive, and error prone. In addition, traditional
approaches for system management are difficult to keep up with
the rapidly changing environments. There is a pressing need
for automatic and efficient approaches to monitor and manage
complex computing systems. In this paper, we propose an inte-
grated data-driven framework for computing system management
by acquiring the needed knowledge automatically from a large
amount of historical log data. Specifically, we apply text mining
techniques to automatically categorize the log messages into a
set of canonical categories, incorporate temporal information to
improve categorization performance, develop temporal mining
techniques to discover the relationships between different events,
and take a novel approach called event summarization to provide
a concise interpretation of the temporal patterns.

Index Terms—Event mining, mining log data, summarization,
system management.

I. INTRODUCTION

A. Computing System Management

MODERN computing systems are difficult to monitor,
manage, and maintain as they are becoming more com-

plex with a growing number of heterogeneous software and
hardware components. The increasing complexity also worsens
system dependability as the failure rate for a system is much
higher than before. It is not a trivial task to provide the high
performance, dependability, scalability, and manageability that
are demanded by enterprise customers. Traditional approaches
to system management mainly rely on domain experts to trans-
late domain knowledge into operational rules, policies, and de-
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pendence models via a knowledge acquisition process [1]–[12].
The process is extremely expensive, if not impossible, to keep
up with the rapidly changing environments [13], [14]. It has
been estimated that, in medium and large companies, anywhere
from 30% to 70% of their information technology resources are
used as administrative(maintenance) cost [15]. There is thus a
pressing need for automatic and efficient approaches to monitor
and manage complex computing systems [16]. For example, the
IBM Autonomic Computing initiative aims to build autonomic
systems that are able to manage themselves with minimum
human intervention [17].

To realize the goal of autonomic systems, the underlying
assumption is the ability to define and maintain a knowledge
base and to adapt it with the ever-changing environment. Mod-
ern computing systems generate huge amounts of log/trace
data. To enable self-management capabilities, a system needs to
automatically characterize its behavior and acquire the needed
knowledge from historical log data.

B. Examples of System Log Data

The data in the log files indicate the status of each component
and record system operational changes, such as the starting
and stopping of services, detection of network applications,
software configuration modifications, and software execution
errors. To enable self-management capabilities, a system needs
to automatically characterize its behavior and acquire the
needed knowledge from historical log data. In this section, we
describe some examples of the system log data. The data can be
collected from the distributed computing components including
the network.

1) Application-level log: Application-level log records the
application behaviors as well as the generated messages.
Examples include Windows NT system and application
log, WebSphere application log, Oracle activity log, and
Linux system log.

2) Failure data: Failure data contain the system and appli-
cation crash dumps as well as the error messages.

3) Performance data: Performance data report the perfor-
mance observations of a component at some time inter-
vals (e.g., CPU utilization of a component every 5 min).
Typical performance metrics include CPU utilization,
memory utilization, swap utilization, workload average,
and response time. In particular, performance data are
usually numeric.

4) Reports from operators: They are also known as trouble
ticket data and contain the problems and reports described
by human operators. In addition, they may also contain
possible causes and symptoms for failures.
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5) Request data: Request data reports the request (such as
time, machine, user ID, and application) executed in the
system. Examples include Apache and Microsoft Internet
Information Services logs.

6) Other data: Other examples of log data include network
traffic data, network-based alert logs, program traces,
probes, etc.

C. Challenges in Data-Driven System Management

Generally, system management includes root cause analysis
(RCA), anomaly and intrusion detection, failure prediction,
and diagnosis. We identify several challenges for data-driven
computing systems (e.g., loosely coupled network of computer
workstations in a department, large-scale clusters, and grid
computing environments).

1) The heterogeneous nature of the computing system makes
the management task complex and complicated. A typ-
ical computing system contains different devices (e.g.,
routers, processors, and adapters) with different software
components (e.g., operating systems, middlewares, and
user applications), possibly from different providers (e.g.,
Cisco, IBM, and Microsoft). The heterogeneity increases
the likelihood of poorly understood interactions and un-
expected interactions/dependences. This challenge has
often been discussed in the Metadata Integration studies
[18], [19].

2) Large and complex computing systems usually show un-
expected behavior during failures, system perturbations,
and even normal operations. The scale and complexity
of these systems greatly surpass what can be understood
by human operators. It is difficult for any one person to
understand the system at the level of details necessary for
management.

3) Current computing systems are dynamic and rapidly
changing with a growing number of software and hard-
ware components. The fast rate of change worsens system
dependability and exacerbates the difficulty of under-
standing system behaviors.

4) Correctly understanding and interpreting patterns discov-
ered from the log data is a big challenge. In system
management applications, many log data are generated
and collected in the form of temporal events. Data mining
approaches for analyzing temporal events generally focus
on discovering frequent or interesting patterns in the
data—albeit their occurrences may only account for a
small fraction of the entire data. However, the extracted
temporal patterns tend to be massive, without emphasis,
intricate, and uninterpretable. Most of them are meaning-
less or useless to nonexperts, even analysts. It is of criti-
cal importance to enable temporal relationships between
events for monitoring and managing complex systems.

D. Content of This Paper

In this paper, we describe our research efforts to address the
aforementioned challenges in data-driven system management.
In particular, we propose an integrated data-driven framework

for computing system management by acquiring the needed
knowledge automatically from a large amount of historical log
data, possibly from different types of information sources such
as system errors, resource performance metrics, and trouble
ticket text records. Specifically, we apply text mining tech-
niques to automatically categorize the log messages into a set
of canonical categories, incorporate temporal information to
improve categorization performance, develop temporal min-
ing techniques to discover the relationships between different
events, and take a novel approach called event summarization
to provide a concise interpretation of the temporal patterns [20],
[21]. Parts of this paper have been published in [22] and [23].

The rest of this paper is organized as follows: Section II
describes the architecture overview of the integrated data-
driven framework; Section III extends Naive Bayes classifier
for categorizing log messages into a set of common categories
by incorporating temporal information; Section IV presents our
techniques for discovering the relationships between different
events; Section V proposes event summarization toward the un-
derstanding of the seemingly chaotic temporal data; Section VI
shows a case study on mining log data for system management;
and finally Section VII provides conclusions and discussions.

II. ARCHITECTURE OF THE DATA-DRIVEN FRAMEWORK

The architecture of the proposed data-driven framework is
shown in Fig. 1. The key components of the framework are
listed as follows.

1) Log Data Categorization: Network and host sensors,
along with instrumented applications provide the ability
to collect log data in the computing system. Log Adapter
enables generic data collection from multiple heteroge-
neous data sources by converting individual records and
events into the common base event (CBE) format and
Log Data Categorization standardizes the semantics of
heterogeneous log data.

2) Mining Temporal Dependences: After transforming the
log messages into common categories, it is then possi-
ble to analyze the historical event data across multiple
components to discover interesting patterns embedded
in the data. Each message in log files usually has a
timestamp, and we try to mine the temporal dependence
relationships.

3) Event Summarization: Event summarization aims at pro-
viding a concise interpretation of the seemingly chaotic
data, so that domain experts may take actions upon the
summarized models. Event summarization decomposes
the temporal information into many independent subsets
and finds well-fitted models to describe each subset.

Note that planning/action includes administrator notification,
active data collection, sensor/actuator deployment or deactiva-
tion, etc. Rather than removing the human from the loop, the
proposed data-driven integrated framework exploits the synergy
of human expertise and automatic intelligent techniques and
establishes the pioneering and practical solutions for system
management.
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Fig. 1. Architecture of the integrated data-driven framework.

III. LOG DATA CATEGORIZATION

A. Common Categories

The disparate logging mechanisms impede problem inves-
tigation because there is no standard approach for classifying
them [24]. Two components experiencing the same problem
may use different formats to report the same information. For
instance, when component A starts running, it reports “A has
started” in log file. However, when component B starts running,
it may report “B has begun execution.” Although both messages
have the same content meaning, they are reported differently.
This makes it difficult to correlate logs from across different
components when problems occur.

In order to create consistency across similar fields and
improves the ability to correlate across multiple logs, it is
necessary to transform the messages in the log files into a
common base [25] (i.e., a set of common categories). In this
paper, we first manually determine a set of categories as the
basis for transformation. The set of categories is based on the
CBE format established by IBM initiative [24]. CBE provides
a finite set of canonical situations after analyzing thousands
of log entries across multiple IBM and non-IBM products.
Although we use CBE as an internal presentation here, the
problem and the proposed approach are generic and can be
extended for other data formats as well.

Specifically, the set of categories includes start, stop, de-
pendence, create, connection, report, request, configuration,
and other. The category start deals with the start-up process
of components. The category stop deals with the exit process.
The category dependence handles messages which report com-
ponents cannot find some features or other components. The
category create handles the creation problems of components.
The category connection is used to identify aspects about a

connection to another component. The category report deals
with performance, task-relevant reporting messages. The cat-
egory request identifies the completion status of a request.
The category other identifies the blank messages or messages
having vague meanings.

B. Log Message Categorization

Given the set of common categories, we can then categorize
the messages reported by different components into the pre-
scribed categories. This can be viewed as a text categorization
problem where the goal is to assign predefined category labels
to unlabeled documents based on the likelihood inferred from
the training set of labeled documents [26], [27].

In this paper, we use naive Bayes as our classification ap-
proach since it is among the most successful algorithms for
learning in text categorization [28]. System log files usually
have a large vocabulary and most of the system log messages
contain a free-format 1024-B ASCII description of the event
[29]. Naive Bayes is a simple practical generative classification
algorithm based on Bayes Theorem with the assumption of
class conditional independence. Basically, it assumes that the
text data is generated by a parametric model, and uses training
data to calculate Bayes-optimal estimates of the model parame-
ters [30]. Then, it classifies test data using the generative model
by calculating the posterior probability that a class would have
generated the test data in question. The most probable class is
then assigned to the test data [31].

1) Naive Bayes Classifier: Formally, suppose there are L
categories, denoted by C1, C2, . . . , CL, and each category is
generated from some probability distribution. Each document
di is created by first selecting a category according to the prior
P (Cj) followed by the generation according to the distribution

Authorized licensed use limited to: FLORIDA INTERNATIONAL UNIVERSITY. Downloaded on July 28,2010 at 23:13:35 UTC from IEEE Xplore.  Restrictions apply. 



LI et al.: INTEGRATED DATA-DRIVEN FRAMEWORK FOR COMPUTING SYSTEM MANAGEMENT 93

of the chosen category P (di|Cj). We can characterize the
likelihood of a document with the sum of probability over all
the categories

P (di) =
L∑

j=1

P (Cj)P (di|Cj).

Given a set of training samples S, the naive Bayes classifier
uses S to estimate P (di|Cj) and P (Cj). The estimated prob-
abilities are typically calculated in a straightforward way from
training data. To classify a new sample, it uses Bayes rule to
compute class posterior

P (Cj |di) =
P (Cj)P (di|Cj)∑L

j=1 P (Cj)P (di|Cj)
.

The predicted class for the document di is then just
arg maxj P (Cj |di). In this paper, we use multinomial proba-
bility model for document generation of each category. More
details on Naive Bayes can be found in [31].

C. Incorporating the Temporal Information

In many scenarios, log messages generated in the log files
usually contain timestamps. The temporal characteristics pro-
vide additional context information of the messages and can
be used to facilitate data analysis. As an example, knowing the
current status of a network component would help forecast the
possible types of messages it will generate. These structural
constraints can be naturally represented using naive Bayes
algorithm. If a sequence of log messages are considered, the
accuracy of categorization for each message can be improved
as the structure relationships among the messages can be used
for analysis. For example, the components usually first start-up
a process, then stop the process at a later time, i.e., the stop
message usually occurs after the start message.

In order to take the relationships between adjacent messages
into account, we make some modifications to the naive Bayes
algorithm. Suppose we are given a sequence of adjacent mes-
sages D = (d1, d2, . . . , dT ). Let Qi be the category labels for
message di (i.e., Qi is one of the C1, C2, . . . , CL). Now, we
want to classify di+1. Note that

P (Qi+1|di+1, Qi) =
P (Qi+1, di+1|Qi)

P (di+1|Qi)

=
P (Qi+1|Qi)P (di+1|Qi+1, Qi)

P (di+1|Qi)
.

Assuming that di+1 is conditionally independent of Qi

given Qi+1, P (di+1|Qi+1, Qi) = P (di+1|Qi+1). In addition,
once Qi is determined, P (di+1|Qi) is then fixed. Hence,
maximizing P (Qi+1|di+1, Qi) is equivalent to maximiz-
ing P (Qi+1|Qi)P (di+1|Qi+1). Observe that P (di+1|Qi+1) =
(P (Qi+1|di+1)P (di+1)/P (Qi+1)). If we assume a uniform
prior on P (Qi+1), in order to maximize P (di+1|Qi+1), it is
enough to maximize P (Qi+1|di+1). Therefore, in summary, we
assign di+1 to the category Qi+1 which is

arg max
j

(P (Cj |di+1) × P (Cj |Qi)) .

In other words, we aim at maximizing the multiplication of
text classification probability P (Cj |di+1) and state transition
probability P (Cj |Qi). The transition probability P (Cj |Qi) can
be estimated from training log files.

IV. MINING TEMPORAL DEPENDENCES

A. Introduction

Once the messages in the log file are transformed into
common categories, it is then possible to analyze the historical
event data across multiple components to discover interesting
patterns embedded in the data. Each message in log files usually
has a timestamp, and we will try to find the temporal patterns.
Temporal patterns of interest appear naturally in the system
management applications [32]. Specifically, a computer system
problem may trigger a series of symptom events/activities. Such
a sequence of symptom events provides a natural signature for
identifying the root cause. For example, when component A
reports “A is stopped,” how should we respond to this stop
message? Is this a failure in the component A or just a natural
exit after successful completion of tasks? In fact, the event “A
is stopped” does not necessarily mean that an error or a failure
happened. We noticed that in our log data files, the stop message
often occurs after the component reports dependence message
(i.e., it cannot find certain features or components). In this
case, the stop message signifies the failure of a task execution.
However, if there is no dependence message before the stop
message, the stop message usually indicates the completion of
a task. Thus, to decide the proper actions in response to the
stop messages, we need to check what happens right before
them. As summarized in [32] and [33]: A problem manifests
itself as a sequence of events propagating from origin and low
layer to high software layer through the dependence tree. Thus,
knowing the temporal patterns can help us pinpoint the root
cause and take proper actions [34].

B. Events and Patterns

An event has two components: the event type and the time
stamp (occurring time or arrival time). Throughout this paper,
we assume a finite set E of event types. We use the symbol e,
possibly with subscripts to denote event types. An event is then
a pair 〈e, t〉 where e ∈ E is an event type and t is the timestamp
of e. Our data, called an event sequence, are then a collection
of all events occurred within some time range (for example, be-
tween zero and T ) D = {〈e1, t1〉, 〈e2, t2〉, . . . , 〈en, tn〉}, where
ei ∈ E, ti ∈ [0, T ], and ti ≤ ti+1.

In general, the dependence relationships are essential fac-
tors/patterns to be discovered: They assert that an event usually
happens after another event. Such patterns of interest appear
naturally in the system management applications [35]. In this
paper, we start with pairwise temporal dependences.

C. Temporal Dependence

1) Overview: Let Ta and Tb be the sequence of timestamps
for event a and b, respectively. Let the distance from a point z
(or, a timestamp), to an event sequence Ta to be d(z, Ta) =
minx∈Ta,x≥z(x − z), i.e., the distance from the point z to
its nearest neighbor in Ta which occurs after z. In order to
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Fig. 2. Arrivals of two events. (a) Arrivals of two independent events. (b) Arrivals of two dependent events.

Fig. 3. CDFs. (a) CDFs of independent events. (b) CDFs of two dependent events. (Solid line) Unconditional distribution: F(B). (Dash-dotted line) Conditional
distribution: F(BIA).

determine whether b is dependent on a, we compare the typical
distance of random points z to Tb to the typical distance
of points z ∈ Ta to Tb. This technique is motivated by the
following idea: if the occurrence of b is predictable by the
occurrence of a, then the conditional distribution which models
the waiting time of event type b given event type a’s presence
would be different from the unconditional one [22]. In partic-
ular, we compare the following two interarrival distributions:
1) the unconditional distribution of the waiting time of event
b: Fb(r) = P{d(x, Tb) ≤ r} and 2) the conditional distribution
for the waiting time of event b with respect to event a: F a

b (r) =
P(d(x, Tb) ≤ r|x ∈ Ta). The conditional distribution can be
regarded as the conditional probability distribution given there
is an event of a at time x. If the two distributions Fb(r) and
F a

b (r) are different, then we say that b is directly dependent
on a. This technique is extended from our earlier work [36] and

can be used to discover temporal dependences without using
predefined time windows.

After temporal dependences have been discovered, the time
intervals between the two events can be discovered by ap-
plying existing lag detection algorithms (e.g., peak finding
[37], clustering, and density estimation [37]) on the collection
of time distances between them. These time intervals can be
easily incorporated into the event relationship network (ERN)
described in Section V-B.

2) Discovering Temporal Dependences: To illustrate the
procedure for discovering pairwise temporal dependences,
Fig. 2(a) shows the arrivals for two sample independent events
A and B in our data set, and Fig. 2(b) shows the arrivals for
two dependent events C and D. Fig. 3(a) shows the cumulative
distribution functions (CDFs) of unconditional FB and condi-
tional FA

B , and Fig. 3(b) shows the two CDFs for C and D.
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Fig. 4. Boxplots. (a) Boxplots of d(x, B) and d(A, B) of Independent Events A and B. (b) Boxplots of d(x, D) and d(C, D) of dependent Events C and D.

The difference between the two CDFs clearly indicates the
dependences between these two events. In order to compare
the differences between the independent relationship and de-
pendent relationship, Fig. 4(a) shows the boxplots of d(x,B)
where x is a random event and d(A,B). Fig. 4(b) shows the
boxplots of d(x,D) and d(C,D). The lines in the approximate
middle of boxes are medians. By using a robust order statistics
method which compares the ranges of confidence intervals, we
can also conclude that event B is independent of event A while
event D is dependent of event C.

D. Ranking Dependences

In order to summarize temporal data sets, we use Entropy to
rank the event dependence relationship. Entropy indicates the
amount of information contained in the event patterns and mea-
sures the uncertainty of conditional probability distributions on
a particular event. We use FCP (ej |ei) to denote the forward
conditional probability of event ei followed by ej relative to all
event pairs starting from ei. BCP (ei|ej) is used to denote the
backward conditional probability of ej preceded by ei relative
to all event pairs ending at ej .

The forward entropy of an event Q can be defined as
follows [38]:

FE(Q) = −
∑

e∈E

FCP (e|Q) × logN (FCP (e|Q)) (1)

where E is the set of all event types, N is the number of events
in E, and

∑
e∈E FCP (e|Q) = 1. For an instance, if event A

is always only followed by B, the forward conditional proba-
bility of AB, FCP (B|A) = 1.0, and the forward conditional
probabilities of the sequences that A is followed by the other
events are 0.0. The higher the entropy, the less deterministic
the conditional probabilities are distributed. This means that if
an event has a lower forward entropy, it has more confidence

or liability to select certain events to proceed. Similarly, the
backward entropy can be calculated as follows:

BE(Q) = −
∑

e∈E

BCP (e|Q) × logN (BCP (e|Q)) (2)

where
∑

e∈E BCP (e|Q) = 1. If an event, or an event se-
quence has a lower backward entropy, it has more deterministic
precedents. In summary, entropy aims to capture the temporal
dependence relationships among events.

E. Concurrent Behaviors

Concurrency indicates that multiple events are reported or
performed in parallel rather than sequentially. Suppose an
event e1 has a forward conditional probability distribution of
(0.9, 0.05, 0.05, 0.0) on four events; it is obvious this event
has a more deterministic successor. Suppose another event e2

has a distribution of (0.45, 0.55, 0.0, 0.0). Obviously, e2 has a
two-peak distribution, i.e., there might be concurrent behaviors
after e2. Hence, to detect concurrent behaviors, for each event,
we compare its conditional probability distribution with the
prototype distributions Peak1 = (1, 0, 0, . . . , 0), P eak2 =
(0.5, 0.5, 0, . . . , 0), . . . , P eakN = (1/N, 1/N, . . . , 1/N),
where N is the number of event types, allowing all possible
permutations. For example, (1, 0, 0, . . . , 0) is equivalent to
(0, 1, 0, . . . , 0). In practice, we first sort the row such that the
components decrease from the left to the right, and then assign
it to the closest prototype.

V. EVENT SUMMARIZATION

In this section, we discuss how to summarize an event set
to an easy-to-understand plot based on the pairwise event
dependent relationships. We also discuss some typical ways to
reduce summarized patterns into action rules.
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Fig. 5. System management events.

A. Motivating Example

To illustrate the problem, we present a real-world example.
Fig. 5 shows a set of system management events taken from a
business-to-business gateway facility. After preprocessing, each
event contains two attributes: timestamp and event type which
are mapped to X- and Y -axis. By visually analyzing the events,
it is not difficult to conclude the following.

1) The three event types, labeled by A with the lowest event
IDs are densely populated events.

2) The event type labeled by B forms another biperiodic
pattern with period 8 and 16 h.

3) The event type labeled by C appears to be randomly
distributed with no apparent period.

4) The three event types indicated by D almost always occur
at the same time. There is a dominating periodic pattern
that governs the event group. However, there are some
occurrences such as those indicated by E that appear
randomly.

5) The eight events labeled by F tend to appear together in a
relatively random pace. Sometimes there are another two
event types on top that appear along with the group.

6) The event groups labeled by G and H appear a few times
randomly.

7) The event groups labeled by I and J only occur once.

The aforementioned observations are usually useful for de-
cision making. For system management experts, the aforemen-
tioned summary provides a very good way to itemize patterns
and to devise action plans. For example, the A section has
strong biperiodicity, so it would make better sense to monitor
any violation of such biperiodicity instead of the normal occur-
rences; moreover, seven of the eight event types in F section
can be turned off without losing any information.

B. ERN

ERNs [39], [40] is a graphical representation of temporal
relationship among events. ERN is widely used in IT sys-
tem management and business services management area as a
product-agnostic format for bridging the knowledge discovery
process with the system implementation process. Event sum-
marization discussed in this paper is aiming to render output in
a form of ERN that is richer and more expressive than what the

Fig. 6. ERN.

Fig. 7. Usual event patterns.

industry is using. Here, we will explain both the representation
and the construction process through an example.

Aside from computing the statistics discussed in the pre-
vious section, an additional required input is a thresh-
old tuple for distinguishing whether a particular statistics
is significant enough. Threshold tuples are in the form of
〈ΘFE ,ΘBE ,ΘFCP ,ΘBCP 〉. Note that ΘFE and ΘBE are
upper bounds while ΘFCP and ΘBCP are lower bounds. The
intended output, ERN, use nodes to denote events with BE ≤
ΘFE or FE ≤ ΘBE . These are the events with either more
certain leading events or more certain following events. ERNs
also need to show significant event relationship as links. The
ERN construction process includes the following steps.

1) Plot all the events with FE ≤ ΘFE or BE ≤ ΘBE as
nodes in color yellow with two peripheries, such as event
A in Fig. 6.

2) Plot all the events with FCP ≥ ΘFCP or BCP ≥
ΘBCP as nodes in color blue and green, respectively, with
two peripheries, such as event B and D in Fig. 6.
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TABLE I
EXAMPLE FRACTION OF A LOG FILE WITH THE MANUAL LABEL OF EACH MESSAGE

3) For each event pair X and Y with FCP (Y |X) ≥ ΘFCP ,
plot a forward link as the one from A to B.

4) For each event pair X and Y with BCP (Y |X) ≥ ΘBCP ,
plot a backward link as the one from A to C. The result
is an ERN that looks like Fig. 6.

In Fig. 7, we show a few common event patterns.

1) Periodic patterns: An event with self-loop like event A
with near-constant interval is a periodic event pattern.
Typical examples are events resulting from periodic prob-
ing and system heartbeat monitoring.

2) Circular patterns: A set of events forming a loop is a
circular pattern, such as B, C in Fig. 7.

3) Simultaneous patterns: A set of events always occur
together, such as F in Fig. 5, is a simultaneous pattern.
If the intervals among D, E, F , G, and H in Fig. 7 are
close to zero, then they form a simultaneous pattern.

4) Event chain: Event I , J , and K form an event chain.
Such patterns are frequently observed from events that
represent different stages of a problem and the problem
progresses in a predictable sequence.

C. Derive Action Rules From Event Summary

As mentioned, the ERN is a product-agnostic and vendor-
neutral representation of event dynamics. Consider action rules
in the form of

if condition is true, take action

ERNs contain the information required by the condition part
of the rule. The action part is usually invocation of self-healing
scripts or notification for system administrators. Some popular

types of rules can be derived from ERNs almost directly. Here,
are some examples.

1) Event reduction rules: A self-loop with a nearly constant
arrival rate means an event keeps occurring in a con-
stant pace. In system management, such a periodic event
pattern is usually a series of probing reports. For those
reporting normal, a typical action rule is to invert it—only
report the missing of it. For those reporting abnormal,
each consecutive “episode” is converted to a start and an
end of an anomaly, those in between can be suppressed.

2) Event correlation rules: An event is usually a symptom of
a problem. Each problem may have many symptoms. For
system administrators to correctly take remedial actions,
the monitoring system provides RCA capabilities. One
way to achieve RCA is to use ERNs. An ERN built
from a system management event set is usually a set of
disconnected subgraphs. Each subgraph contains a set of
correlated events and hence represents a problem.

3) Problem avoidance rules: Some events indicate a prob-
lem as reached a severe stage and immediate actions
should be taken to prevent them from occurring. ERNs
provides a natural way to predict these severe states.

VI. CASE STUDY FOR SYSTEM MANAGEMENT

A. System Log Data Description

We collect log files from several Windows machines in
the Graduate Laboratory of the Computer Science School of
Florida International University. An example fraction of the
system log files extracted from our data collection is shown in
Table I. In the example, four columns, i.e., Time, EventSource,
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Fig. 8. ERN model summarizing the extracted patterns.

Msg, and State are listed.1 Time represents the generated
timestamp of log messages, EventSource identifies the compo-
nent which reports the message, Msg lists the content of text
message, and State labels the message category obtained using
our modified Naive Bayes classifier.

B. Event Summarization

After log data categorization, each message is represented
as a three-tuple 〈s, c, t〉, where s is the state type, c is the
source component of this log message, and t is the timestamp.
In order to discover event relationships among components, we
map each distinct pair of 〈s, c〉 into a unique event type e.
This representation enable us to analyze the historical event
data across multiple components and to discover interesting
patterns embedded in the data. In our data set, we have
nine different states including start, stop, dependence, create,
connection,report, request, configuration, and other. We have
13 different event sources, denoted by 0, 1, . . . , 12.

In the case study, after the mapping, our data set contains the
following event types: start0, dependence7, other5, other2, de-
pendence6, create6, report9, configuration8, connection6, re-
port0, report8, stop8, request4, stop4, request8, dependence10,
stop11, request12, and report4, where the prefix words in
indicate the event states and the last number is the compo-
nent ID (i.e., event sources) that reports the events. The ERN
summarization model constructed from the extracted temporal
patterns is shown in Fig. 8.

1State represents the event type.

The event summarization approach is obviously useful for
system management experts to make decisions. First, the de-
pendence patterns are extracted based on the rank. The divide-
and-conquer process provides a systematic way to decompose
the data set. Second, the ERN model provides a good guideline
for identifying patterns and to devise action plans. For example,
the temporal pattern event 5 (i.e., dependence6: event source
6 in dependence situation) followed by event 6 (i.e., create6:
event source 6 in create situation) implies that the creation
requests in component 6 are generally resulted by the lack of
resources. Therefore, to reduce the creation requests, we need
to allocate more resources to the component. As an another
example, the temporal pattern event 12 (i.e., stop8: event source
8 in stop situation) followed by event 8 (i.e., configuration8:
event source 8 in configuration situation) implies that the stop
process in component 8 often leads to the configuration proce-
dure. Therefore, to speed up the exit process of component 8,
we need to either eliminate the configuration procedure when
exiting or improve the configuration procedure.

VII. CONCLUSION

In this paper, we present our research efforts of establishing
an integrated data-driven framework on mining log files for
computing system management by exploring the synergy of
text mining, temporal data mining, and event summarization.
Event summarization aims at providing a concise interpretation
of the seemingly chaotic data, so that domain experts may take
actions upon the summarized models. A divide-and-conquer
process is employed to extract temporal patterns based on
entropy ranking, and an ERN is constructed to provide concise
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representations. We present a case study using the real-world
system log data set.

There are several directions for future research. First, for
log message categorization, instead of manually determining
the set of common categories, we could develop techniques to
automatically infer them from historical data. For instance, we
could use clustering techniques to identify the structures from
large amount of log data. Second, in practice, the number of
different common categories for system management can be
significantly large due to the complex nature of the system.
To resolve this issue, it is useful to utilize the dependence
relationships among different categories [41]. Third, another
natural direction is to use levelwise approach to extend the
pairwise temporal dependent patterns to the patterns of length
greater than two. Fourth, it is also necessary to develop efficient
techniques for generating actionable rules from the ERNs.
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