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ABSTRACT

Distributed Data Mining(DDM) has been very active and enjoying
a growing amount attention since its inception. Current DDM tech-
niques regard the distributed data sets as a single virtual table and
assume there exists a global model which could be generated if the
data were combined/centralized. This paper proposes a similarity-
based distributed data mining(SBDDM) framework which explic-
itly take the differences among distributed sources into considera-
tion. A new similarity measure is introduced and its effectiveness is
then evaluated and validated. This paper also illustrates the limita-
tions of current DDM techniques through three concrete case stud-
ies. Finally distributed clustering within the SBDDM framework is
also discussed.

Keywords: Distributed Data Mining(DDM), Similarity, SB-
DDM

1. INTRODUCTION

1.1 Distributed Data Mining: At a Glance

Over the years, data set sizes have been growing rapidly with the
advances in technology, the ever-increasing computing power and
computer storage capacity, the permeation of Internet into daily
life and the increasingly automated business, manufacturing and
scientific processes. Moreover, many of these data sets are, in na-
ture, geographically distributed across multiple sites. For example,
the huge number of sales records of hundreds of chain stores are
stored at different locations. To mine such large and distributed
data sets, it is important to investigate efficient distributed algo-
rithms to reduce the communication overhead, central storage re-
quirements, and computation times. With the high scalability of the
distributed systems and the easy partition and distribution of a cen-
tralized dataset, distributed algorithms can also bring the resources
of multiple machines to bear on a given problem as the data size
scale-up.

In a distributed environment, data sites may be homogeneous,
i.e., different sites containing data for exactly the same set of fea-
tures, or heterogeneous, i.e. different sites storing data for different
set of features, possibly with some common features among sites.
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Distributed Data Mining(DDM), although is a fairly new field, has
been very active and enjoying a growing amount attention since its
inception. A number of approaches have been proposed in litera-
tures. The books [11, 22] provide a comprehensive exposure to the
state-of-art techniques of DDM. Kargupta et al. [12] proposed the
Collective Data Mining(CDM) framework to learn from heteroge-
neous data sites. The goal of the CDM framework is to generate
accurate global models, which one would get if data were central-
ized/combined, in a distributed fashion. Chan and Stolfo [4] pre-
sented meta-learning techniques, which try to learn a global classi-
fier based on local models built from local data sources, for mining
homogeneous distributed datasets. Yamanishi [21] developed a dis-
tributed cooperative Bayesian learning approach, in which different
Bayesian agents estimate the parameters of the target distribution
and a global learner combines the outputs of each local model. Cho
and Wuthrich [6] described the fragmented approach, in which a
global rule set is formed based on the rules generated at each lo-
cal site, to mine classifiers from distributed information sources.
Lam and Segre [13] suggested a technique to derive Bayesian be-
lief network from distributed data. Cheung et al. [5] introduced
a fast distributed association mining algorithm to mine associa-
tion rules from distributed homogeneous datasets. Turinsky and
Grossman [20] proposed a framework for DDM that are interme-
diate between centralized strategies and in-place strategies. Sev-
eral other traditional techniques from statistics such as bagging,
boosting, Bayesian model averaging, stacking and random forests
could be naturally extended to combine/aggregate local models in
a distributed environment. In addition, some other methods such
as collaborative learning developed in psychology, multi-strategy
learning, team learning, organizational learning in economics, dis-
tributed reinforcement learning and multi-agent learning could also
be applied in a distributed setting.

1.2 Similarity-Based Distributed Data Mining
Framework(SBDDM)

Though there are a lot of techniques proposed for DDM, most of
them have an underlying assumption: there exists a global model
which could be generated if the data were centralized/combined
and essentially the distributed data sets are treated as a single vir-
tual table [16]. Current DDM techniques use various criteria and
methods to approximate the best global model based on local base
models which are derived from distributed data sources. The prob-
lem with these approaches is that the data contained in each indi-
vidual database may have totally different characteristics. In other
words, the distribution of the data may contain semantic meanings
as well as the technical factors. Take the data sets of a supermarket
chain W for example, the same items may have totally different
sales patterns. Such differences can be alluded to the geographical



differences in the locations and/or to the the demographical differ-
ences in the customers. On the other hand, mining each individual
dataset separately may result in too many spurious patterns and may
not be good for the organizations’ global strategy plan.

In this paper, we propose a similarity-based distributed data min-
ing framework. The basic idea is to first virtually integrate the
datasets into groups based on their similarities. Then we can view
each resulting group as a single virtual table since the datasets in
the group are similar to each other. Therefore, various DDM tech-
niques could then be applied to each group. The rest of the pa-
per is organized as follows: Section 2 presents our new similarity
measure. Section 3 illustrates the limitations of current DDM tech-
niques. Section 4 presents our discussions and conclusions.

2. NEW SIMILARITY MEASURE

Similarity is one of the central concepts in data mining and
knowledge discovery. In order to find patterns or regularities in
the data, we need to be able to describe how far from each other
two data objects are. During the last few years, there has been
considerable work in defining intuitive and easily computable mea-
sures between objects in different applications, including the work
on ftime series and queries [7, 17] attribute similarities [8, 18],
and database similarities [15, 19]. Also, a general framework
for comparing database objects with a certain property has been
proposed [9]. Similarity measures between homogeneous datasets
can be used for deviation detection data quality mining, distributed
mining and trend analysis. In this section, we introduce a new simi-
larity measure. The new measure is calculated from support counts
using a formula inspired by information entropy. We also present
our experiment results on both real and synthetic datasets to show
the effectiveness of the measure in Appendix.

2.1 Association Mining and Itemset Lattice

In this section, we present basic concepts on association mining
that are relevant to the similarity measure. The problem of finding
all frequent associations among attributes in categorical (“basket”)
databases [2], called association mining, is one of the most funda-
mental and most popular problems in data mining. The presenta-
tion here follows that of Agrawal et al. [2]. Let D be a database
of transactions over the attributes Z, where Z = {iy, 1, - - - yim}
is the set of all discrete atzributes. (To deal with continuous at-
tributes we can use discretization.) The elements of 7 are called
items. A nonempty set of items is called an itemset. For each
nonnegative integer k, an itemset with exactly k items is called
a k-itemset. A transaction is a set of items together with a unique
identifier called 7/D. Let A be an itemset. The support of A in
database D, denoted by supy,(A), is the proportion of the transac-
tions in D containing A as the subset. Let 1, 0 < p < 1, be a
parameter called minimum support. The association mining prob-
lem, given Z, D, and p, can be stated as the following problem:

L Find all nonempty itemsets A such that supp, (4) > p. —|

Here an itemset A that satisfies the condition, supp(A) > p, is
called a frequent itemset or a frequent item association.

Given a database D of transactions over the attribute
set 7 and a minimum support u, the set, £, of all
itemsets that are frequent (with respect to the minimum
support ) forms the set lattice in the following sense:
For all itemsets A and B, if A is properly contained in B
and B € L, then A € L.

Such a lattice is called the itemset lattice Figure 1 shows an item-
set lattice over four items. This subset (or lattice) property enables
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Figure 1: An itemset lattice over {A, B, C, D}. The rectangles
are frequent itemsets. ABD and BCD are the maximal fre-
quent itemsets,

us to enumerate all frequent itemsets using only maximal frequent
itemsets, where an itemset A is a maximal frequent itemset (MFI)
if A is frequent and no itemsets B that properly contain A are fre-
quent. Note that every frequent itemset is a subset (not necessarily
proper) of a maximal frequent itemset.

2.2 The Similarity Measure

One approach to comparison of databases is to compare the prob-
ability distributions under which the databases aré generated. How-
ever, estimating the probability distributions can be a difficult task
due to the dimensionality of the data.

As we discussed in Section 2.1, the “lattice” property of the fre-
quent itemsets allow the MFIs as the concise representation of the
frequent patterns. MFIs then can be used to approximate the under-
lying distribution. Various methods have been proposed to compute
efficiently the maximal frequent itemsets [10, 3]. Here we pro-
pose a new measure based on the set of maximal frequent itemsets,
which is inspired by information entropy.

Let A and B be two homogeneous datasets. Let

MFA {(Al,CA1)1(A2aCA2),-~-,Am,CAm)} and
MFB {(Bl’CBl))(B%CB'Z)v---;(Bn;cBn)},
where A;,Cai, 1 < i < m, are the MFIs of A and their respec-
tive support counts and B;, Cgj, 1 < j < n, are the MFIs of B

and their respective support counts. Then we define the similarity
between A and B as

Sim(A, B) = 112_?[2, where
= |4i N A AN Al
L = ; AU 4] log(1 + ]AiUAjl)mm{CA“CA’}’
|B: N B;| |BinBjl, . ..
& 121: le U BJI IOg(l + |Bz u Bj,)mln{CBzyCBJ}y
|4i N B;| AnB),
I Z A Ulelog(l + 4 U ;| )min{C;, Cg;}.

Y]
2

I Ti+12
A;NB,|
14
1A 0B B represents how much

the two sets are in common. min{Cai, Cp;} is the smaller sup-
port value of these two sets and acts as the weight factor. Ensem-
bling the entropy in the information theory, the log terms play the
role of scaling factors. I3 can be thought as a measure of “mutual
information” between M F A and M FB. If two underlying distri-
butions have much in common, then M F A and M F B would have
more in common and hence intuitively /3 would be large.

It is easy to see that 0 < Sim(4,B) < 1 and that
Sim(A, B) = Sim(B, A). Clearly, Sim(A, A) = 1. We choose
only MFIs because they in some sense represent the information
of the associations among their elements and the measure makes

| A;N Aj;| denotes the number of elements in the set A; N A

serves as the normalization factor.



pairwise comparison of frequencies of MFIs. The number of MFIs
usually is much smaller than the number of frequent sets. Extensive
experimental results have shown the effectiveness of our similarity
measure {14]. In the rest of our paper, similarities between data
sets are calculated with our similarity measure. It should be noted,
however, our similarity based distributed data mining framework
could use other good and reasonable measures too.

3. LIMITATIONS OF CURRENT DDM
TECHNIQUES

In this section, we illustrates the limitations of current DDM
techniques. Three experiments (association mining, clustering and
classification) are conducted to discuss the DDM techniques in var-
ious scenarios. In summary, they all demonstrate that: ignoring the
differences among distributed sources is inappropriate in many ap-
plication domain and would lead to incorrect results. DDM tech-
niques should take the meaning of the distribution into account.

3.1 Distributed Association Mining

We use three article collections: COMPGEOM, CRYPT and EU-
ROCRYPT! described [14] , as distributed data sets for association
mining. These three datasets share the same database scheme. If we
view these three data sets as distributed resources as a (global) the-
ory article collection, current DDM techniques would regard them
as a single virtual table. Figure 2 shows the rules generated by
distributed association mining, i.e., by mining the single single vir-
tual table of COMPGEOM. CRYPT and EUROCRYPT. Figure 3,
Figure 4 and Figure 5 show the association rules obtained by min-
ing each individual data set respectively. The minimum support
of association mining is 1% and the minimum confidence is 80%.
Each line in the figures contains one association rule in the for-
mat a,b — ¢(z%, y%) where a, b, c are items, and z, y are the
support and confidence of the rule. As you can see from these fig-
ures, the rules for COMPGEOM are significantly different from
that of CRYPT and EUROCRYPT as evidenced by the fact that
most items appeared in figure 5 are not presented in Figure 3 and
Figure 4. On the other hand, the rules for CRYPT and the rules
for EUROCRYPT have much in common: rule 1,2, and 3 in Fig-
ure 3 are the same as rule 8,9 and 10 in Figure 4, rule 4 in Figure 3
is closely related to rule 4 in Figure 4. This implies that the con-
text for COMPGEOM is quite different from that of CRYPT and
EUROCRYPT. Hence it is undesired to regard them as a single vir-
tual table and apply DDM techniques. A good approach would be
our SBDDM framework. The similarity between EUROCRYPT
and CRYPT is high (> 95%) while the similarity between COMP-
GEOM and CRYPT and the similarity between COMPGEOM and
EUROCRYPT are relatively low [14]. So it would be desired if
we divide the three datasets into two groups: one group is COMP-
GEOM and the other group is CRYPT and EUROCRYPT, and then
we apply distributed association mining for each group. Figure 6
give the rules generated by distributed association mining on the
group of CRYPT and EUROCRYPT.

3.2 Clustering Synthetic Distributed Datasets

As we already discussed, current DDM techniques usually view
the distributed data sets as a single virtual table or virtually inte-
grate the distributed datasets together. In general, clustering algo-
rithms achieve better results on larger datasets if the noise level
is the same. Intuitively, adding “similar” data into datasets would

'COMPGEOM = Computational Geometry, CRYPT = Conference
on Cryptography, EUROCRYPT = European Conference on Cryp-
tography. ’
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1. logarithm — discrete (1.4%,87.1%)
2. voronoi — diagram (1.3%,89.3%)
3. diagram — voronoi (1.2%,96.2%)
4: schem,secret — shar (1.2%,92.3%)
5: schem,shar — secret (1.4%,82.8%)

Figure 2: The rules for EUROCRYPT, CRYPT and COMPGEOM.
: schem,secret — shar (1.9%,85.7%)

: schem,shar — secret (2.0%,80%)

: key,cryptosystem — public (1.6%,83.3%)

: public,cryptosystem — key (1.6%,83.3%)

Figure 3: The rules for CRYPT.

N e

. adapt — secur (1.2%,87.5%)

. boolean — func (1.5%,90.0%)

. digit — signatur (1.5%,80.0%)

. public — key (3.0%,80.0%)

shar — secret (3.4%,82.6%)

. logarithm — discrete (2.1%,100.0%)

. low — bound (1.2%,87.5%)

: schem,secret — shar (1.8%,100.0%)

: schem,shar — secret (2.1%,85.7%)

0: public,cryptosystem — key (1.3%,100.0%)

Figure 4: The rules for EUROCRYPT.

. hull — convex (2.4%,94.1%)

. short — path (3.9%,89.3%)

. voronoi — diagram (3.9%,89.3%)

. diagram — voronoi (3.6%,96.2%)

. algorithm, convex — hull (1.1%,87.5%)
. simpl,visibl — polygon (1.1%,87.5%)

. minim,tree — span (1.2%,88.9%)

: minim,span — tree (1.1%,100.0%)

00 ~1I N Hh W —

Figure 5: The rules for COMPGEOM.

. logarithm — discrete (2.2%,87.1%)
: schem,secret — shar (1.8%,92.3%)
: schem,shar — secret (2.0%,82.8%)
: public,cryptosystem — key (1.5%,90.5%)

BN -

Figure 6: The rules for EUROCRYPT and CRYPT.

help to improve clustering results. However, if the additional data
are not similar to the ones in datasets, integrating the additional
data may inject noises. In this section, we examine the performance
of distributed clustering. We show that distributed clustering might
achieve undesired performance if it assumes the distributed datasets
have the same structure and ignores their differences.

We used the method described in (1] to generate synthetic dis-
tributed datasets. The first data set, S1, had 1, 000 data points in a
20-dimensional space, with K = 5. All input clusters were gener-
ated in a 7-dimensional subspace. Approximately 5% of the data
points was chosen to be outliers, which were distributed uniformly
at random throughout the entire space. The second data set S2 hav-
ing 1,000 data points was generated using the same seeds with a
random shift. We randomly divided S; into S11 and S12 and Sq
into S»; and S22, thereby generated four distributed datasets.

To compute the similarities between the datasets, we first dis-
cretize continuous attributes. In our experiments, we use a trans-
lation method which combines Equal Frequency Intervals method
with the idea of CMAC. Given m instances, the method divides
each dimension into & bins with each bin containing = + v adja-

cent values®. In other words, with the new method, each dimension

2The parameter -y can be a constant for all bins or different con-



is divided into several overlapped segments and the size of overlap
is determined by . An attribute is translated to a binary sequence
having bit-length equal to the number of the overlapped segments,
where each bit position represents whether the attribute belongs to
the corresponding segment. Here we mapped all the data point into
a binary space with 100 features.

To measure the performance of clustering on these sets, we used
the confusion matrix, described in 1]. The entry (o, ¢) of a confu-
sion matrix is the number of data points assigned to the output class
o and generated from the input class 7. We also used the recovering
rate [23] as a performance measure of clustering, defined as

1- H(I|0)/H(I) = MI(I,0)/H(I),

where MI(I, O) is the mutual information between the input map
I and the output map O. If a clustering algorithm correctly recovers
the input clusters, the recovering rate is 1. We used the clustering
algorithm presented in [23]. Here A, B, C, D, and E are the in-
put clusters, 1, 2, 3, 4, and 5 are the output clusters, and O is the
collection of outliers.

We performed clustering on S11, on S21, on the join of 511 and
512, on the join of S2; and S32, and on the join of S11 and S21. The
confusion matrices of these experiments are shown in Tables 1-5,
respectively. The recovering rates of the experiments are, respec-
tively, 0.86182, 0.87672, 0.87332, 0.88380, and 0.66356. Also,
the similarity values between the data sets are shown in Table 6.
We observe the following: since the similarity between S1; and
521 is low, the integration of the two sets led to lower recovering
rate, since S11 and Sy are “similar” the clustering result was better
when they were combined, and since Sa; and Sa2 are “similar” the
clustering result was better when they were combined.

3.3 Heart Disease.Database

Here we demonstrate the usefulness of SBDDM framework on
a classification problem of real distributed datasets. As we men-
tioned in Section 3.2, inigeneral, learning algorithms could achieve
better results on larger datasets if the noise level is the same. Intu-
itively, adding “similar” data into datasets would help to improve
learning results. However, if the additional data are not similar to
the ones in datasets, integrating the additional data may inject noise
and degrade the performances of the learning algorithms.

The heart database consists of real, experimental data from four
international medical organizations, Cleveland Clinic Foundation
(CCF), Hungarian Institute of Cardiology (HIC), the University
Hospitals in Zurich and Basel in Switzerland (ZB), and V.A. Medi-
cal Center in Long Beach; California (VAMC). A detailed descrip-
tion of the datasets can be found in UCI machine learning deposi-
tory. These databases have been widely used by researchers to de-
velop prediction models for coronary diseases. In this experiment,
we used these real distributed datasets to illustrate the usefulness of
the SBDDM framework.

The similarity values between these datasets are shown in Ta-
ble 7. As in Section 32, we transformed the dataset into basket
datasets (missing values are replaced with random values). The
self-similarity of each dataset is measured using the similarity be-
tween two random samples of the dataset, where one sample had
the size of 70% of the original set and the other had 30%.

Table 8 presents the accuracy results of using decision tree tech-
niques to build the prediction model. To do this, we first randomly
split each dataset into two: 70% for building models and 30% for
testing. In the diagonals, each training data is used to build a pre-
diction model and the performance of the model is tested on its own

stants for different bins depending on the distribution density of the
dimension. In our experiment, we set v = |m/5k].
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Output\Input | A B C D E O
1 0 0 0 120 0 O
2 0 1 0 0 68 6
3 72 0 0 0 0 9
4 0 9 0 0 0 3
5 0 0 119 3 1 8
Table 1: Confusion matrix for S;;
Qutput\Inpuu | A B C D E O
1 0 0 0 0 110 9
2 0 0 81 O 0 7
3 0 103 O 0 0 7
4 0 0 1 83 0 3
5 95 0 0 0 0 1
Table 2: Confusion matrix for S2;
Output\Input | A B C D E O
1 0 0 238 3 2 12
2 143 0 0 0 0 25
3 0 0 Q 242 0 2
4 0 0 0 0 136 8
5 0 183 0 0 0 6
Table 3: Confusion matrix for S;; + S;2
Output\Input [ A B C D E O
1 189 0 0 0 Q 1
2 0 206 0 0 0 12
3 0 0 0 0 221 12
4 0 0 164 0 0 16
5 0 0 0 166 0 13
Table 4: Confusion matrix for S>; + Sa2
Output\Input | A B C D E O
1 0 1 84 0 0 1
2 166 3 0 0 0 9
3 0 0 117 0 0 6
4 1 109 0 0 179 33
5 0 81 0 206 0 4

Table 5: Confusion matrix for S1; + S21

test data. In the off-diagonals, the model is built using the join of
the training data specified by the row and the training data specified
by the column and is tested on the test data specified by the row.
Note that the similarity between CCF and VAMC is very low and
so combining these two sets degraded the performance of the pre-
diction model significantly. The CCF-row shows that the prediction
accuracy on the CCF data was decreased from 78.57% to 76.19%
when the VAMC data was added to the CCF data. The VAMC-
low shows that the prediction accuracy on the VAMC data was de-
creased from 66.67% to 62.96% when the CCF data was added
to the VAMC data. The self-similarity of the VAMC data is low,
only 0.492. This seems to suggest that the VAMC data may not
be coherent®. In fact, the prediction accuracy of the decision tree
built from the training set of the VAMC data is 66.77%. The simi-
larity between the HIC data and the VAMC data and the similarity
between the ZB data and the VAMC data are, respectively, 0.619
and 0.567. These values are much greater than the self-similarity
of the VAMC data, 0.492. So, one can think that combining the
VAMC data with either the HIC data or the ZB data will improve
the prediction accuracy, which was proved correct. The accuracy

31t is partially because there is a large amount of missing data in
VAMC. 689 entries out of (200 x 13) are missing.



was increased from 66.67% to 72.22%, in both cases. The self-
similarity of the ZB data is very high, 0.934, and this seems to
suggest that the ZB data are coherent and that the prediction accu-
racy of the decision tree built from the ZB data is as high as 90%.
The similarity between each of the other datasets and the ZB data
is much smaller than 90%. Thus, combining the other data with the
ZB data will not improve the prediction accuracy.

S11 S12 Sa1 Saz

S1 1 0.9619 | 0.3023 | 0.3136
Si2 | 0.9619 1 0.3231 | 0.3147
S21 | 0.3023 | 0.3231 1 097117

Sa2 | 03136 | 0.3147 | 0.9717 1
Table 6: Similarity Result of Different Sets

CCF | HIC ZB | VAMC
CCF 0.821 | 0.718 | 0.601 | 0.281
HIC 0.718 | 0.841 | 0.681 | 0.619
ZB 0.601 | 0.681 | 0934 | 0.567
VAMC | 0.281 [ 0.619 | 0.567 | 0.492
Table 7: Similarity Results of Heart Disease Database
CCF HIC ZB VAMC
CCF 78.57% | 79.76% | 77.38% | 76.19%
HIC 76.84% | 77.89% 80% 77.89%
ZB 90% 85% 90% 87.50%
VAMC | 62.96% | 72.22% | 72.22% | 66.67%

Table 8: Accuracy Results of Heart Disease Database

4. DISCUSSIONS AND CONCLUSIONS

In this paper, we propose a similarity-based distributed data min-
ing framework. The central idea is to first virtually integrate the
datasets into groups based on their similarities and various DDM
techniques could then be applied to each resulting group. We also
propose a new similarity measure which is calculated from support
counts using a formula motivated from information entropy. In ad-
dition, we illustrate the limitations of current DDM techniques.

It should be noted that various distributed techniques can be eas-
ily implemented within our SBDDM framework. Based on our
SBDDM framework, we have extended the CoFD algorithm [23]
to cluster distributed homogeneous datasets. Within our SBDDM
framework, distributed clustering operates in two stages: the first
stage is to divide the distributed datasets into groups based on the
similarity, and the second stage is to carry distributed clustering
within each group. Experiments on both real and synthetic datasets
have shown the efficacy and effectiveness [14].
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