Mark Allen Weiss
Copyright 1999

Introduction to Serialization

Outline of Topics

What is Seriali zation

Basics of Serialization

Thet ransi ent keyword

Changing the default reading and writing
Security Issues

Versioning

Serialization

Introduced in Java 1.1

Allowsreading and writing of whole objectsto
any InputStream or OutputStream

Reasonably easy to use default behavior
Reasonably easy to customize




Why Serialization?

o Persistence: Storing dbjectsin filesand
databases (persistence)

« Marshalling: Passng whole obj ects between
VMsover the network

Serializable Interface

« Only objectsthat implement the
Seri al i zabl e interface @n be serialized

o Thisinterfaceispart of Java 1.1

e String,l nteger,Vector, Hasht abl e.and
other typical classes have been retrofitted in
Java lltobeSeri ali zabl e

o Easy toimplement thisinterface it hasno
methods!

Why Isn't Everything Serializable?

« |f it was, there ould be information leakswhen
objectsarewritten.

« Wealso need to be areful when reading a
serialized objed (sketch of the details provided
later)




Writing an Object
« Createan Obj ect Qut put St r eamfrom any
Qut put St ream
o Useitswri t e(bj ect method:
void witeCoject( Object obj );
« Remember: obj must be serializable.

« Nedl tohandlel OExcepti on,
Not Seri al i zabl eExcepti on,
I nval i dd assExcepti on. All are
| OExcepti ons.

Reading an Object

o Createan Qbj ect | nput St r eamfrom any
| nput St r eam
e Useitsr eadObj ect method:
oj ect readOoj ect( );
« Returned type must be downcast to actual type.
« Ned tohandlel OExcepti on,
Cl assNot FoundExcept i on,
Opt i onal Dat aExcepti on. All but
Cl assNot FoundExcepti on are
| OExcepti ons.

Example of Writing

Fil eQut put Stream f;

(Obj ect Qut put Stream out = new (bj ect Qut put Strean( f );
Person p = new Person( ... );
try {
out.witeChject( p);
}
catch( Not Serial i zabl eException e ) {
/1 Cops: Reservation is not serializable
}
catch( | OException e ) {
/1 Cops: Various I/0 problens
}




Example of Reading

Filelnput Streamf;

Qbj ect | nput Stream out = new ObjectInStrean( f );
Person p;
try {
p = (Person) in.readOject( );
}
catch( d assNot FoundException e ) {
/1 Cops: Reservation class not |oadable on this VM
}
catch( | OException e ) {
/1 Qops: Various I/0O problens
}

What Gets Written

e Obj ect StreanC ass object for theobjed's
class
— Includes 64-bit ser i al Ver si onUl D(versioning)
— Names and types of fields
— Obj ect Streantl ass of super class

e Non-transi ent,non-st ati c fields

— Base dassdata written first (if base dassnot
serializable, zero-parameter constructor used)

— Fieldsthat are object references are followed; if they
can be serialized, they are; otherwise, if nul | ok;
otherwise exception is thrown.

Several References to Same Object

« When written, each objed getsa serial number
(hence, serialization)

o Each referenceisthen either null or the
appropriate serial number

« Long chains of references are followed
automatically using a depth-first search; saves
you lots of manual labor

« When objectsare restored, everything looks
likeit was.




What Gets Read

bj ect St reantCl ass object for theobjed's
class

— Includes 64-bit ser i al Ver si onUl D(versioning)
— Names and types of fields

— Obj ect Streantl ass of super class

Object fildsread in next

If base dassisnonserializable, inherited
portion isinitialized with no-parameter
constructor.

Class Versioning

64bit seri al Ver si onUl Dis dored; it is
based on the dassmembers

If the classchangesin any significant way, the
seri al Ver si onUl Dchangestoo

When object isread from an object stream,
system ensuresthat version UIDs of

Obj ect St reanCl ass and local classarethe
same

If not, exception isthrown

Version UIDs

Computed using SHA (only 64 d the 160 bits
areretained); can obtain it by running

seri al var, which ispart of the JDK.

Will changeif you add or delete membersor
change signatures (even from public to private)
You can declareyour opinion that a classis
compatible by adding apri vate static
final | ong member named

seri al Versi onUl D.




Version UIDs (continued)
If UIDs match, attempt to load classwill
continue

During the read, new fields (those not written
by thewrite) will get default values (null for
references, etc.)

« Removed fieldswill beignored

« If VM isn't happy, an exception isthrown. May
happen if field type has changed

Security Problems

« The onstructor for theSeri al i zabl e objed
isSNOT called.
— Somefields may benul |, which might not be what
was expected based on constructors
« Serializable objed isread in without checks.
Consider a serializable Dat e class
— Can writetheDat e out to afile
— Can edit thefile, and generatean illegal date
— Whenitisreadin, fieldsare mpied, blindly
— Ther€e'sno check, and Dat e isnow inconsistent
— Don't even need files: can use ByteStreams.

Customizing re adObje ct

« Can haver eadObj ect doextrawork by
implementing (in the serialized objed's clas9

private void readObject( ObjectlnputStreamin )
throws | OException, C assNot FoundException;

« readObj ect (and only r eadObj ect ) cancall
an oj ect | nput St r eammethod to dothe
normal default read, and can then add codeto
do error chedksor other additional work. The
method call would be

e in.defaul t ReadObject( );

« Note: readbj ect must beprivate




Example: Making Date Safer

public class Date inplenents Serializable

{

private bool ean isValid( )
{ /* inplementation onmitted */ }

private void readObject( ObjectlnputStreamin )
throws | OException, O assNot FoundException
{
in. defaul t ReadCbj ect ( );
if( tisvalid( ) ) throw new | OException( );
}
}

Customizing wri te Cbj ect

« Not surprisingly, can do similar thingswith
witeObject
— Can haveprivatew i t eObj ect method (throws

| CExcepti on only)
— Privatewr i t eCbj ect method can call
out. defaul tWiteCbject( )

o Thisisuseful for writing output in a special
way. For instance, can writeatransient field'in
an encrypted format. Of course, need to
implement r eadoj ect tomatch.

readCbj ect and wri te Chje ct

public class Secure inplenents Serializable {
transient private String password;
private String nane;

private void witeCbject( ObjectCQutputStreamout )
throws | CException {

out.defaul tWiteChject( );
out.witeUTF( NSA encrypt( password ) );
}

private void readChject( bjectlnputStreamis )
throws | CException, O assNotFoundException {
in. defaul t ReadObj ect( );
password = NSA. decrypt( in.readUTF( ) );
}
}




Dealing With Changing Fields

o Usesnested class
bj ect | nput St ream Cet Fiel d
o Call oj ect | nput Stream r eadFi el ds to
get a colledion of namel/value pairs
— unfortunately, cannot enumer ate over collection
— must know exact field namein stream format
« Variousget methods extract objeds
— Two parameters: name of field, and valueto return
if field isnot in the stream (but isin curr ent class)
— if field not in the stream AND field isnot in the
curr ent class, you get an exception
— Must explicitly assign valuesto dl classfields, or
they will get zero for primitives, null for r eferences

Using ObjectinputStream.GetField

class Person {
static final long serial VersionUD = ...;

private void readObject( ObjectlnputStreamin)
throws | CException, O assNotFoundException {
Cbj ect I nput Stream GetField gf = in.readFields( );

full Nane = (String) gf.get( "fullName", null );
if( full Name == null )
full Name = g¢f.get( "lastNane", null )
+ ", " + gf.get( "firstName", null );
age = gf.get( "age", 0);
}

private String full Name; Il the new version
Il private String |astNane; Il the old version
/1 private String firstName; Il the old version

}

Externalization

o Serializableisnice, but has ssme overhead.
May not be appropriatein all instances.
« TheExt ernal i zabl e interface extends

Seri al i zabl e. Must implement

public void witeExternal ( CbjectQutput out )
throws | CException;

public void readExternal ( Objectlnput in)
throws | CException, C assNotFoundException;

« Your object has complete control over how it is
written but you deal with base dasses, and
serializing object references.

o Object and all super classes must have O-param
constructor




Exte r nal iz able Date Class

class Date inplenents Externalizable
{
public Date( )
{ this( 1, 1, 2000 ); }

public Date( int m int d, int y)
{ month = m date = d; year =y; }

public void witeExternal ( CbjectQutput out ) throws | CException
{ out.witelnt( nonth ); out.witelnt( date ); out.witelnt( year ); }

public void readExternal ( Cbjectinput in)
throws | CException, O assNot FoundException
{ month = in.readint( ); date = in.readint( ); year = in.readint( ); }

private int nonth;
private int date;
private int year;

}

Summary

o Serialization iseasy to usg; it tracks down and
serializes all objedsreachable from the basic
object being serialized

o Usually haveto implement private
readoj ect todo seaurity check

« May neel to watch out for classversion
changesand set theseri al Ver si onU D

« Externalization ishard to use unlessclassis
trivial, but can be faster and more compact




