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— Dat agr anSocket and Dat agr anPacket

Threading and networking
Firewall Isaues




Internet Addresses

o Every computer represented by (at least one)
internet address (1P address)
— Can use quad bytes or easier-to-remember domain
names
o 131.94.126.81 (32 bit quad-bytes)
« ocdot.aul.fiu.edu (domain name)

— Can use spedal name and address for local machine
. 127.0.0.1
« localhost

— Machines can have multiple names/addr esses

— Some addresses represent multiple machines; useful
for load-balancing

Ports

Abstraction to allow multiple programs access
to single internet connection

Portsarenumbered O to 65,535

PortsO0to 1,023 are reserved and often
restricted

Weéell known-ports:
— 7 echo

— 13time of day

— 21ftp

— 23telnet

— 80http




Socket

o Can communicate with another machine by
opening a socket.

o If theother machineislistening on theport,
you can establish a two-way connection.
Listening at other end isdonewith a server-side
socket.

e Example: connect to www.cs.harvard.edu at
port 13 and get time of day
— Can dothisin atelnet window

— Can do thisusing browser and URL
http://www.cs.harvard.edu: 13/

TCP/IP vs UDP

e UDP
— Packets are sent from one machineto another
— Packets may take different routes
— Packets may ar ivein random order or not at-all

— You must set up a protocol that numbers packets,
and sends out a header. Receiver can request
retransmisson of missng packets, and reasseemble

— Faster but more work, godl if lossof packetsis
tolerable (Real Audio)

e TCP/IP
— Doesall thedirty work. Lookslikea smooth stream.




The Java Socket Class

o Defined in java.net package

o Create asocket by specifying theimachine and
port to connect to.

e Onceyou havea socket, can use
get | nput St r eamand get Qut put St ream
to read from and writeinto the socket.
— Returns| nput St r eamand Qut put St r eam

— Actual types are invisible Socket | nput St r eam
and Socket Qut put St r eam

— Should alwaysturn off bufferingonPrint Witers
e OId I/O rules apply once you have streams

Getting the Time of Day

inport java.io.*;
i nport java.net.*;
class Tine {
public static void main( String [] args ) {

try {
Socket t = Socket ("www. cs. harvard. edu", 13 );
I nput Stream in = t.getlnputStrean( );

I nput St reanReader rin = new | nput StreanReader( in );
Buf f er edReader bin = new BufferedReader( rin);

String str;
while( ( str = bin.readLine( ) ) !'= null )
Systemout.println( str );

}

catch( | CException e ) {
Systemout.printin( e );

}

/1 should cl ose socket in finally block

}
}




InetA ddress

e Abstractstheidea of an | P address

— Some constructorsrequire | net Addr ess instead
of astring

— Using | net Addr ess avads repeated |lookup. of
same | P address can savetime
e | net Addr ess isafactory class no
constructors
— Use get ByNane static method

— Useget Local Host (givesreal info, not localhost)

« Can then useinstancemethodsget Host Nane,
get Host Addr ess

Serve r Socket

Used to listen on alocal port

Constructor specifiesport tolisten on
Cannot listen on a port that isalready being
listened on

After creation, call accept .

— Blocks until a connection comesin
— When connection occurs, accept returnsa Socket

— At that point, you can get a pair of streamsand
communicate with the dient

— Should close inside finally block when done




Echo server example

i nport java.io.*;
i nport java.net.*;

cl ass EchoServer {
public static void main( String [] args ) {

Socket sock = null;

try {
Server Socket ss = new Server Socket( 3737 ); // Use port 3737
sock = ss.accept( );
I nput St reanReader in = new | nput StreanReader ( sock. getlnputStrean( ) );
Buf f eredReader is = new BufferedReader( in );
PrintWiter os = new PrintWiter( sock.getQutputStream( ), true );

os.println( "Welcome to the EchoServer!" );
os.println( "Enter " + "***" 4+ " to exit" );

String str;
while( ( str = is.readLine() ) !'= null && !str.trin().equals( "***" ) )
os.println( str );
}
catch( | CeException e ) { /* Could wite to a log file */ }
finally { /* close stuff here */ }
}

}

Problem With Previous Example

o Can only handle one monnection

e Onceaccept iscalled nobody islistening on the
port any more
— future connect attempts will fail

— could usealoop to call accept agan after connedion
isprocessed
« will allow connedionsindefinitely
« will only allow one at atime, however

e Solution: usethreadd




Threads And Networking

e main thread
— createsthe Ser ver Socket
— hasatight loop listening for a connection

— when a connedion comesin, main thread spawns a
background thread
« passesthesocket to the background thread
« background thread processesthe cnnedion
« main thread resumeslistening for a connedion

« multiple simultaneous connedions possble, subjed to
system limits

« main thread runsindefinitely

« main thread could keep a shared list of all background
threadsit has spawned: chatroom possibili ties!

A Better Echo Server: Main

i nport java.io.*;
i nport java.net.*;

public class BetterEchoServer
{
public static void main( String [] args ) {
Server Socket ss = null;
try {
ss = new Server Socket ( 3737 );
while( true ) {
Socket sock = ss.accept( );
Thread t = new EchoHandl er( sock );
t.start( );
}

}
catch( | OException e ) { /* Could wite to a log file */ }
finally { /* close stuff here */ }




The Background Handler Thread

cl ass EchoHandl er extends Thread {
private Socket sock;

publ i ¢ EchoHandl er ( Socket incomng ) {
sock = incom ng;

}

public void run( ) {

try {
I nput St reanReader in = new | nput StreanReader ( sock. getlnput Strean( ) );

Buf f eredReader is = new BufferedReader( in );
PrintWiter os = new PrintWiter( incom ng.getQutputStream ), truem);

os.printin( "Welcone to the EchoServer!" );
os.println( "Enter " + "***" 4+ " to exit" );

String str;
while( ( str = is.readLine() ) !'= null && !str.trin().equals( "***" ) )
os.println( str );

}

catch( | OException e ) { /* Could wite to a log file */ }

finally { /* close stuff here */ } }
}

}

Datagrams

e Models UDP transmission

o CreateaDat agr anSocket , and useit to
send or r ecei ve aDat agr anPacket .

o Dat agr anPacket contains

— Thel net Addr ess of theother party
« Eitheryou set it tosend initially
« recei ve will fillitin, soyou reusethe packet to reply

— Theport of the other party
— Thebytesto send (including how many)

— Basically a C++-style struct with a bunch of setsand
gets.




Connecting to Real Echo Server

inmport java.io.*;
inport java.net.*;

class Echodient {
public static void main( String[] args ) {
Dat agr anSocket sock = null;
String oneLine = null;

try {
| net Address renotel P = | net Address. get ByNane( "ww. cs. harvard. edu”. ) ;

Buf f eredReader bin = new BufferedReader ( new | nput StreanReader( Systemin ) );
sock = new Dat agranBocket( ); sock.set SoTi meout( 5000 );

Systemout.print( "you> " );
while( ( oneLine = bin.readLine( ) ) !=null ) {
byte[] nmsg = oneLine.getBytes( );
sock. send( new Dat agranPacket ( nmsg, nsg.length, remotelP, 7 ) );

byte[] reply = new byte[ nsg.length ];

Dat agr anPacket repl yPack = new Dat agranPacket( reply, reply.length );
sock. recei ve( replyPack );

Systemout.print( "echo> " + new String( reply ) + "\nyou> ");

}
}
catch( | OException e ) { /* Print sone nessages */ }
finally { /* Cose the socket * 0}

}
}

Uniform Resource Locators (URLS)

o Represent web resources

— http://www.cs.fiu.edu:80/~weisg
« good ideato have/ at end of directory URLs!!!!

— file:./dir/footxt
— ftp://ftp.imdb.com/pub/actors.list.gz
— https://www.itn.net/

e Consistsof
— protocol (http, file, ftp, https, etc.)
— IP address
— port (optional; defaults exist)
— resource




Java Classes

o URL

— abstractsthenotion of a URL

— supportshttp, ftp, file

— httpsok in browser if you download JSSE
e URLConnecti on

— abstract classabstracts the notion of a connedion
— can optionally set request headers

— then make connection

— then optionally get returned header info

— then accessresour cewith both input stream and
outputstream (for instance, to post forms)

— can define your own protocols

Getting A Text-Based Web Page

inport java.io.*;
i nport java.net.*;

cl ass Get WebPage {
public static void main( String [] args ) {
try {
URL url = new URL( args[ 0] );
URLConnection urlconn = url.openConnection( );

String str = null;
if( urlconn.getContent( ) instanceof |nputStream) {
Buf f eredReader in = new BufferedReader (
new | nput St reanReader ( urlconn.getlnputStrean( ) ) );

while( ( str = in.readLine( ) ) !'=null )
Systemout.printlin( str );
}
}
catch( 1 Oexception e ) { Systemout.printin( e ); }
}
}




Firewalls and Security

e Most corporate environmentswill not allow
you to diredly open socketsto sitesoutsidethe
cor porate network (or maybe even inside)

o Usually accessiscontrolled by a proxy server
— You open connedion to the proxy server

— If proxy likesyou, it forwar ds the request on your
behalf
— typically proxy server will allow only http requests
to acceptable hosts and will deny most others
« Proxy serversare more suspicious than Java VM sl

http Connecting Through The Proxy

e Need undocumented magic for htt p

— After you havea URLConnect i on-objed, set some header
data before making actual connedion viaconnect or
get | nput St ream

URLConnection conn = url.openConnection();

System get Properties( ).put( "proxySet", "true" );
System get Properties( ).put( "proxyHost", PROXY_HOST );
System get Properties( ).put( "proxyPort", PROXY_PORT );

/1 1f proxy server requires authentication, add next three lines.
/1 usernanme and password will be what proxy verifies.
String proxyAuth = "Basic " + new
sun. m sc. BASE64Encoder ( ). encode( "usernane: password". getBytes(|) );
conn. set Request Property( "Proxy-Aut horization", proxyAuth );




Password-Protected Web Pages

o Can access password protected pages by
including an additional property.in the header

/1 nane and pwd will be what web page verifies.
String webAuth = "Basic " + new
sun. m sc. BASE64Encoder ( ). encode( "nane: pwd".getBytes( ) );
conn. set Request Property( "Authorization", webAuth );

ftp Connections

e ftp protocol issupported in Java (you get an
invisible Ft pURLConnect i on)

o Pasavord protected pages accessed via
standard ftp URL (worksin browserstoo)
ftp://usernanme: password@t p. i ndb. com

e |f you need to tunnel through proxy servers,

use sameidea as http, but with replacements:
System get Properties( ).put( "ftpProxySet", "true" );
System get Properties( ).put( "ftpProxyHost", PROXY_HOST );
System get Properties( ).put( "ftpProxyPort", PROXY_PORT );




Secure Connections

e httpswill work if you are inside a br owser
— browser’sVM has an HttpsURL Connedion
implementation

— complicationsif the applet the browser isrunning was
loaded from the networ k

e httpsisnot part of Standard Development Kit (yet):
Can download the extension from Sun at
http://developer.java.sun.com/devel oper/ear lyAccessj sse/index.html

e NeedsJava 12 or later (thuscan useset Property)
e Then, add to your code:

System set Property( "java. protocol . handl er. pkgs",
"com sun. net. ssl.internal . ww. protocol " );
Security. addProvi der (new com sun. net.ssl.internal.ssl.Provider( ) );

Summary

o Networkingin Javaisbasically easy
— Server Socket and Socket for TCP/IP
connedions
— Dat agr anSocket and Dat agr anPacket for
UDP connections
— URL and URLConnect i on for basic protocols

¢ In most corporate environments, the only
reliable way to communicateisthrough an http
request that tunnelsthrough a proxy server.




