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272 Randomization

Trial division is a sim-
ple algorithm for pri-
mality testing. It is
fast for small (32-
bit) numbers but
% cannot be used for
larger numbers.

1 /1l Return true if odd integer n is prine
2

3 public static boolean isPrime( long n)

4 {

5 for( long i =3; i *i <=n; i +=2)
6 if(n%i ==0)

7 return false; /1 Not prine
8

9 return true; /1 Prime

0

—

}

Figure 9.8 Primality testing by trial division

The simplest agorithm for testing if an odd number N is prime istrial divi-
sion. In this algorithm, an odd number greder than 3 isprimeif it is not divisible
by any other odd number smaller than or equal to ./N. A direct implementation of
this drategy is shownin Figure 9.8.

Tria division is reasonably fast for small (32-bit) numbers, but it is unusable
for even 64bit | ongs because it could require the testing of rougHy ~/N/ 2 divi-
sors, thus using O(./N) time. What we want is a test whose running time is of
the same order of magnitude & the power routine in Sedion 7.4.2. A well-
known theorem, cdled Fermat’s Little Theorem, looks very promising. (A proof
of this theorem is provided in Theorem 9.1 for completeness but it is not needed
to understand the primality-testing algorithm.)

Theorem 9.1

Proof

Fermat’s Little Theo-
remis necessary but
not sufficient to es-
tablish primaility.

(Fermat's Little Theorem): If Pisprimeand 0 <A< P, then
AP-1=1(modP).

Consider any 1 < k< P. Ak=0(modP) isimpossble, sinceP isprime
and greater than A andk. Now consider any 1 <i <j <P.

Ai = Aj(mod P ) wouldimply A(j —i) =0(mod P ). Thisisimpassble by
the previous argument because 1 < j —i < P. Thus the sequence

A 2A, ..., (P-1)A, when considered (mod P ), isa permutation of
1,2,...,P—1. Theproduct of both sequences (mod P ) must be equiva-
lent, thus yielding the equivalence AP~1(P—-1)! =(P-1)!(mod P)
from which the theorem foll ows.

If the oonverse of Fermat’s Little Theorem was true, then we would have a
primality-testing algorithm that would be cmputationally equivalent to moduar
exporentiation (that is, O(logN)). Unfortunately, the mnverse is nat true. It is
easily verified that 2340 = 1(mod 341), but 341 is composite (11 [B1).
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