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Abstract of software architecture may provide useful documentation
itis impossible to analyze an architecture for consistecy
Software architecture plays a central role in developing determine non-trivial properties. There is no way to check
software systems that satisfy functionality and security that a system implementation is faithful to its architeatur
requirements. However, little has been done to integrate design.
system design with security enforcement, which would ] o
otherwise benefits both development process and system’s A high degree of assurance of software security is usu-
quality of service (QoS). This paper proposes a formal ally acr_neved by mdependent_ver|f|cat|_on of the security
method to integrate security administration into software Properties apartfrom good design practices and testing pro
architecture design. We use the Software Architecture €€SSes. To this end, many security policy models were pro-
Model (SAM), a general software architecture model posed [11].. Vanqus formal security verification methods
combining Petri nets and temporal logic, as the underlying Were e.st.abhshe_d in order to prove _the correctness of secu-
formalism. Several techniques for designing functiogalit Mty policies against the corresponding models [10, 8]. Un-
of software architectures are presented. Security mogelin fortunately, security modeling and verification have been
and administration methods are proposed. As such, SAmIargely independent of system requirements and system de-
serves as a common platform for modeling, design andS!9n- Slgnlflcant b_eneles can bg galn_ed by integrating sys-
analysis of secure software architectures. tem design modeling with security policy enforcement [3].

To address the above problems, we propose a formal ap-
proach to designing secure software architectures based on
SAM [14]. SAM is a general software architecture model
based on a dual formalism combining Petri nets and tempo-
ral logic. Security system architecture design in SAM in-
1. Introduction cludes two parts. One is the functionality part, which deals
with the overall structure of the software architecturee Th

Software security is a critical concern for modern infor- other is the _security pa_lrt, .WhiCh handles security require-
mation enterprises. Breach of software security couldeaus ment. ”.‘Ode"”g' spemﬂcgﬂon, and enforcement. .Several
aloss of money or even disaster. Software architectureplay heu.r|st|cs are proposed in order to gwde.t.he architectural
a central role in developing software systems that satisfydes'gn at b_Oth element level and compo§|tlon level. Soft-
functionality and security requirements [12]. Two major ware security is enforced through well-defined rules. Anal-
elements of architectures are components and connectord>"> _techmques are presenteql to ens_ure_the corre ctness of
Important security concerns, such as authentication and acgrchlte(_:tgral design. The main cgntrlbut|_on of th'S. paper
cess control, arise out of interactions between (:omponents's.p.rov'd.Ing a formal method_for mtegrat,ng security ad-
However, architecture descriptions are typically exgzdss ministration into software architecture design on a common
informally and accompanied by box-and-line drawings in- semantic domain.
dicating the global organization of computational entitie
and interaction among them [1]. While informal description
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The rest of the paper is organized as follows: Section 2
presents software architecture design techniques in SAM.

*Supported in part by the NSF under grants HRD-0317692 and-CCR S?Ction 3 proposes security administration method. Sectio
0226763, and by NASA under grant NAG 2-1440. 4 is the conclusion.




2. Software Architectures Design level. The bottom-up approach is used to develop a soft-
ware architecture specification by composing existing-spec
2.1. The Structure of SAM Models ifications of components and connectors and by abstracting
a set of related components and connectors into a higher-
level component. Often both the top-down approach and

A SAM software architecture is defined by a hierarchi-
o : ’ the bottom-up approach have to be used together to develop
cal set of compositions, each of which consists of a set of ; o
a software architecture specification.

components, a set of connectors and a set of constraints to . L
In SAM, only a pair consisting of a related component

be satisfied by the interacting components. Basically, be- .
X and connector can be composed meaningfully. Suppose that
haviors of components and connectors are modeled by Petri

nets, while their properties (or constraints) are spechied < 81, B1 > and< Sy, B, > be a pair of a related compo-

. ; . nent and connector, i.e. they share some ports. The their
temporal logic formulas. In this paper, we use predicate composition is obtained through: (1) composifigandB
transition nets (PrT nets) [4], and a linear-time temporal P an: POSIBg N

logic (LTL) [9]. The interfaces of components and connec- by merging identical ports, and (2) composfigands, by

tors areports(placed. One interface requirementis that the conjoiningsy A 5.
input and output ports of the element must be maintained at

a lower level. 2.4. An Example

Consider a simple clinical information (SCI) system,
which manages and maintains the personal health infor-
] mation. The patients’ medical documents, including basic

In SAM, each element (either a component or a connec-jnformation, test results and treatment records, are ielass
tor) is specified by a tuple S, B >, whereS'is a property  fieq into different access levels by the security administra
specification (written in LTL), and3 is a behavior model o1 The users (or roles), such as registration clerks,asyrs
(defined by a PrT net). To define an element constraintiecnnicians, physicians etc., have different clearancsde
S, we can either directly formulate the given user require- 4 access those documents. The architecture of the SCI sys-

ments or carry out a cause and effect analysis by viewingtem includes four components as illustrated in Figure 1.
input ports as cause and output ports as effects. Canonical

forms [9] for a variety of properties such as safety, guaran- e the Application Systen{AS), which provides users
tee, obligation, response, persistence and reactivitysee with documents access services,
as guidelines to define property specifications.

The general procedure to develBgncludes the follow-
ing steps.

2.2. Element Level Design

e theAccess Interface Systg@ilS), which coordinates
the interactions between other components,

e thePolicy Evaluator(PE), which performs evaluation
decisions based on certain security policies that govern
the access to the protected resources, and

1. Use all the input and output ports as place®of

2. ldentify a list of events directly from the user require-

ments or through Use Case analysis [2]; e the Database Management Systd®BMS), which

3. Represent each event with a simple PrT net; manages the medical documents.

4. Merge all the PrT nets together through shared places
to obtainB;

5. Apply the transformation technique [6] to make
more structured an@r meaningful.

(u,sa,0p,00)7™ (u,sa,
AS Pl U
- . (u,0p,0b,res
2.3. Composition Level Design RAj i
R (u,op,0b)

SAM supports both top-down and bottom-up system de-
velopment approaches. The top-down approach is used to
develop a software architecture specification by decompos-
ing a system specification into specifications of components
and connectors and by refining a higher-level component
into a set of related sub-components and connectors at a low Figure 1. The SCI software architecture




Table 1. Variables in Figure 1

Variable Description
u User name
op Requested operation
ob Object name
sa Static attributes of the user
d Access control decision
res Result feedback

The properties of components and connectors can
specified by LTL formulas.

e ASg — A userrequest will be sent to the AIS service:
V(u, op, ob).3sa.(O(Po(u, op, ob) — O Py (u, sa,op,ob)))

e A]SS -

(1) AIS will invoke PE once a request is received:
Y(u, sa, op, ob).(O( P2 (u, sa, op, ob)

— OPs(u, sa, op, ob)))
(2) If AIS gets a positive decision, it will forward the
user request to DBMS. Otherwise it will directly in-
form the user that the request was ‘denied’:
Y(u,d, op,ob).(O((Ps(u,d,op,o0b) ANd = "Y'

— O Pr(u,op, ob))

A (Ps(u,d,op,ob) Nd =N’
— OPi1(u, op,ob, ‘denied'))))

e PFEg —When PE is invoked, it will return access con-
trol decision:
Y(u, sa, op, 0b).3d.(O( P4 (u, sa, op, ob)
— OPs(u,d, op,ob)))

e DBMSg — Once DBMS receives a request from AIS,
DBMS will feedback a result:
V(u, op, ob).3res.(O(Ps(u, op, ob)
— OPy(u,op,ob,res)))

The following are connector property specifications, where

every connector plays the role of a pipe.

11: V(u, sa,op,ob).(A( Py (u, sa, op, ob)

— OPy(u, sa, op,ob)))
T5: V(u, sa,op, ob).(3(Ps(u, sa, op, ob)

— OPy(u, sa, op,ob)))
T5: V(u,d,op,ob).(3(Ps(u,d, op, ob)

— OPs(u,d,op,ob)))
Ty: Y(u,op,ob).(O(Pr(u, op, ob)

— O Ps(u,op,ob)))
Ts: V(u,op,ob,res).(O(Ps(u, op, ob, res)

— OPig(u,op,ob,res)))
Ts: V(u,op,0b,res).(O(Pr1(u, op, ob, res)

— OPi2(u, op,ob, res)))

The composition-level property specification (denoted £ =

by DES) is obtained by conjoining the property specifi-
cations of all components and connectors, i.e.

be

DES: ASs AN AISs AN PEsANDBMSg
/\T] /\TQ /\T3 /\T4/\T5 /\TG

One overall requiremem EQ) of the SCI system is that
every user request must be processed, which can be speci-
fied by the following LTL formula:

V(u, op, ob).3res.(0(Py(u, op, 0b) — O Pia(u,op,ob,res)))

One way to ensure the composition-level correctness is
to showDES - REQ. The following is a proof outline.

(1) Assume precedend® (u, op, ob)

(2) vV, 3 andOd instantiation inASs:

Py(u, op, 0b) = O Py (u, sa, op, ob)

(3) Apply modus ponens rule to (1) and (2):
O Py (u, sa, op, ob)

(4) Instantiate/ andO in 77 to < in (3):

O Py (u, sa,op, 0b) = OO Py(u, sa, op, ob)

(5) Apply modus ponens rule to (3) and (4):
OO Py(u, sa, op, ob)

(6) Apply © absorbing rule to (5):

O Py (u, sa, op, ob)

(7) By repeating the above Steps (4) to (6) to all sub-
sequent element property specificatiohkSg, 15,
PEg, Ts, AISg, Ty, DBM Sg, Ts, AISs, T,
we can derive the formula in Step (8).

(8) O Pya(u, op, ob, res)

(9) Eliminate precedence assumption in (1) by (8):
Py(u, 0op, 0b) = O Pya(u,op,ob,res)

(10)0O, 3, andv generalization in (9):

V(u, op, ob).Ares.(O(Py(u, op, ob)
— OPio(u, op, ob,res)))

Thus we proved DES REQ.

For the element-level correctness analysis, we need to
show that the property specificatighholds in the corre-
sponding behavior modeB. To this end, several auto-
matic verification techniques were developed [5, 15], which
include symbolic model checking, theorem proving, and
reachability tree analysis.

3. Security Administration Method
3.1. Security Policy Modeling

A security policy model is a mathematical restatement
of the security policy that must be enforced by the com-
puter system. In the following, we present a framework for
administration of security policies based on SAM. The ad-
ministration commands is a generalization of the take{gran
model [13].

Places We assume that the data types includgEnti-
ties), Sub (Subjects),0b; (Objects), W (Rights), where
Sub U Obj. We assume thal = {t,g,r, w},
which contains four access righttake, grant, readand
write, respectively. Each place represents a subject in



Sub. The type (or called inscription) of the plageis
o(p) = (E B o(W)), whereg is power set operator, and
2 is mapping operator. Access matrix can be derived from
the markings of placeste — a) € M(p) means that the
subjectp hasa right(s) on the entitye under the marking
M.

Transitions The state changing commands include four
rules: thetake-rule grant-rule create-rule and revoke-
rule. Each rule corresponds to a transition in a PrT net.
In the following, s, s1, so denote subjectsy, 3 denote sub-
sets of access rights, arddenotes an entity. We assume
that firing of the transitiontr update the marking from/

to M.

e The take-rule
The commandake(s, s2, 3) makes the subject;
to grant itsg right(s) tos,. Formally, the command
corresponds to the transitiamr in Figure 2, where
the dashed parts are newly added by applying the
command, while the solid parts are the old ones.

Figure 2. A PrT net for the take-rule

- C] ZM(Sl)
- CQ :M(SQ)

- C1 = Cit{(e = anp) | (e = a) € C2AanB # 0},
wheret is the overriding operator.

— R(tr) = Spec(M(s1), M(s2),8) A (M'(s1) = C})

Informally, Spec(M(s1), M(s2),/) is a first-order
formula of security policy specificatidrihat stipulates
the relationship on capabilities ef ands,, as well as
the sets. After firing tr, certain access rights f of
the subjeck, are passed to the subjegt

The grant-rule

Using the commangrant(sy, sq, 5), s1 grants itsg
right(s) tos.. Its formal definition is similar to that of
the take-rule, and omitted.

The create-rule

The commandreate(s, e, ) makess to create an en-
tity e and to claimg right(s) toe, whose formal defini-
tion is illustrated in Figure 3.

1Additional elements may be needed in order to specify aquaati
security policy. For example, to specify Multi-level seitpu(MLS) pol-
icy, elements such as clearance levels, and the mapping drities to
clearance levels are necessary.

@

Figure 3. PrT nets for the create-rule

Case 1: ife is a subject, then a new plaeeand a new
transitiontr are added, and

- C1 = M(s)
- C1=Cit{(e—B)}
— R{tr) = Spec(M(s), M(e), §) A (M'(s) = C}).

Case 2: ife is an object, then only a new transition
is added, and

— C1 = M(s)

- C1=Cit{(e—B)}

— R(tr) = Spec(M(s),e, B) A (M'(s) = C1).

The revoke-rule

The command-evoke(s, e, 3) removesg right(s) to
the entitye from the subject, whose formal definition
is illustrated in Figure 4.

Figure 4. A PrT net for the revoke-rule

- 01 ZM(S)
- Ci=Cif{e— (a—pP)|(e—a) e Cr}
— R(tr) = Spec(M(s), M(e), B) A (M'(s) = C1).

3.2. Security Administration

A security policy enforcement consists of a sequence of
PrT nets, such that

1. the initial PrT net contains only one place that denotes
the security administrator (the super user), and

2. at each step, one of the state changing rules is applied
to the current PrT net to obtain a new PrT net.

The constraint for each transition in the PrT net guarantees
the correctness of the security policy enforcement.

For the SCI system, lefub = {s,u1,...,u,} de-
note the set of the security administrator and users, and
Obj = {dy,...,d,} denote the set of the patients’ medi-
cal documents. The security administrator construct a PrT
model as follows.



e The create-rule is used to create users and/or docu-References

ment. Hence, the security administrator take the access
rights from all of the users. [1]

e The revoke-rule is used to remove access rights from
users. 2]

e The take-rule and the grant-rule to exchange rights
among users. [3]

By applying these rules, a security policy model is obtained

as illustrated in Figure 5. The security model plus its con-
nections to port$’, and P5 actually constitute a refinement  [4]
of thePolicy Evaluatorin Figure 1.

(5]

(6]

~ L 7]
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