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ABSTRACTInformation sharing among heterogeneous databases requiresin
reasing attention and poses a pressing need. Su

ess-ful prote
tion of information by an e�e
tive a

ess 
ontrolme
hanism is a basi
 requirement for interoperation amongheterogeneous data sour
es. However, most existing workon a

ess 
ontrol fo
uses on a

ess 
ontrol model and se
u-rity related information, little e�ort is devoted to explor-ing a

ess 
ontrol on the semanti
-related heterogeneousdatabases. No 
urrent work resolves the se
urity 
hallengesfa
ed by heterogeneous databases, i.e., 
ontext-aware au-thorization, semanti
 heterogeneity of databases and poli
yspe
i�
ation at di�erent points. This paper proposes a me-diation se
urity system that se
ures the information sharingamong heterogeneous databases with the promise to meetthe above requirements. The proposed system models the
exible a

ess 
ontrol requirements spe
i�
 to mediation se-
urity while providing uniform a

ess for heterogeneous datasour
es.
Categories and Subject DescriptorsK.6.5 [Management of Computing and InformationSystems℄: Se
urity and Prote
tion; D.4.6 [Operation Sys-tem℄: Se
urity and Prote
tion|A

ess 
ontrols
General TermsSe
urity, Design
KeywordsMediation, se
urity, RBAC, XML
1. INTRODUCTIONMore and more individuals and organizations, whose datasour
es are heterogeneous, 
ollaborate through mediationte
hnique to serve the 
lient appli
ations. The users' a

ess
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to their authorized information should be permitted, how-ever, the a

ess to the unauthorized information should bedenied. For the safety reason, the latter is more important.Mediation se
urity system is designed to 
ope with se
u-rity issues in 
ollaborative 
omputing environment. Media-tors are intelligent middlewares that sit between informationsystem 
lients and sour
es. They perform fun
tions su
h asintegrating domain-spe
i�
 data from multiple sour
es, re-du
ing data to an appropriate level and restru
turing theresults into obje
t-oriented stru
ture. Se
urity 
he
king isinterposed between external a

essors and data sour
es to beprote
ted. We formalize the role of the mediation se
uritythat has the responsibility and the authority to assure thatno inappropriate information leaks an enterprise domain.Only when the a

ess 
onstraints on information from dif-ferent databases are assured, the e�e
tive information shar-ing and interoperation 
an be possible. Regarding to these
urity issues, the major requirements of mediation e�orts
an be summarized as: (1) Users of an appli
ation should beable to a

ess information from any or all of the sour
es ina uniform and 
onsistent way. Spe
ialized knowledge of theindividual sour
es should not be required. (2) Users of anappli
ation must be denied a

ess to any information that isnot allowed from either global level or sour
e level. In otherwords, both the global and lo
al poli
ies must be respe
ted.(3) A

ess 
ontrol is 
ontext-aware.Although several proje
ts have been 
arried out to sup-port �ne-grained a

ess 
ontrol in 
ontext-based or multiplepoli
ies environment, none of the existing work satis�es theabove requirements for heterogeneous databases. Authoriza-tion and a

ess 
ontrol me
hanisms available today are atpreliminary stage [4℄. In [5℄, Dawson presented a modelingand ar
hite
tural solution to the problem of providing in-teroperation while preserving autonomy and se
urity of thelo
al sour
es based on the use of wrappers and a mediator.But in the authorization they did not 
onsider 
ontext infor-mation that frequently determines the a

ess 
ontrol espe-
ially in the information sharing under the inter
onne
tedenvironment. Their work was based on the MAC modelthat supports less 
exibility 
ompared with role-based a
-
ess 
ontrol (RBAC) model [13, 9℄ in our system. E. Dami-ani et al. [4℄ exploited XML's own 
apabilities, allowed thede�nition and enfor
ement of a

ess restri
tions dire
tly onthe stru
ture and 
ontent of the do
uments. The algorithmto 
ompute the user visible view of XML do
ument based onsubje
t's authorization rules was presented with DOM treelabeling and transformation, whi
h is 
loser to our work.



Author-X [7℄ is the implementation of [4℄, and both of thembase on DAC model. A. Gabillon [1℄ used XPath languageto address XML fragments while regulating XML do
umenta

ess, o�ering the possibility of de�ning 
ontent-based au-thorization rules. XACL [10℄ integrated se
urity featuressu
h as authorization, non-repudiation, 
on�dentiality andan audit trail for XML do
ument. However, above four re-lated works disregard the pressing need for interoperationand information sharing among databases, espe
ially thesemanti
-related heterogeneous data sour
es. Instead of 
re-ating more roles based on the 
ontext variation in W. Yao[17℄, we asso
iate the 
ontext 
onstraints with the permis-sion assignment in order to avoid the role explosion [2℄.In this paper we show how to se
ure information uponinteroperation in the 
ontext of a distributed mediation sys-tem where a

ess to data is enfor
ed by RBAC, and these
urity poli
y spe
i�
ation at di�erent data sour
es maydi�er. Our obje
tive is to allow data from heterogeneousdata sour
es available to external appli
ations in su
h a waythat their autonomy and se
urity are not 
ompromised.This paper is organized as follows: Se
tion 2 presents themediator spe
i�
ation for interoperability in mediation sys-tem. Se
tion 3 proposes the se
urity poli
y spe
i�
ationapplied to mediation system. Se
tion 4 explains the a

ess
ontrol enfor
ement in mediation system. Se
tion 5 is the
on
lusion.
2. MEDIATOR SPECIFICATIONR.K.Ege et al. [8℄ and L.Yang et al. [16℄ proposed theadaptive three-layered mediator ar
hite
ture as well as themediation se
urity enfor
ement ar
hite
ture. In order toa
hieve uni�ed identi�
ation of mediation obje
t, the trans-formation from heterogeneous data model to homogeneousdata model is performed by wrappers. But the semanti
heterogeneity still exists in both terminology and stru
turalaspe
ts. A mediation system is de�ned and how to resolvethe semanti
 gap among heterogeneous sour
es is elu
idated.With the promise of integration heterogeneous databases, amediation system in
ludes three parts: a global (mediated)s
hema type, a set of sour
e s
hemas type and mapping re-lation. A global s
hema type is tree type whose labels areterms of a global vo
abulary, distin
t from sour
e s
hematype used in the labels de�ning lo
al data s
hema. Theglobal s
hema vo
abulary has been 
hosen to unify the lo
alvo
abulary and represent a spe
i�
 domain of interest.
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enterprise management. Moreover, DAC and MAC 
an be
on�gured to RBAC [14℄. The RBAC model has the follow-ing main 
omponents [12℄:1. U , R, P and S (users, roles, permissions and sessionsrespe
tively), where P is the Cartesian produ
t of op-eration OP and obje
ts Obj,2. PA � P � R, a many-to-many permission to role as-signment relation,3. UA � U �R, a many-to-many user to role assignmentrelation,4. user sessions : U ! 2S, a fun
tion mapping ea
h useru to a set of sessions.5. session roles : S ! 2R, a fun
tion mapping ea
h ses-sion s to a set of roles session roles(s) � frj(user(s); r) 2UAg (whi
h 
an 
hange with time) and session s hasthe permissions Sr2session roles(s)fpj(p; r) 2 PAg.
3.2 Mediation Security Policy SpecificationIn the mediation system, parti
ular requirements o

ur:Firstly, multiple heterogeneous data sour
es parti
ipate inthe system, and the autonomy of se
urity poli
y spe
i�-
ation at ea
h sour
e level is allowed. That means se
u-rity poli
y spe
i�
ation should support se
urity poli
y spe
-i�
ation at di�erent points, i.e., global level, sour
e level.Se
ondly, we fa
e an intera
tive and inter
onne
ted systemwhere 
ontext information like time, lo
ation, a

ess his-tory, for instan
e, frequently determines the a

ess 
ontrolde
ision [11℄. Therefore, in order to enfor
e the 
ontext-aware and �ne-grained a

ess 
ontrol poli
ies, permissionsand permission assignment should support 
ontext informa-tion like the attribute from user, from obje
t to be a

essed,or from the relationship between user and obje
t. Based onabove requirements generated from mediation system, thebasi
 RBAC model is extended to in
rease the 
exibility.As indi
ated in Figure 2, two �elds are added to permis-sions 
omponent from basi
 model and 
ontext informationis in
luded in the 
onstraints applied on permission assign-ment.
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HierarchyFigure 2: An extended RBAC modelWe use XML, a standard for semi-stru
tured data repre-sentation and transmission, as the ex
hange model to pro-vide interoperability among heterogeneous data sour
es. Wrap-per te
hniques are employed to transform the heterogeneousdata models to homogeneous XML model. A W3C proposal

is used to identify the internal 
omponents of an XML do
-ument, namely, the XPath language [3℄.Definition 3.1 (Mediation Obje
t (MO)). A medi-ation obje
t is an XML s
hema or s
hema 
omponent(s),patterned by an XPath expression based on global s
hema atglobal level; and patterned by XPath based on sour
e s
hemaat sour
e level, under the assumption that XML obje
t (in-stan
e) is de�ned by XML s
hema.Definition 3.2 (Authorization request). An autho-rization request < subj; op; obj; 
xt > refers to a query as towhether or not the subje
t subj is permitted to perform theoperation op on the obje
t obj under the 
ontext 
xt that isany data 
aptured at the time of the a

ess request for thespe
i�
 a
tion.Definition 3.3 (A

ess poli
y). An a

ess poli
y isa 
onditional permission assignment de�ned as(< role >, < op >, < obj >, < level >, < sign >,< 
ontext 
onstraints >), where role 2 ROLES, op 2OPERATION , obj 2 OBJECT , level 2 fglobal; sour
egand sign 2 f+; �g denotes grant and deny respe
tively.A

ess is granted if and only if the 
ontext 
onstraints areevaluated to be \true".Note the 
ontext attribute entry 
xt in authorization requestis di�erent from the 
ontext 
onstraints in a

ess poli
y. Theformer is either a 
ertain property of the user or a spe
i�
property of the environment, i.e, time. The latter spe
i�esthat 
ertain 
ontext attributes must meet 
ertain 
onditionsin order to permit a s spe
i�
 operation [11℄, i.e., a

ess ispermitted on the 
ondition that the a

ess is in the range of[9:00am - 1:00pm℄.The following is the example of an a

ess poli
y:

17. (patient, patiens//xray, source1, − )
16. (patient, patients//disease, source1, − )
15. (nurse, patients//disease, source1, − )

 & joint_dept )
14. (doctor, patients/patient/*, source1, +, work_time & at_hospital )

1. (doctor, files/record/*, global, +, work_time & at_hospital & joint_dept )

5. (nurse, files/record/case/name, global, + , joint_dept)
6. (nurse, files/record,/case/diagnosis, global, +, joint_dept )

2. (nurse, files/record/research_value, global, − , joint_dept)

13. (patient, files/record/case/test, global, + )
12. (patient, files/record/case/diagnosis, global, + )
11. (patient, files/record/case/name, global, + )
10. (family−member, files/record/case/test, global, + )
9. (family−member, files/record/case/diagnosis, global, +)
8. (family−member, files/record/casename, global, + )
7. (nurse, files/recocrd/case/test, global, +, joint_department)

4. (patient, files/record/ research_value, global, − )
3. (family−member, files/record/research_value, global, − )

Rules 1 - 13 are at the global level, whereas rules 14 -17 are at the sour
e level, whi
h provide the 
exibility ofpoli
y spe
i�
ation. Rule 1 stipulates that at global leveldo
tor 
an see all the patient re
ords in both his departmentand his joint department in the hospital at work time. Rule2 stipulates that at global level nurses are not allowed toview the resear
h value node in patient re
ord from the jointdepartment. Rule 3 stipulates that at global level familymembers are not allowed to view the resear
h value node inpatient re
ord. Rule 4 stipulates that at global level patientsare not allowed to view the resear
h value node in patient



re
ord. Rule 5 - 7 stipulate that at global level nurses areallowed to view the name, diagnosis, test node in patientre
ord from the joint department. Rule 8 - 10 stipulate thatat global level family members are allowed to view the name,diagnosis, test node in patient re
ord. Rule 11 - 13 stipulatethat at global level patients are allowed to view the name,diagnosis, test node in patient re
ord. At sour
e 1, Rule14 stipulates that at sour
e 1 do
tor 
an see all the patientre
ord. Rule 15 stipulates that at sour
e 1, the nurses fromthe joint department are not allowed to view the diagnosisnode in the patient re
ord. Rule 16, 17 stipulate that atsour
e 1, the patients are not allowed to view the diagnosisand test node in the patient re
ord.Suppose we are in the hospital system, the parti
ipatingusers 
an play the do
tor, nurse, family member and patientroles. User-to-role assignment denoted by f< Martha; do
tor >; < Mary; nurse >g. The following example intuitively il-lustrates the a

ess de
ision in the 
ontext-aware, multiplepoli
y environment.Example If a user Martha from department 1 requeststo view the diagnosis node of the patient re
ord in sour
e1. A

ording to role assignment, Martha is assigned thedo
tor role. The appli
able rules are rule 1 and rule 14at global level and sour
e 1 respe
tively. Based on therules the a

ess 
ould be granted on the 
ondition that 
on-text 
onstraints are satis�ed, that is during work time, athospital, the do
tor's department is the patient's joint de-partment. The 
onstraint fun
tions time(), lo
ation() andjoint()are 
alled. The fun
tions time() and lo
ation() are en-vironment fun
tions obtained by system built-in fun
tions.From the user's 
redential, the user attribute department 1is returned, and from the medi
al re
ord obje
t, the obje
tattribute department 2 is returned. If department 1 anddepartment 2 are joint department, the joint() fun
tion re-turns true and Martha's a

ess is granted; and Martha'sa

ess is denied otherwise.
4. ACCESS CONTROL ENFORCEMENT IN

MEDIATION SYSTEMIn this se
tion we show how to enfor
e se
urity for hetero-geneous data sour
e, whi
h distinguishes us from the relatedwork and makes our work more relevant to the real-worldsituation. Also di�erent from [4, 1, 7℄ where the 
ontextinformation was not 
onsidered, our work dis
usses how toenfor
e se
urity at di�erent level on one data sour
es under
ertain 
ontext.To allow se
urity poli
y spe
i�
ation at di�erent points,we have both global level and sour
e level a

ess 
ontrol.This \hybrid" approa
h, in 
ontrast to global-only or sour
e-only 
ontrols, ensures the autonomy and se
urity of thesour
es while avoiding unne
essary pro
essing and forward-ing of queries. When end users pose their query against theglobal s
hema whi
h has the form of a global s
hema tree.Su
h global query are pro
essed by the a

ess de
ision algo-rithm, with unauthorized nodes removed. Then the se
uredglobal query is translated into sour
e queries based on themapping relations spe
i�ed in mediator spe
i�
ation.In order to prote
t the sour
e data at the global level, weneed to transform sour
e data into a se
ure representationas shown by M. Kudo in [10℄. A more general treatmentof sour
e-to-target data transformation was valid interpre-tation in [15℄. Assume that Si be a sour
e s
hema in the

mediator M . A se
ure interpretation DSi for Si is a refor-mation of sour
e data in Si su
h that ea
h datum in DSisatis�es the se
urity requirement of Si. We use DSiG todenote the data representation in global level w.r.t. DSi ,whi
h means: (1) it is a se
ure interpretation of Si, and (2)it satis�es the mapping Mi between Si and G. We 
all the
olle
tion of all data representation in global level in a me-diator M as domain of the mediator, denoted by dom(M).Intuitively, dom(M) 
ontains data allowed in a prede�nedglobal s
hema M retrieved from relevant heterogeneous in-formation sour
es.At ea
h sour
e, a

ess 
ontrol may be enfor
ed at �nerlevel that is 
urrently supported by the appli
ation, depend-ing on the 
apabilities of the parti
ular sour
e. The querypro
ess algorithm is illustrated in Figure 3. In the algorithm,any sour
e query generated by the mediator from an appli-
ation query is issued to the (wrapper of the) sour
e togetherwith the role and 
ontext information. Ea
h mediator thattakes 
are of the sub-query to the lo
al sour
e, will 
he
kagainst the sour
e poli
y base and enfor
e a

ess 
ontrol atsour
e-level and answers the sub-query in the similar withas those in global level. This means that the sour
e se
u-rity poli
ies, instead of global se
urity poli
ies, are enfor
ed,thus providing autonomy of se
urity poli
y spe
i�
ation atea
h data sour
e.

12.      securedLocalQuery.xml = AccessDecision(usr, op, localQuery.xml, cxt)

1.  globalQuery.xml = AccessDecision(usr, op, obj.xml, cxt)

15.      result.add(localResult)
14.      localResult =  executeQuery (securedLocalQuery.xml, source[number])

11.      int number = (localQuery.xml).getDBNumber()
10.      localQuery.xml = sourceQueryList.get(j)

7.       sourceQueryList.add(sourceQuery.xml)
6.       (sourceQuery.xml).DBNumber = i
5.       sourceQuery.xml = reformulate(globalQuery.xml, M[i])

17.   return result;
16.  endfor

13.      connect   source[number]

9.  for (int j = 0, j < sourceQueryList.size(), j++)
8.  endfor

output: answer tree

2.  ArrayList   sourceQueryList = new ArrayList()
3.  ArrayList   result = new ArrayList()
4.  for each mediator M_i

input: <usr, op, obj.xml, cxt>
available sources: data sources, mediatior specification M[i], 

   global and soure policy bases, i.e., ROLES, UA, PA
 

Figure 3: Query pro
ess algorithmAt both levels, the a

ess de
ision algorithm (as in Figure4) is 
alled to remove the unauthorized node from the querytree. The algorithm shares 
ommon idea with [4℄, but weuse RBAC as the a

ess 
ontrol model and takes the 
ontextinformation into 
onsideration, making the a

ess de
isionadaptive to the environment.We are implementing the mediation se
urity system basedon the a

ess 
ontrol algorithm. Both the se
urity poli
iesand mediator spe
i�
ation are de�ned in XML �les. Se
u-rity poli
ies in
lude the authorization related information,i.e., the users, roles and permissions. XML data model isemployed as the ex
hange model among heterogeneous databases. So XML parsers (DOM and SAX) are applied to helpbuild up and pro
ess the trees that represent the parsed do
-uments.



AccessDecision(usr, op, obj.xml, cxt)

6.       for each r in roles 
/*
* find the matched policies in access policies, 
* e.g. <r, op, obj, cond1&cond2>
* and the cond1 and cond2 are the context constraints
*/

/*
* check whether request context cxt conforms 
*  to the context constraints in access policy 

*/

11.     endfor

8.              if (getContextValue (cxt).satisfies(constraints) )
 9.                 Access to root is granted
10.            endif

7.            constraints = getAccessPolicy(r,  op,  root,  PA)

available resources: global and source policy bases for ROLES, UA, PA 

15. remove the not granted nodes

1. cred = getCredential (usr);        //from the user profile

2. roles = getRoles(cred, ROLES, UA)   
 //find match in user−to−role assignment

input: (usr, op, obj.xml, cxt), where obj.xml is the request tree

output: authorized tree

3. root = parse(obj.xml)
//parse and generate instance tree t rooted in root of obj.xml

//check the object’s nodes permission based on policy base
4. function checkPermission(roles, op, root, cxt)

   5.   {

12.     if (root is not leaf)      

14.                   checkPermission(roles, op, sub, cxt)
13.            for each sub−tree rooted in root of obj.xml

15.            end for
16.     end if
14. } // end function checkPermission

16. return the authorized query treeFigure 4: A

ess de
ision algorithm
5. CONCLUSIONThe paper has proposed a mediation se
urity system thatprovides se
ure interoperability among heterogeneous datasour
es, and allows the autonomy of heterogeneous datasour
es. The basi
 RBAC model is extended to model the
exible 
ontext-aware a

ess 
ontrol in mediation system.What distinguishes our work from the related work is these
urity enfor
ement to heterogeneous databases at di�erentlevel.We restri
ted ourselves to the read privilege, that is re-trieving data from heterogeneous databases. Indeed, theread privilege is the most important privilege to 
onsiderdata retrieval from heterogeneous sour
es. However, we areextending our model with the write privilege and model therelated 
ollaborative issues, i.e., information 
ow, task 
ow.A
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