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Abstract

Software architecture plays a central role in developing
software systems that provide basic functionality and satisfy
critical properties such as reliability and security. How-
ever, little has been done to formally model software ar-
chitectures and to systematically enforce required proper-
ties. We aim to propose a formal approach to designing
secure software architectures. We use the Software Archi-
tecture Model (SAM), a general software architecture model
combining Petri nets and temporal logic, as the underlying
formalism. Architecture design consists of the functionality
part and the security part. Guidelines are proposed to de-
sign functionality of software architectures at both element
level and composition level. Software security is enforced
by stepwise refinement.

1 Introduction

Software security has emerged as a foremost concern for
modern information enterprise. Several well-known secu-
rity system architectures and models, including CORBA,
EJB, and DCOM, are cornerstones for designing scalable
and flexible security systems. Despite these advances, how-
ever, how to analyze the design of security systems to en-
sure its consistency and integrity is still a largely open prob-
lem. There is lack of rigorous and systematic ways in the
literature to assess and assure critical properties in archi-
tectural composition of security systems. Although formal
verification of security protocols has received increasing
attention in recent years [3, 8], these techniques are nor-
mally based on abstract computation models and are not
concerned with composition or architecture of security sys-
tems. Many of these formal models or techniques are de-
veloped for a single security model and do not scale well.
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To address the problem, we propose a formal approach
to designing secure software architectures based on SAM
[9]. In SAM, a software architecture is defined by a hierar-
chical set of compositions, each of which consists of a set
of components, a set of connectors and a set of constraints
to be satisfied by the interacting components.

Our research objectives are to provide a formal architec-
tural model for security systems, and a formal method for
security enforcement and analysis.

2 Research Description

Security system architecture design in SAM includes
two parts. One is the functionality part, which deals with the
overall structure of the software architecture, including the
components, connectors, their hierarchical relationships, as
well as the interfaces. The other is the security part, which
handles security requirement modeling, specification, and
enforcement.

There are two distinct levels of software architecture for
functionality design in SAM, i.e. element level and compo-
sition level. In SAM, each element (either a component or
a connector) is specified by a tuple � ��� �. � is a prop-
erty specification, written in temporal logic [7], that speci-
fies the required properties of the element and� is a behav-
ior model, defined by a Predicate Transition net (PrT net)
[4], that defines the behavior of the element. � and � can
be view as the specification and the implementation, respec-
tively, as in many other software architecture models such
as Wright [1]. Therefore, to model an element is essentially
to write � and �. To define an element constraint �, we
can either directly formulate the given user requirements or
carry out a cause and effect analysis by viewing input ports
as causes and output ports as effects. The general procedure
to develop� includes the following steps.

1. Use all the input and output ports as places of �;

2. Identify a list of events directly from the user require-
ments or through Use Case analysis [2];



3. Represent each event with a simple PrT net;

4. Merge all the PrT nets together through shared places
to obtain �;

5. Apply the transformation technique [6] to make �
more structured and�or meaningful.

For composition level design, SAM supports both top-
down and bottom-up system development approaches. The
top-down approach is used to develop a software architec-
ture specification by decomposing a system specification
into specifications of components and connectors and by
refining a higher-level component into a set of related sub-
components and connectors at a low level. The bottom-up
approach is used to develop a software architecture specifi-
cation by composing existing specifications of components
and connectors and by abstracting a set of related compo-
nents and connectors into a higher-level component. Often
both the top-down approach and the bottom-up approach
have to be used together to develop a software architecture
specification.

Security models are used to precisely describe the secu-
rity relevant features of information systems. These models
can be broadly categorized into access control models and
information flow models. Access control models describe
the protection features of information access. The compo-
nents of an access control model include

� a set of subjects,

� a set of objects,

� an access matrix that maintains the protection state of
the system, and

� a set of rules for changing the protection state of the
system.

Information flow models deal with information flows
that can be used to check whether any illegal flows can
occur. In addition to those components for access control
models, classes (or levels) for entities in information flow
models are necessary.

We develop a formal way to embed the protection fea-
tures of a software system in PrT nets. Each place in a PrT
net represents a subject. The token contains interested at-
tributes of its corresponding subject. Access matrix can be
derived from the markings of places. The access control
rules are coded as transitions and taken as operators on Petri
nets. These rules provide a disciplined way to construct
Petri net models, in which security policies are proved to be
correctly enforced.

Three correctness criteria of SAM models are identified
in [5], which include element correctness, composition cor-
rectness, and refinement correctness. Basically, to ensure

the correctness of a SAM model is to show that all the con-
straints are satisfied by the corresponding behavior models.
There are broadly two approaches to correctness. One ap-
proach is an ad hoc design followed by verification. Several
verification techniques have been established in SAM, in-
cluding reachability tree technique, deductive proof tech-
nique, and structural induction technique [5]; The other
approach is correctness by construction, which involves a
series of correctness-preserving transformations from one
specification to another, and the final specification will meet
certain required properties. Our security enforcement tech-
nique follows the latter approach.

Our future research interests include multi-policy en-
forcement, modularity in policy representation, composi-
tion, design, and analysis tools.
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