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Abstract

This paper proposesa formal softwae architecture
design methodfor distributed systems. The underlying
formalism is the Softwae Architectue Model (SAM),
a generl softwae architectue model combining Petri
netsand tempoal logic. We presenta two-tier structue
for architectural modeling The upper level modelsthe
workflow of a distributed system. Ead place at the
upper level is a superplace that correspondgo a lower
level Petri net. An initial distributed architecture can be
directlyderivedfromthe upperlevel model.Securityof the
architectute is cheded using the dependenceelation of
the model. Securitypoliciesare enforcedby systematically
reconstructinghe initial architecture. A Travel Planneris
usedasthe exampleto demonstateour approad to secue
softwae architectuie designof distributedsystems.

Keywords: Softwae architecture, security distributed
systemsspecificationdesign

1. Intr oduction

The fundamentabbjectives of software securityareto
protectthe softwaresystemsandtheir data.Breachof soft-
waresecuritycould causea lossof money or evendisaster
With the widespreaduseof Internet,the risks from mali-
ciousattacksareincreasing.

A numberof techniqueshave beendevised to protect
software from theseattacks[15]. Theseinclude operat-
ing systemprotectionmechanismsindcryptographidech-
nigues. However, thesetechniqueswhich are generalin
purposecannotdirectly enforcesecuritythathasno precise
definition. A high degreeof assurancef softwaresecurity
is usuallyachievedby independenterificationof the secu-
rity propertiesapartfrom gooddesignpracticesandtesting
processesTo this end, mary securitymodelsandpolicies
were proposed10, 14]. Variousformal securityverifica-

tion methodswvereestablishedh orderto provethecorrect-
nessof securitypoliciesagainstthe correspondingnodels
[12, 13, 8]. Unfortunately securitymodelingandverifica-
tion have beenlargely independendf systemrequirements
andsystemdesign.Significantbenefitscanbegainedby in-
tegrating systemdesignmodelingwith securitypolicy en-
forcement4].

This paperaddressethe problemof securesoftwarear
chitecturedesignfor distributed systems.We useSAM as
theunderlyingformalism.SAM is agenerakoftwarearchi-
tecturemodelbasedon a dual formalism combining Petri
netsand temporallogic [7]. It hasbeensuccessfullyap-
plied to specificationand analysisof several software sys-
temsatthearchitecturalevel, includinga controlandcom-
mandsystemaflexible manufcturingsystemandanelec-
tronic commercesystem[17, 19, 20]. This papershavs
that specificationand enforcementf software securityare
well suitedto the SAM framework. We proposea two-tier
structurefor architecturamodelingof distributedsystems.
The upperlevel modelsthe workflow of a distributed sys-
tem. Eachplaceatthe upperlevel is a supefplacethat cor-
respondgo a lower level Petrinet. An initial distributed
architecturecan be directly derived from the upperlevel
model. The dependenceelationof the architecturemodel
is extractedin orderto give sourceandsink of every work-
flow in themodelandthe dominatingelementdor flowing.
Securityof the architecturemodelis checledusingthe de-
pendenceelation. Securitypolicies are enforcedby sys-
tematicallyreconstructingheinitial architecture.

Themaincontributionsof this paperareasfollows.

e Anarchitectural modelfor secue distributedsystems
Architecturallevel modelingof softwaresystemspro-
vides bettersystemunderstandingmultiple levels of
reuse cleardimensiondor systemevolution andease
for systemmanagement.The SAM-basedapproach
providesa unified modelfor softwarearchitectureand
softwaresecurity

e Aformalmethodor securitydesign We provideafor-



mal methodfor checkingthe securityof software ar-

chitectureusingthe dependenceelationof the model,
and proposea security designmethodthat automati-
cally enforcessecuritypolicies by reconstructinghe
distributedsoftwarearchitecture.

The restof the paperis organizedasfollows: Section2
givesabrief introductionto the SAM modelandits theoret-
ical basis.Section3 presents softwarearchitecturenodel
for distributedsystems.Section4 presentsecuritymodel-
ing anddesignmethod.Section5 is the conclusion.

2. The Foundationsof SAM

In SAM, asoftwarearchitectures definedoy ahierarchi-
cal setof compositionsn which eachcompositionconsists
of asetof componentsa setof connectorsanda setof con-
straintsto be satisfiedby the interactingcomponentsBasi-
cally, behaiors of componentsindconnectoraremodeled
by Petrinets while their propertiegor constraintsarespec-
ified by temporallogic formulas. The interfacesof compo-
nentsand connectorsare ports. In the following, we will
briefly introducethe formal basisof SAM: predicatetran-
sition nets(PrT nets)[6], anda lineartime temporallogic
(LTL) [9].

2.1 PredicateTransition Nets

Definition 1 (A PrT net) A PrT net is a tuple I =
(P,T,F,p,R,L, My) whee:

e Pisafinite setof places.

e T isafinitesetoftransitionsWerequirethat PNT =

0.

F is thesetof arcsandis calledthe flow relation,i.e.
FCPxTUT x P. We useF and ¥ to denote
FNn(PxT)andF N (T x P), respectively

e ¢ is a mapping which assignsead placein P to a
sort.

e R is a mapping which associategad transitionr in
T with afirst-orderlogic formula. Thegeneil form of
R(r) is Pre(r) A Post(r), whete Pre(r) specifieghe
preconditionof 7, and Post(7) describeghefunction-
ality of 7. We uses)(7) to denotethe setof variables
thatappearin Pre(7).

e [ is a mapping which labels eat arc with a corre-
spondingmulti-set.

e My is theinitial marking

Remarks:

e Thereis anunderlyingalgebraicspecificationfor ary
PrT net, which definesdata,operatorsandtheir prop-
erties. Formally, the underlyingspecificationSPEC=
(S, OP, Eg) consistof a signatureS = (S, OP) anda
setEqof S-equations SignatureS = (S, OP) includes
a setof sorts S anda family OP= (OPy; ... sn,5) Of
sortedoperationdor sy, ...,s,, s € S. Foreachs € S,
we useCON; to denoteOP  (the 0-ary operationof
sorts), i.e. the setof constantsymbolsof sorts. The
S-equationsn Eq definethe meaningsandproperties
of operationsn OP. We often simply usefamiliar op-
erationsandtheir propertieswithout explicitly listing
therelevantequations.

e Tokensof a PrT netaregroundtermsof the signature
S, written MCONg. The setof labelsis denotedby
Labels(X) (X is the setof sortedvariablesdisjoint
with OP). Eachlabel canbe a multiple setexpression
of theform {kiz1, ..., knxn}.

e A marking M of a PrT netis a mapping, P —
MCONg, from the setof placesto multi-setsof to-
kens. An occurrencemodeof a PrT netis a substitu-
tiona = {z; + ci1,...,2, < cp}, Whichinstantiates
typedlabelvariablesWe usee : « to denotetheresult
of instantiatingan expressiore with «, in which e can
be eitheralabelexpressioror a constraint.

e By cornvention,thepresetandpostsedf aplacep (or a
transitiont) aredenotedby *p andp® (or *r andt*),
respectiely.

Givena marking M, atransitionT € T, andan occur
rencemodeq, 7 is enabledif the following conditionis
satisfied Vp: p € P.(L(p,7) : « C M(p)) A Pre(r) : «

The firing of an enabledransitionr at the marking M
andoccurrencenodeq returnsthe marking M’ definedby
M'(p) = M(p) — L(p, ) + L(,p), forallp € P. We call
M' the r-successoof M, denotedby M7M'. A run o of
the PrT netII attheinitial mark My is aninfinite sequence
of markings:.c = My, My, Ms, .. ., for eachpairof mark-
ings (M;, M; 1), thereis anenabledransitionr; suchthat
M;TiMi, .

Definition 2 (Computation) Givena PrT net IT with an
initial marking My, we definethe computationof II (de-
notedby Comp(II)) to bethe setof all possiblerunsat the
initial marking M.

1We assumehattherebeanidle transition(or stuttering)for every PrT
net,whichis alwaysenabled.



2.2 A Linear-Time Temporal Logic

The requiremenspecificationlanguages LTL. A tem-
poral formulain LTL is constructedrom stateformulasto
whichwe applythebooleanconnectvesandtemporaloper
ators.Commontemporaloperatorsnclude (always)and
< (eventually),

A modelfor atemporaformulap is aninfinite sequence
of statess : sy, s1, - - ., Whereeachstates; providesanin-
terpretatiorfor thevariablesmentionedn p. Thesemantics
of atemporalformulap in agivenmodels andpositionj
is denotedby (o, j) |= p. We define:

e Forastateformulap, (0,j) Ep & s;jE=p

(0.,))E-D & (0.) Fp

° (0,j) FpVa & (0,j) Fpor(oj) Fa
® (0,j) EDp & (0,i) =pforalli>j

e (0,j)) =0Op & (o0,i) |=pforsomei > j

A detaileddefinitionof LTL canbefoundin [9].
Two importantclassef propertiesare: safetyandre-
sponse

e Safetypropertiesarethosethatcanbe expressedy a
formulaOqyp, for somepastformulay.

e Responseropertiesarethosethatcanbeexpressedy
aformulap = <¢, for somepastformulap andg.

A modelo : sg, s, ... satisfiesa temporalformula if
(0,0) = p. A temporafformulap thatis valid in aprogram
P if it is satisfiedunderall computation®f P.

Several correctnesriteria of SAM modelsareidenti-
fiedin [7]. Onebasiccriterionis elementorrectnessvhich
requiresthe propertyspecificationS' to hold in the corre-
spondingbehaior modelB, i.e. Comp(B) |= S.

3. An Architecture Model of Distrib uted Sys-
tems

3.1 The Ar chitecture Model

We presenta two-tier structureof distributed systems
using SAM. At the upper level, each compositioncor-
respondsto the whole or a part of the workflow in the
system. At the lower level, eachcompositioncorresponds
to a specifictask. A compositionconstrint describeghe
property related to several componentsand connectors.
Instead,a componentonstrint definesthe propertyof a
single component. A componentconstraintat the upper
level will be inherited as a compositionconstraintat the
refinedlower level. Every constrainis specifiedoy anLTL

formula. Figure 1 shavs a graphicalview of the software
architecturemodel, wherethe higherlevel component4,
(ortask)is decomposethto alowerlevel PrT net.

Component Constrain
(C1)

Composition Constraint
(€2

ortl Al A3 porté

port2 port5

port3

Composition Constraint (C3
inherited from C1,

Figure 1. A two-tier model of distrib uted systems

A task at the upperlevel is a PrT net model, which
describeslower level compositionswith a unique input
(place) and a unique output (place), as illustrated in
Figure2. We use and O to denoteinput and output,
respectiely. In abstractview, a taskis a supefplacein
the PrT net. Thereis a typing correspondencéetween
the superplacewith thetask,i.e., for eachsuperplaceV,

e(W) = ¢o(I) x (0).

> Task > O

Figure 2. The structure of atask

At thelower level, eachcompositionis a PrT net,which
refinesits upperlevel counterpar{or supefplace). There-
finementrelationcontainstwo aspects.

e Interface Conformation The input and output of
supetplacearetwo placesin thelower level PrT net.

e Property Preservation The upperlevel component
constraintis inherited as a lower level composition
constraint.

Establishedechniquesn SAM, suchasreachabilitytree
analysis,deductie proof, andstructuralinduction, are ap-
plicableto formally analyzingthe refinementelationof ar
chitecturemodels[19, 18, 7, 2Q].



An example (A Travel Planner) Consider a travel
ageng which processesesenationsfor flight seats hotel
roomsandrentalcars[2]. Thetasksinvolvedin the travel
ageny are:

e Wy Inputtravel information,
o W5: Resere aticketwith ContinentalAirlines,

o Wy If W, fails or if theticket costsmorethan$400,
resene aticketwith DeltaAirlines,

o Wy If theticket at Continentalcostslessthan $400,
or if the resenation at Deltafails, purchasehe ticket
atContinental,

e Wis: If Deltahasaticket, thenpurchaset at Delta,

e Ws: ReserearoomatSheratonif thereis flight reser
vation,and

e W;: RentacaratHertz.

Figure3 givesa PrT netmodelof the Travel Planner In
the underlying specificationSPEC= (S, OP, Eq), where
S includeselementarysortssuchas Integer and Boolean,
andalso sortsUsr, Time, Route, Price, Flight, Hotel, and
Car derived from Integer Ok is an alias of Boolean. S
alsoincludesstructuredsortssuchassetandtuple obtained
from the Cartesianproduct of the elementarysorts; OP
includes standardarithmetic and relational operationson
Integer, logical connectves on Boolean, set operations,
and selectionoperationon tuples;and Eq includesknown
propertiesof theabove operators.

Figure 3. A PrT net model of the Travel Planner

Formally, the PrT netmodelis I = (P, T, F, ¢, R,
L, My), where:

e P= {W17W25W3aW47W53W6;W7}-
o T = {t1,ta,t3,t4,15,t6,17,1s}.

o F= {(w17t1)7(t17w2)7(w27t2)7
(tz,U}3),...,(W6,t8),(t8,w7)}-

e p(W1) = (Usr x Time x Route)
x (Usr x Time x Route),
p(W2) = (W3) = (Usr x Time X Route)
x (Usr x Time x Route x Price x Ok),

o(W4) = o(W5) = (Usr x Time x Route)

x (Usr x Time x Flight),
p(We) = (Usr x Time x Route)

x (Usr x Time x Hotel x Price),
(W) = (Usr x Time x Route)

x (Usr x Time x Car x Price).

e Pre(t;) = true, Post(ty) = (M'(Wy) = 0 A
M'(W2) = 13),
Pre(ty) = (price > 400V ok = false)?, Post(ts) =
(M'(Wg) = 0/\ MI(Wg) = l4),
Pre(ts) = (price’ < 400A ok’ = true), Post(t3) =
(M'(Wy) =0 A M'(Wy) = Ig),
Pre(ty

) = (ok" = true), Post(ty) = (M'(W3) =
0N M (Ws) =1lg),

Pre(ts) = (ok"' = false), Post(ts) = (M'(W3) =
DA M (Wy) = o),

Pre(tg) = true, Post(ts) = (M'(Ws) = 0 A
M'(We) = l12),

Pre(t;) = true, Post(t;) = (M'(Wy) = 0 A
M'(We) = L),

Pre(ts) = true, Post(ts) = (M'(Ws)
M'(W7) = l16).

Note that for eachtransitionr, R(r) = Pre(r) A
Post(1).

0 A

o L={Wy,t1) = I, (1, Wa) = la, ..., (Ws,t3) —
lis, (ts,W7) +— lig}, where each label is a
type-respecting singleton set. For example,
Is = {( (usr time,route,price,ok)),ly =
{((usr, time, route), -) }, where_is awildcard.

o Mo(W1) = {((usrg, timeg, routeg), _) },
Mo(Ws2) = Mo(Ws) = Mo(Ws) = Mo(Ws) =
Mo(We) = Mo(W7) = 0.

3.2 An Initial Distrib uted Control Ar chitecture

A distributed systemcontrol hasmary advantagesover
its centralizedcounterpart. Theseinclude fewer message
exchangedetweerthe centralcontrolmoduleandthetask
executionandlesscontrolburdenby onesinglecentralcon-
trolling authority which is desirablein autonomouservi-
ronmentg11]. We usethe notion of agentto denotesuch
kind of autonomougntities.Specificallyin this context, an
agentis a modulethat containstasks(i.e. supefplacesin
theupperlevel model)andtheir postsets.

An initial distributedcontrolarchitecturds derivedfrom
theupperlevel PrT netmodelby

e taking eachtaskandits postsetasa distributedagent,
and

2Thevariablegprice andok areactuallyprojectionsof thecorrespond-
ing labels,e.g.price is the4th elemenin the2ndelementf i3. Similarly
areprice’, ok’, ok’ , andok’"’.



e addinga central contol module, which initiates the
first agentin theworkflow andcollectsthefinal result
from thelastagent.

The example (continued) Figure 4 below is the initial
controlarchitectureof the Travel Planner In additionto the
centralcontrolmodule,thereareseven agentdn theinitial
controlarchitecture.

Figure 4. An initial distrib uted contr ol architecture

However, one obvious problemfor the distributed con-
trol is security With a distributedcontrol, the entirework-
flow is sentto the agentA4; by the central control mod-
ule. After the executionof Wy, A; forwardsthe remain-
ing workflow to the following agentsjn this case,4,. Af-

ter executingW,, A, evaluateshe following dependences

andforwardsthe remainingworkflow to the next appropri-
ateagentandsoon. TheagentA, hastheknowledgethatif
it failsorif theticketcostsmorethan$400,thetaskneeddo
besentto A; (on behalfof Deltaairlines),whichis acom-
petingcompary. Due to this fact, A, canmanipulatethe
priceof theticketandmayreduceit to $399,which mayre-
sultin alossof businesgo A3, or maypreventthecustomer
from getting a betterprice than $399that may potentially
be offeredby Delta. Securityissuesareinvestigatedn the
next section.

4. Security Modeling and Design
4.1 Security Models

A securitypolicy is a setof propertieshat specify how
anorganizationrmanagesprotects anddistributessensitve
information. Thesepropertieccanbeaccesgontrolproper
ties, or informationflow properties,or both. The Chinese
Wall policy [3] was introducedas an attemptto balance
commercialiscretionwith mandatorycontrols. Themodel
is basedon a hierarchicalorganizationof dataobjectsas
follows:

e Basicobjectsareindividual itemsof information(e.g.
files), eachconcerninga singlecorporation;

e Companydatasetsdefinegroupsof objectsthat refer
to the samecorporation;

e Conflict of interest classes(COI) define compaly
datasetshatreferto competingcorporations.

Giventheobjectorganizationthe ChineséWall policy pre-
ventsinformation flows that causeconflict of interestfor
individual consultants.A modified ChineseWall security
modelis capableof addressinghe problemof securityin
distributedsystems.

Definition 3 (Sensitve dataset) Givena distributedarchi-
tecture model,an agent A in the model,and a taskw in
theagent,a variable v is sensitve to the taskw if eitherit
appeasin Pre(w®) andit is in the datasetof A4, or it be-
longsto theintersectionof variable setfrom L(*w, w) and
COl of A. Thesensitve datasebf thetaskw (denotedby
sensitve(w)) is the setof variablesthat are sensitiveto w.
We selectoneof thetasksin A asthe maintaskof A. The
sensitve datasebf theagentA (denotedby sensitve(A)) is
assignedo the sensitivedatasewof its maintask.

For example, the sensitve datasetof tasksin the initial
architecturenodel( illustratedin Figure4) are:
sensitive(W1) = sensitive(Wy) = sensitive(Ws) =
sensitive(Ws) = sensitive(Wy) = 0,
sensitive(Ws) = {price,price'}, sensitive(W3) =
{price}.

In theinitial architecturenodel,eachagentcontainsonly
onetask,which is the correspondingnain task by default.
Thereforethe sensitve dataset®f agentsare:

sensitive(A;) = sensitive(A4) = sensitive(As) =
sensitive(Ag) = sensitive(A7) = 0,

sensitive(As) = {price,price'}, sensitive(As) =
{price}.

Definition 4 (A security policy) A distributed control ar-
chitectuelIl = (P, T, F, p, R, L, M) is secureif for every
agent A in II, andeverytaskw in A, thefollowing formula
holds.

OVt € T.(t € w® = (Y(t) N sensitive(A) = 0)))

Intuitively, the securitypolicy requiresthatfor every agent
andits tasks,neithertask’s decisive datavalue shouldbe
sensiblgo its own agentnor agentsinformationshouldbe
leakedto anotheragentin thesameC'O1.

For example,accordingto the above securitycriterion,
theinitial distributedcontrolarchitecturen Figure4 is not
securepecausd¥, is ataskin theagent4, andt, € W,
but ) (t2) N sensitive(As) is {price}, insteadof .



4.2 A Formal Security DesignMethod

We first definea new conceptcalledthe dependencee-
lation. Then,we shav how to usedependenceelationto
checksecurity of the architecturemodel, and finally, we
demonstratehat the security policy can be correctly en-
forcedthroughreconstructinghe distributedarchitecture.

Definition 5 (Dependenceaelation) Givenan upperlevel
PrTnetll = (P, T, F, ¢, R, L, My). A dependenceelation
(denotedby D R(IT)) for a workflowis a setof tuples:

DR(T) = {(ws,w;, V) | (w,w;) € FxF AV =
P(wi N* w;)}

Intuitively, DR(II) givessourceand sink of every work-
flow in themodelandthe dominatingelementdor flowing.
For example let II representhe PrT modelin Figure4. We
have:
DR(H) = { (W17 W27 ®)7 (W27 W3) {pTiC@, Ok})a
(W27 Wy, {pTiC@I, Okl})7 (W37 Ws, {Ok”})a
(W37 Wy, {Okm})a (W57 W, w)a
(W4; Wb’aw); (W37W5a @) }

Givenanarchitecturanodelof adistributedsystemthe se-
curity policy in the workflow level canbe enforcedby the
following steps:

1. Constructaninitial controlarchitecturdrom thework-
flow II.

2. Computethedependenceelation D R(IT).

3. For each(w;,w;,V) € DR(II), we reconstructhe
architecturen thewaysthatareillustratedin Figure5.

The Original PrT Net After Reconstruction

Case 1| |

Case 2| |

Case 3| i

Case 4 i

Figure 5. Four cases for reconstruction

e Casel: If V N sensitive(w;) # @, and
V N sensitive(w;) # 0, thenadda new task

wy, andtwo transitionsty, ¢, which constitute
a neutralagentA;, (i.e. boththe datasebf A
andthe COI of A, areD). Let p(wy) = p(w;),
My(wg) = 0, Pre(ty) = Pre(t;), Post(ty) =
Post(t;)|w; /wk, wr, /w;], Pre(t},) = —=Pre(t;),
Post(t;)[w fwi, w; fw;],

Post(t},) =
Pre(t;) = 0, Post(t;) = Post(t;)[w;/wg].

e Case2: If V N sensitive(w;) # @, and
V N sensitive(w;) = @, then add a

new task wy and two transitions ¢z, t},

which are appendedto the 4;. The main
task of A; is w;. Let <p(wk) = p(w;),
My(wg) = 0, Pre(ty) = Pre(t;), Post(t) =

Post(t;)[w;/wk, wr /w;], Pre(t,) = ~Pre(t;),
Post(t;)[wi/wr, w; /w;],

Post(t},) =
Pre(t;) = 0, Post(t;) = Post(t;)[w; /wg].
e Case3: If V N sensitive(w;) = @, and

V N sensitive(w;) # O, then add a new
task w, and two transitions ¢, tj, which

are appendedto the agent A;. The main
task of A; is w;. Let p(wy) = o(w;),
My(wg) = 0, Pre(ty) = Pre(t;), Post(ty) =

Post(t;)[w; /wr, wg /w;], Pre(t),) = —Pre(t;),
Post(t},) = Post(t )[wl/wk,w]/w,]
Pre(t;) = 0, Post(t;) = Post(t;)[w; /wg].

e Cased: If V N sensitive(w;) = 0, andV N
sensitive(w;) = 0, thenkeepthe samestruc-
ture.

Accordingto thesemantidefinitionsof wy, t, andt},, we
caneasilyseethatthereconstructe@rchitecturanodelhas
thesamebehaiors astheoriginal modelll does,if we con-
finethe obsenationover placesn II. What's more,thefol-

lowing theoremshaws thatthe resultingarchitecturenodel
is secure.

Theorem 6 (Security enforcement) The above stepswill
resultin a distributedsoftwake architecture, which enfoices
the securitypolicy.

Proof: For Case 1, after reconstruction, we have
P(t)) = 0, and sensitive(Ar) = 0. Hence,y(t)) N

sensitive(A;) = 0, ¥(tx) N sensitive(4;) = 0, and
Y(t},) N sensitive(Ay) = 0; For Case2, afterreconstruc-
tion, we have ¢ (t}) = 0, andy(tx) = ¢ (t},) = V. Hence,
P(th) N sensitive(A;) = 0, andy(tx) N sensitive(4;) =

P(t),) N sensitive(A;) = V N sensitive(4;) = 0; For

Case3, theproofis similarto Case2; For Case4, it is obvi-

ousthaty)(t;) Nsensitive(A4;) = 0. By thedefinitionof the
securitypolicy, we concludethe proof. O

The example (continued) Using the above steps, we
canobtaina distributed software architecturdllustratedin



Figure 6, in which the security policy hasbeenenforced.
Note that, the agents4, and A, werereconstructedand
theagentAg wasnewly added.

Figure 6. A secure distrib uted architecture

5. Conclusion

This paperproposeda formal approacho designof se-
curesoftwarearchitecturdor distributedsystems.The un-
derlyingformalismof SAM supportshierarchicaimodeling
of distributedcontrol. A two-tier architecturenodelis pre-
sented.The upperlevel modelsthe workflow of distributed
systemsEachof theplaceof theuppenevelis asuperplace
that correspondgo a lower level Petrinet. An initial dis-
tributedarchitecturecanbe directly derived from the upper
level model. Securityof the architecturds checled using
the dependenceelationof the model. A securityenforce-
mentmethodis proposedwhich automaticallyenforcesse-
curity policiesfor the upperlevel workflow.

SAM is a generalsoftwarearchitecturanodelbasedon
a dualformalismcombiningPetrinetsandtemporallogic.
SAM providesauniquehierarchicaframework to tailor the
dual formalismsof Petri netsandtemporallogic for soft-
ware architecturespecification. In this paper we chosea
high level predicatetransitionnets, anda lineartime tem-
porallogic asits theoreticalbasis. Otherkind of Petrinets
[16] and/ortemporallogic [5] canalsobe used. SAM has
beensuccessfullyappliedto specificationand analysisof
severalsoftwaresystemsatthearchitecturalevel. Thework
in this papercomplementshe SAM-basedsoftware archi-
tecturemodelingtechniquesand shavs that specification
andenforcemenbf softwaresecurityarewell suitedto the
SAM framework.

Several other works were proposedto deal with dis-
tributedsystenmodelingandsecurityenforcemenatwork-
flow level. In [1], alow level Pertinet called TCPN was
usedto model and analyzeworkflows. But TCPNis not
well suitedto hierarchicalstructuremodeling,andthusis
not suitablefor complex systemmodeling. Security en-
forcementwasinvestigatedn [2]. However, the proposed
graphmodelof workflow is semi-formalandnot self suffi-
cient. In our method,oncea formal architecturemodelis

establisheddependenceelationsof the workflows canbe
automaticallyderived,andsecuritypolicy canbe mechani-
cally enforcedby reconstructingheinitial distributedcon-
trol architecture The mainmeritsof our methodoverthose
works are: (1) The hierarchicalarchitecturemodelis well
suitedto complex systemmodeling; (2) The SAM-based
methodhasa solid theoreticalbasisthat facilitatesformal
reasoningand design;(3) SAM providesa unified frame-
work for both software architecturenodelingand security
enforcement.

It shouldbe pointedout thatour concernin this paperis
only abouttheoreticabspecbf securesoftwarearchitecture
modelingand design. We considerednly a single secu-
rity policy enforcemenanduseda simpleexampleto illus-
trateits applicability. Interestingopicssuchasmulti-policy
enforcementmodularityin policy representatiorcomposi-
tion, designand analysistools, aswell asimplementation
techniquesareomitted. We will explorethesetopicsin the
future.
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