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Abstract

This paper proposesa formal software architecture
design methodfor distributed systems. The underlying
formalism is the Software Architecture Model (SAM),
a general software architecture model combining Petri
netsand temporal logic. We presenta two-tier structure
for architectural modeling. The upper level modelsthe
workflow of a distributed system. Each place at the
upper level is a super-place that correspondsto a lower
level Petri net. An initial distributed architecture can be
directlyderivedfromtheupperlevel model.Securityof the
architecture is checked using the dependencerelation of
themodel.Securitypoliciesare enforcedby systematically
reconstructingthe initial architecture. A Travel Planneris
usedastheexampleto demonstrateour approach to secure
softwarearchitecturedesignof distributedsystems.

Keywords: Software architecture, security, distributed
systems,specification,design

1. Intr oduction

The fundamentalobjectivesof softwaresecurityare to
protectthesoftwaresystemsandtheir data.Breachof soft-
waresecuritycouldcausea lossof money or evendisaster.
With the widespreaduseof Internet,the risks from mali-
ciousattacksareincreasing.

A numberof techniqueshave beendevised to protect
software from theseattacks[15]. Theseinclude operat-
ing systemprotectionmechanismsandcryptographictech-
niques. However, thesetechniques,which are generalin
purpose,cannotdirectlyenforcesecuritythathasnoprecise
definition. A high degreeof assuranceof softwaresecurity
is usuallyachievedby independentverificationof thesecu-
rity propertiesapartfrom gooddesignpracticesandtesting
processes.To this end,many securitymodelsandpolicies
wereproposed[10, 14]. Variousformal securityverifica-

tion methodswereestablishedin orderto provethecorrect-
nessof securitypoliciesagainstthe correspondingmodels
[12, 13, 8]. Unfortunately, securitymodelingandverifica-
tion have beenlargely independentof systemrequirements
andsystemdesign.Significantbenefitscanbegainedby in-
tegratingsystemdesignmodelingwith securitypolicy en-
forcement[4].

This paperaddressestheproblemof securesoftwarear-
chitecturedesignfor distributedsystems.We useSAM as
theunderlyingformalism.SAM is ageneralsoftwarearchi-
tecturemodelbasedon a dual formalismcombiningPetri
netsand temporallogic [7]. It hasbeensuccessfullyap-
plied to specificationandanalysisof several softwaresys-
temsat thearchitecturallevel, includingacontrolandcom-
mandsystem,aflexible manufacturingsystem,andanelec-
tronic commercesystem[17, 19, 20]. This papershows
thatspecificationandenforcementof softwaresecurityare
well suitedto theSAM framework. We proposea two-tier
structurefor architecturalmodelingof distributedsystems.
The upperlevel modelsthe workflow of a distributedsys-
tem. Eachplaceat theupperlevel is a super-placethatcor-
respondsto a lower level Petri net. An initial distributed
architecturecan be directly derived from the upper level
model. The dependencerelationof the architecturemodel
is extractedin orderto give sourceandsink of every work-
flow in themodelandthedominatingelementsfor flowing.
Securityof thearchitecturemodelis checkedusingthede-
pendencerelation. Securitypolicies are enforcedby sys-
tematicallyreconstructingtheinitial architecture.

Themaincontributionsof this paperareasfollows.

� An architectural modelfor secure distributedsystems:
Architecturallevel modelingof softwaresystemspro-
videsbettersystemunderstanding,multiple levels of
reuse,cleardimensionsfor systemevolution andease
for systemmanagement.The SAM-basedapproach
providesa unifiedmodelfor softwarearchitectureand
softwaresecurity.

� A formalmethodfor securitydesign: Weprovideafor-



mal methodfor checkingthe securityof softwarear-
chitectureusingthedependencerelationof themodel,
andproposea securitydesignmethodthat automati-
cally enforcessecuritypoliciesby reconstructingthe
distributedsoftwarearchitecture.

The restof thepaperis organizedasfollows: Section2
givesabrief introductionto theSAM modelandits theoret-
ical basis.Section3 presentsa softwarearchitecturemodel
for distributedsystems.Section4 presentssecuritymodel-
ing anddesignmethod.Section5 is theconclusion.

2. The Foundationsof SAM

In SAM, asoftwarearchitectureis definedbyahierarchi-
cal setof compositionsin which eachcompositionconsists
of asetof components,asetof connectorsandasetof con-
straintsto besatisfiedby theinteractingcomponents.Basi-
cally, behaviorsof componentsandconnectorsaremodeled
byPetrinets,while theirproperties(orconstraints)arespec-
ified by temporallogic formulas.Theinterfacesof compo-
nentsandconnectorsareports. In the following, we will
briefly introducethe formal basisof SAM: predicatetran-
sition nets(PrT nets)[6], anda linear-time temporallogic
(LTL) [9].

2.1. PredicateTransition Nets

Definition 1 (A PrT net) A PrT net is a tuple � ����
	��
	��
	���	���	���	������
where:

� � is a finitesetof places.

� � is a finitesetof transitions.Werequirethat
����� � 

.

� � is thesetof arcsandis calledtheflow relation,i.e.�"!#�%$��'&(�)$��
. We use *+ � and ,-*� to denote�.�(�/�0$1�2�

and
�.�(�3�4$5�6�

, respectively.

� � is a mapping, which assignseach place in
�

to a
sort.

� � is a mapping, which associateseach transition 7 in�
with a first-order logic formula.Thegeneral formof�8� 7 � is

��9;:<� 7 �;=
�?>A@�BC� 7 � , where
��9;:<� 7 � specifiesthe

preconditionof 7 , and
�?>A@DBC� 7 � describesthefunction-

ality of 7 . We use E � 7 � to denotethe setof variables
thatappearin

��9;:F� 7 � .
� � is a mapping, which labelseach arc with a corre-

spondingmulti-set.

� � � is theinitial marking.

Remarks:

� Thereis an underlyingalgebraicspecificationfor any
PrT net,which definesdata,operatorsandtheir prop-
erties.Formally, theunderlyingspecificationSPEC=
( G , OP, Eq) consistsof a signatureS = ( G , OP) anda
setEq of S-equations.SignatureS = ( G , OP) includes
a set of sorts G and a family OP= (OPH�I�JLKLKLKLJ HNMFJ H � of
sortedoperationsfor

@ I , ...,
@ M , @?O G . For each

@?O G ,
we useCONH to denoteOP J H (the0-aryoperationof
sort

@P�
, i.e. thesetof constantsymbolsof sort

@
. The

S-equationsin Eq definethe meaningsandproperties
of operationsin OP. We oftensimply usefamiliar op-
erationsandtheir propertieswithout explicitly listing
therelevantequations.

� Tokensof a PrT netaregroundtermsof thesignature
S, written MCONQ . The setof labelsis denotedby
LabelQ ��R�� (

R
is the set of sortedvariablesdisjoint

with OP). Eachlabelcanbea multiple setexpression
of theform SUT I�VWI , ..., T MXVYM[Z .

� A marking
�

of a PrT net is a mapping,
� +

MCONQ , from the set of placesto multi-setsof to-
kens. An occurrencemodeof a PrT net is a substitu-
tion \��]S V^I ,`_ I 	Da�aDaC	 VYM ,`_ M[Z , whichinstantiates
typedlabelvariables.Weuse

:6b \ to denotetheresult
of instantiatinganexpression

:
with \ , in which

:
can

beeithera labelexpressionor a constraint.

� By convention,thepresetandpostsetof aplacec (or a
transition 7 ) aredenotedby d�c and c^d (or dD7 and 7ed ),
respectively.

Given a marking
�

, a transition 7 O.� , andan occur-
rencemode \ , 7 is enabledif the following condition is
satisfied: fFc b c Og�
ah���2� c 	 7 �
b \ !'�)� c ���W=1��9;:F� 7 ��b \

The firing of an enabledtransition 7 at the marking
�

andoccurrencemode \ returnsthemarking
�4i

definedby�4i/� c � � �)� c � * �2� c 	 7 �[jk�
� 7 	 c � , for all c O5� . We call�4i
the 7 -successorof

�
, denotedby

� 7 �4i . A run l of
thePrT net � at theinitial mark

� �
is aninfinite sequence

of markings:l)� � � 	�� I 	��kmA	�aDaDa , for eachpairof mark-
ings

�/�kn�	��knpo I � , thereis anenabledtransition 7 n suchthat�kn 7 nq�knpo I 1.

Definition 2 (Computation) Given a PrT net � with an
initial marking

� �
, we definethe computationof � (de-

notedby r >Us c � � � ) to bethesetof all possiblerunsat the
initial marking

���
.

1Weassumethattherebeanidle transition(or stuttering)for everyPrT
net,which is alwaysenabled.



2.2. A Linear-Time Temporal Logic

The requirementspecificationlanguageis LTL. A tem-
poral formula in LTL is constructedfrom stateformulasto
whichweapplythebooleanconnectivesandtemporaloper-
ators.Commontemporaloperatorsinclude t (always)andu

(eventually),
A modelfor a temporalformula c is aninfinite sequence

of statesl be@��v	�@ I 	Da�aDa , whereeachstate
@xw

providesanin-
terpretationfor thevariablesmentionedin c . Thesemantics
of a temporalformula c in a givenmodel l andposition y
is denotedby

� l 	 y ��z �kc . We define:

� For a stateformula c , � l 	 y ��z �kc|{ @ w z �}c
� � l 	 y �
z ��~[c�{ � l 	 y ���z �}c
� � l 	 y �
z �}c��1�`{ � l 	 y ��z �kc or

� l 	 y ��z ���
� � l 	 y �
z ��t�c|{ � l 	��N��z �kc for all

��� y
� � l 	 y �
z � u c�{ � l 	����
z �}c for some

��� y
A detaileddefinitionof LTL canbefoundin [9].

Two importantclassesof propertiesare: safetyand re-
sponse.

� Safetypropertiesarethosethatcanbeexpressedby a
formula t�E , for somepastformula E .

� Responsepropertiesarethosethatcanbeexpressedby
a formula c��<� u � , for somepastformula c and � .

A model l b�@���	�@ I 	�aDaDa satisfiesa temporalformula if� l 	��<��z �kc . A temporalformula c thatis valid in aprogram�
if it is satisfiedunderall computationsof

�
.

Several correctnesscriteria of SAM modelsare identi-
fiedin [7]. Onebasiccriterionis elementcorrectnesswhich
requiresthe propertyspecificationG to hold in the corre-
spondingbehavior model � , i.e. r >Us c � � ��z ��G .

3. An Ar chitecture Model of Distrib uted Sys-
tems

3.1. The Ar chitectureModel

We presenta two-tier structureof distributed systems
using SAM. At the upper level, each compositioncor-
respondsto the whole or a part of the workflow in the
system.At the lower level, eachcompositioncorresponds
to a specifictask. A compositionconstraint describesthe
property related to several componentsand connectors.
Instead,a componentconstraint definesthe propertyof a
single component. A componentconstraintat the upper
level will be inheritedas a compositionconstraintat the
refinedlower level. Everyconstraintis specifiedby anLTL

formula. Figure1 shows a graphicalview of the software
architecturemodel,wherethe higher level component� m
(or task)is decomposedinto a lower level PrTnet.
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Figure 1. A two-tier model of distrib uted systems

A task at the upper level is a PrT net model, which
describeslower level compositionswith a unique input
(place) and a unique output (place), as illustrated in
Figure 2. We use � and � to denoteinput and output,
respectively. In abstractview, a task is a super-place in
the PrT net. There is a typing correspondencebetween
thesuper-placewith thetask,i.e., for eachsuper-place � ,�
� � � � �
� � �
$5��� � � .

TaskI O

Figure 2. The structure of a task

At thelower level, eachcompositionis a PrT net,which
refinesits upperlevel counterpart(or super-place).There-
finementrelationcontainstwo aspects.

� Interface Conformation: The input and output of
super-placearetwo placesin thelower level PrTnet.

� Property Preservation: The upper level component
constraintis inherited as a lower level composition
constraint.

Establishedtechniquesin SAM, suchasreachabilitytree
analysis,deductive proof, andstructuralinduction,areap-
plicableto formally analyzingtherefinementrelationof ar-
chitecturemodels[19, 18, 7, 20].



An example (A Travel Planner) Consider a travel
agency which processesreservationsfor flight seats,hotel
roomsandrentalcars[2]. The tasksinvolved in the travel
agency are:

� �(I : Input travel information,

� � m : Reservea ticketwith ContinentalAirlines,

� ��� : If � m fails or if the ticket costsmorethan$400,
reservea ticket with DeltaAirlines,

� ��� : If the ticket at Continentalcostslessthan$400,
or if the reservationat Delta fails, purchasethe ticket
atContinental,

� ��� : If Deltahasa ticket, thenpurchaseit at Delta,

� ��� : ReservearoomatSheraton,if thereis flight reser-
vation,and

� ��� : Rentacarat Hertz.

Figure3 givesa PrT netmodelof theTravel Planner. In
the underlyingspecificationSPEC= ( G , OP, Eq), whereG includeselementarysortssuchas Integer andBoolean,
andalsosortsUsr, Time, Route,Price,Flight, Hotel, and
Car derived from Integer. �?T is an alias of Boolean. G
alsoincludesstructuredsortssuchassetandtupleobtained
from the Cartesianproduct of the elementarysorts; OP
includesstandardarithmetic and relational operationson
Integer, logical connectives on Boolean, set operations,
andselectionoperationon tuples;andEq includesknown
propertiesof theaboveoperators.
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Figure 3. A PrT net model of the Travel Planner

Formally, thePrTnetmodelis ��� ���
	���	��
	���	�� 	��	�� � �
, where:

� � �4SU� I 	 � m�	 ��� 	 ��� 	 ��� 	 ��� 	 ��� Z .
� � �4S B I 	�BNmA	�B � 	�B � 	�B � 	�B � 	�B � 	�BN¡ Z .
� � �4S ��¢ I 	�B I �x	P�3B I 	�¢ m �C	��3¢ m 	�B m �x	�3BNmv	�¢ � �x	Da�aDa�	��3¢ � 	�BN¡P�x	���BN¡v	�¢ � � Z .
� �
� ��I � � �q£?@�9 $��
�qs5:?$5��>U¤YBN:;�$��q£?@�98$1���¥s1:�$5��>U¤YBN:;�

,�
� � mP� � �
� ��� � � �q£?@�9 $��
�qs5:?$5��>U¤YBN:;�$��q£?@�9?$¦���¥s5:
$§��>U¤[BN:¨$§��9P� _ :�$ �?T � ,

�
� ��� � � �
� ��� � � �q£6@D98$1���¥s1:�$5��>U¤YBN:;�$(�¥£?@�9�$1���¥s1:6$1�?©��/ª¬«eB��
,�
� � � � � �q£6@D9 $1���¥s1:?$5��>U¤YBN:;�$(�¥£?@�9�$1���¥s1:6$1­�>UBN:U©®$5��9P� _ :;� ,�
� � � � � �q£6@D9 $1���¥s1:?$5��>U¤YBN:;�$(�¥£?@�9�$1���¥s1:6$ r�¯ 9 $1��9U� _ :;� .� ��9;:F�3B I � � B�9U¤[:<	§�?>A@�BC�3B I � � �/� i � ��I � �  =�4iq� � mP� � ©°m�� ,��9;:F�3BNmU� � � c 9U� _ :6±³²��v� � > T¦��´^¯ ©q@�:;� 2, �?>A@�BC�3BNmU� ��/� i � � mU� �  =5� i � ��� � � © � � ,��9;:F�3B � � � � c 9U� _ :UiWµ³²<�v�¶= > T i � B�9U¤[:;�C	��?>A@�BC�3B � � ��/�4iq� � mU� �  =5�4iq� ��� � � © � � ,��9;:F�3B � � � ��> T i i � B�9U¤[:;�x	
�?>A@�BC�3B � � � �/�4iq� ��� � � =5�4i/� ��� � � ©°¡P� ,��9;:F�3B � � � ��> T i i i �]´^¯ ©/@P:;�x	®�?>A@�BC�3B � � � �/�4iq� ��� � � =5�4i/� � � � � © I �;� ,��9;:F�3B � � � B�9U¤[:<	§�?>A@�BC�3B � � � �/�4iq� � � � �  =� i � � � � � © I m � ,��9;:F�3B � � � B�9U¤[:<	§�?>A@�BC�3B � � � �/�4iq� � � � �  =�4iq� � � � � © I � � ,��9;:F�3BN¡U� � B�9U¤[:<	§�?>A@�BC�3BN¡U� � �/�4iq� ��� � �  =�4iq� ��� � � © I � � .

Note that for eachtransition 7 , � � 7 � � ��9;:F� 7 �
=�?>A@�BC� 7 � .
� � �·S � � I 	�B I ��¸+ © I 	P�3B I 	 � mP��¸+ ©°mv	DaDa�aD	P� ��� 	�BN¡���¸+© I � 	���BN¡A	 ��� � ¸+ © I � Z , where each label is a

type-respecting singleton set. For example,© � � S � 	P�3¤W@D9;	�B��¥s1:<	�9;>U¤[BN:<	 c 9U� _ :<	�> T ���x	�© � �S ���3¤W@�9;	�B��¥s1:<	�9U>U¤[BN:;�x	 � Z , where is a wildcard.

� ���<� ��I � �¹S ���3¤W@D9��v	�B��qs5:P�A	�9;>U¤[BN:P�P�x	 � Z ,���<� � m � � ����� � � � � ���<� � � � � ���v� � � � ����<� � � � � ���v� � � � �  .
3.2. An Initial Distrib uted Control Ar chitecture

A distributedsystemcontrol hasmany advantagesover
its centralizedcounterpart. Theseinclude fewer message
exchangesbetweenthecentralcontrolmoduleandthetask
execution,andlesscontrolburdenbyonesinglecentralcon-
trolling authority, which is desirablein autonomousenvi-
ronments[11]. We usethe notion of agent to denotesuch
kind of autonomousentities.Specificallyin thiscontext, an
agentis a modulethat containstasks(i.e. super-placesin
theupperlevel model)andtheir postsets.

An initial distributedcontrolarchitectureis derivedfrom
theupperlevel PrTnetmodelby

� takingeachtaskandits postsetasa distributedagent,
and

2Thevariablesº;»�¼h½�¾ and ¿�À areactuallyprojectionsof thecorrespond-
ing labels,e.g. ºA»�¼°½N¾ is the4thelementin the2ndelementof Á-Â . Similarly
areºA»�¼°½N¾�Ã , ¿�À�Ã , ¿�ÀPÃ Ã , and ¿�ÀPÃ Ã Ã .



� addinga central control module,which initiates the
first agentin theworkflow andcollectsthefinal result
from thelastagent.

The example (continued) Figure 4 below is the initial
controlarchitectureof theTravel Planner. In additionto the
centralcontrolmodule,therearesevenagentsin the initial
controlarchitecture.
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Figure 4. An initial distrib uted contr ol architecture

However, oneobvious problemfor the distributedcon-
trol is security. With a distributedcontrol, theentirework-
flow is sent to the agent �¨I by the centralcontrol mod-
ule. After the executionof ��I , �¨I forwardsthe remain-
ing workflow to thefollowing agents,in this case,� m . Af-
ter executing � m , � m evaluatesthe following dependences
andforwardstheremainingworkflow to thenext appropri-
ateagent,andsoon. Theagent� m hastheknowledgethatif
it failsor if theticketcostsmorethan$400,thetaskneedsto
besentto �2� (on behalfof Deltaairlines),which is a com-
petingcompany. Due to this fact, � m canmanipulatethe
priceof theticketandmayreduceit to $399,whichmayre-
sult in a lossof businessto �
� , or maypreventthecustomer
from gettinga betterprice than$399that may potentially
beofferedby Delta. Securityissuesareinvestigatedin the
next section.

4. Security Modeling and Design

4.1. Security Models

A securitypolicy is a setof propertiesthat specifyhow
anorganizationmanages,protects,anddistributessensitive
information.Thesepropertiescanbeaccesscontrolproper-
ties, or informationflow properties,or both. The Chinese
Wall policy [3] was introducedas an attemptto balance
commercialdiscretionwith mandatorycontrols.Themodel
is basedon a hierarchicalorganizationof dataobjectsas
follows:

� Basicobjectsareindividual itemsof information(e.g.
files),eachconcerningasinglecorporation;

� Companydatasetsdefinegroupsof objectsthat refer
to thesamecorporation;

� Conflict of interest classes(COI) define company
datasetsthatreferto competingcorporations.

Giventheobjectorganization,theChineseWall policy pre-
ventsinformation flows that causeconflict of interestfor
individual consultants.A modifiedChineseWall security
model is capableof addressingthe problemof securityin
distributedsystems.

Definition 3 (Sensitive dataset) Givena distributedarchi-
tecture model,an agent � in the model,and a task

¢
in

theagent,a variable Ä is sensitive to thetask
¢

if either it
appears in

��9;:F�3¢ d � and it is in the datasetof � , or it be-
longsto theintersectionof variablesetfrom

�2� d ¢6	�¢2� and
COI of � . Thesensitive datasetof the task

¢
(denotedby

sensitive(w)) is thesetof variablesthat are sensitiveto
¢

.
We selectoneof the tasksin � as themain taskof � . The
sensitivedatasetof theagent� (denotedbysensitive(A)) is
assignedto thesensitivedatasetof its maintask.

For example, the sensitive datasetsof tasksin the initial
architecturemodel( illustratedin Figure4) are:@P:PÅ�@��qB�� Ä :F� � I � � @P:�Å�@��¥B�� Ä :F� ��� � � @P:PÅ�@��qB�� Ä :F� ��� � �@P:�Å�@��¥B�� Ä :F� ��� � � @P:PÅ�@D�¥B�� Ä :<� ��� � �  ,@P:PÅ�@��qB�� Ä :F� � m � �ÆS�c 9U� _ :<	 c 9U� _ :Ui Z 	�@P:PÅ�@D�¥B�� Ä :<� � � � �S�c 9P� _ : Z .

In theinitial architecturemodel,eachagentcontainsonly
onetask,which is thecorrespondingmain taskby default.
Therefore,thesensitivedatasetsof agentsare:@P:PÅ�@��qB�� Ä :F� �¨I � � @P:PÅ�@��¥B�� Ä :F� � � � � @�:PÅ�@��¥B�� Ä :F� � � � �@P:�Å�@��¥B�� Ä :F� � � � � @P:�Å�@��¥B�� Ä :F� � � � �  ,@P:PÅ�@��qB�� Ä :F� � m�� � S�c 9U� _ :<	 c 9U� _ :Pi Z 	�@P:PÅ�@��¥B�� Ä :F� �2� � �S�c 9P� _ : Z .
Definition 4 (A security policy) A distributed control ar-
chitecture ��� ���
	��
	��
	���	���	���	����P� is secure, if for every
agent � in � , andeverytask

¢
in � , thefollowing formula

holds.t � f B�O5��ah�3B�O�¢ d + � E �3B��Ç�5@P:PÅ�@��qB�� Ä :F� � � �  �����

Intuitively, thesecuritypolicy requiresthat for every agent
and its tasks,neithertask’s decisive datavalueshouldbe
sensibleto its own agent,noragent’s informationshouldbe
leakedto anotheragentin thesamer?��� .

For example,accordingto the above securitycriterion,
theinitial distributedcontrolarchitecturein Figure4 is not
secure,because� m is a taskin theagent� m and

BNm�O �¹dm ,
but E ��BNmP�W�5@P:PÅ�@D�¥B�� Ä :<� � mD� is S�c 9U� _ : Z , insteadof

 
.



4.2. A Formal Security DesignMethod

We first definea new conceptcalledthedependencere-
lation. Then,we show how to usedependencerelationto
checksecurityof the architecturemodel, and finally, we
demonstratethat the securitypolicy can be correctly en-
forcedthroughreconstructingthedistributedarchitecture.

Definition 5 (Dependencerelation) Givenan upper level
PrT net �]� ���
	���	��
	���	�� 	��
	�� � � . A dependencerelation
(denotedby È �8� � � ) for a workflowis a setof tuples:È �8� � � = S �3¢ n 	�¢�wv	�É��
zY�3¢ n 	�¢�wP�6O *+ �Ê$ ,L*�Ë=ÌÉ �E �3¢ dn � d ¢ w � Z
Intuitively, È �8� � � givessourceand sink of every work-
flow in themodelandthedominatingelementsfor flowing.
For example,let � representthePrTmodelin Figure4. We
have:È �8� � � �¹S � ��I 	 � m 	  �x	�� � m 	 � � 	 S�c 9U� _ :<	�> T Z �x	� � m 	 � � 	 S�c 9U� _ :Pi�	�> T i Z �C	®� � � 	 � � 	 S > T i i Z �C	� � � 	 � � 	 S > T i i i Z �C	�� � � 	 � � 	  �x	� � � 	 � � 	  �C	�� � � 	 � � 	  � Z
Givenanarchitecturemodelof adistributedsystem,these-
curity policy in the workflow level canbe enforcedby the
following steps:

1. Constructaninitial controlarchitecturefrom thework-
flow � .

2. Computethedependencerelation È �8� � � .
3. For each

�3¢�n�	�¢ w 	�É��(O È �8� � � , we reconstructthe
architecturein thewaysthatareillustratedin Figure5.

A

i

i

i

w

w

w

w

i 

i 

i 

w

w

w w

ww

w

t

tA

j i k
A Ai it i

j
tkt’i

Case 2

Case 3

kt’

Case 4

A

t

jw

Ak

Aj

iA

Ai

i

i

k

k

wk

wk
Ai

w

t

t

t’

t’

t

i

i

i

i

t’

t’k

k

j

j

j

j

i

i

i j

i Case 1

The Original PrT Net After Reconstruction

w w w w

Figure 5. Four cases for reconstruction

� Case 1: If
ÉÍ�#@�:PÅ�@��¥B�� Ä :F�3¢�n��Î��  

, andÉ)�Ï@P:PÅ�@��¥B�� Ä :F�3¢ w �.��  
, then add a new task

¢�Ð
and two transitions

B�ÐF	�BNiÐ
, which constitute

a neutralagent � Ð (i.e. both the datasetof � Ð
andthe r?��� of � Ð are

 
). Let

�
�3¢ Ð � � �
�3¢ n � ,���v�3¢ Ð � �  , ��9;:F�3B Ð � � ��9;:F�3B n � , �?>A@DBC��B Ð � ��?>A@DBC��B n �DÑ ¢ nNÒ ¢ Ð 	�¢ Ð�Ò ¢�wCÓ
,
��9;:<��B i Ð � �]~ ��9;:F�3B n � ,�?>A@DBC��BNiÐ � � �?>A@�BC�3B n �CÑ ¢ n¥Ò ¢ Ð 	�¢�w Ò ¢ n Ó

,��9U:F��BNin � �  , �?>A@�BC��BNin � � �?>A@�BC�3B n �DÑ ¢�w Ò ¢ Ð Ó .� Case 2: If
ÉÍ�Ô@P:�Å�@��¥B�� Ä :F��¢
nq�Õ��  

, andÉÖ��@P:PÅ�@��¥B�� Ä :F�3¢�wP� �  
, then add a

new task
¢ Ð

and two transitions
B Ð 	×BNiÐ

,
which are appendedto the � w . The main
task of � w is

¢�w
. Let

�
�3¢ Ð � � �
�3¢ n �
,���v�3¢ Ð � �  , ��9;:F�3B Ð � � ��9;:F�3B n � , �?>A@DBC��B Ð � ��?>A@DBC��BNn/�DÑ ¢�n Ò ¢�ÐF	�¢�Ð Ò ¢ w Ó

,
��9;:<��BNiÐ � �]~ ��9;:F�3BNn�� ,�?>A@DBC��BNiÐ � � �?>A@�BC�3BNn¥�CÑ ¢�n Ò ¢�ÐF	�¢ w Ò ¢�n�Ó

,��9U:F��B in � �  , �?>A@�BC��B in � � �?>A@�BC�3BNn/�DÑ ¢ w Ò ¢�ÐPÓ .� Case 3: If
ÉÍ�Ô@P:�Å�@��¥B�� Ä :F��¢ n � �  

, andÉÊ�Ô@P:PÅ�@D�¥B�� Ä :<��¢�wD�Ø��  
, then add a new

task
¢ Ð

and two transitions
B Ð 	�BNiÐ

, which
are appendedto the agent � n . The main
task of � n is

¢�n
. Let

�
�3¢�Ðv� � �
�3¢�n��
,� � �3¢�Ð�� �  , ��9;:F�3B�ÐA� � ��9;:F�3BNn�� , �?>A@DBC��B�ÐA� ��?>A@DBC��BNn/�DÑ ¢�n Ò ¢�ÐF	�¢�Ð Ò ¢ w Ó

,
��9;:<��BNiÐ � �]~ ��9;:F�3BNn�� ,�?>A@DBC��BNiÐ � � �?>A@�BC�3BNn¥�CÑ ¢�n Ò ¢�ÐF	�¢ w Ò ¢�n�Ó

,��9U:F��BNin � �  , �?>A@�BC��BNin � � �?>A@�BC�3BNn/�DÑ ¢ w Ò ¢�ÐPÓ .� Case4: If
ÉÙ�.@�:PÅ�@��¥B�� Ä :F�3¢�nq� �  

, and
É·�@�:PÅ�@��¥B�� Ä :F�3¢ w � �  

, then keepthe samestruc-
ture.

Accordingto thesemanticdefinitionsof
¢ Ð 	ÇB Ð

, and
B i Ð

, we
caneasilyseethatthereconstructedarchitecturemodelhas
thesamebehaviorsastheoriginalmodel � does,if wecon-
fine theobservationoverplacesin � . What’smore,thefol-
lowing theoremshows thattheresultingarchitecturemodel
is secure.

Theorem6 (Security enforcement) The above stepswill
resultin a distributedsoftwarearchitecture, which enforces
thesecuritypolicy.

Proof: For Case 1, after reconstruction, we haveE ��BNin � �  
, and

@�:PÅ�@��¥B�� Ä :F� � Ð;� �  
. Hence, E �3BNin �2�@P:�Å�@��¥B�� Ä :F� � n � �  

, E �3B Ð �
��@P:PÅ�@��qB�� Ä :F� � Ð � �  
, andE ��BNiÐ �Ú��@P:�Å�@��¥B�� Ä :F� � Ð � �  ; For Case2, after reconstruc-

tion, we have E �3BNin � �  , and E ��B Ð � �4E ��BNiÐ � � É . Hence,E ��BNin �Ç�5@P:PÅ�@��qB�� Ä :F� � n � �  , and E �3B Ð ���1@P:PÅ�@��¥B�� Ä :F� � wD� �E ��BNiÐ ���k@P:PÅ�@��¥B�� Ä :F� � wD� � ÉÛ�k@P:PÅ�@��¥B�� Ä :F� � wD� �  
; For

Case3, theproof is similar to Case2; For Case4, it is obvi-
ousthat E ��BNnq�U�
@P:PÅ�@��¥B�� Ä :F� � n/� �  . By thedefinitionof the
securitypolicy, weconcludetheproof.

z t
The example (continued) Using the above steps, we
canobtaina distributedsoftwarearchitectureillustratedin



Figure6, in which the securitypolicy hasbeenenforced.
Note that, the agents� m and ��� were reconstructed,and
theagent� ¡ wasnewly added.
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Figure 6. A secure distrib uted architecture

5. Conclusion

This paperproposeda formal approachto designof se-
curesoftwarearchitecturefor distributedsystems.Theun-
derlyingformalismof SAM supportshierarchicalmodeling
of distributedcontrol. A two-tier architecturemodelis pre-
sented.Theupperlevel modelstheworkflow of distributed
systems.Eachof theplaceof theupperlevel is asuper-place
that correspondsto a lower level Petri net. An initial dis-
tributedarchitecturecanbedirectly derivedfrom theupper
level model. Securityof the architectureis checked using
the dependencerelationof the model. A securityenforce-
mentmethodis proposed,whichautomaticallyenforcesse-
curity policiesfor theupperlevel workflow.

SAM is a generalsoftwarearchitecturemodelbasedon
a dual formalismcombiningPetri netsandtemporallogic.
SAM providesauniquehierarchicalframework to tailor the
dual formalismsof Petri netsand temporallogic for soft-
warearchitecturespecification. In this paper, we chosea
high level predicatetransitionnets, anda linear-time tem-
poral logic asits theoreticalbasis.Otherkind of Petrinets
[16] and/ortemporallogic [5] canalsobeused.SAM has
beensuccessfullyappliedto specificationand analysisof
severalsoftwaresystemsatthearchitecturallevel. Thework
in this papercomplementsthe SAM-basedsoftwarearchi-
tecturemodelingtechniques,andshows that specification
andenforcementof softwaresecurityarewell suitedto the
SAM framework.

Several other works were proposedto deal with dis-
tributedsystemmodelingandsecurityenforcementatwork-
flow level. In [1], a low level Perti net calledTCPN was
usedto model and analyzeworkflows. But TCPN is not
well suitedto hierarchicalstructuremodeling,and thus is
not suitablefor complex systemmodeling. Securityen-
forcementwasinvestigatedin [2]. However, the proposed
graphmodelof workflow is semi-formalandnot self suffi-
cient. In our method,oncea formal architecturemodel is

established,dependencerelationsof the workflows canbe
automaticallyderived,andsecuritypolicy canbemechani-
cally enforcedby reconstructingtheinitial distributedcon-
trol architecture.Themainmeritsof ourmethodover those
works are: (1) The hierarchicalarchitecturemodel is well
suitedto complex systemmodeling; (2) The SAM-based
methodhasa solid theoreticalbasisthat facilitatesformal
reasoninganddesign;(3) SAM providesa unified frame-
work for both softwarearchitecturemodelingandsecurity
enforcement.

It shouldbepointedout thatour concernin this paperis
only abouttheoreticalaspectof securesoftwarearchitecture
modelingand design. We consideredonly a single secu-
rity policy enforcementanduseda simpleexampleto illus-
trateits applicability. Interestingtopicssuchasmulti-policy
enforcement,modularityin policy representation,composi-
tion, designandanalysistools, aswell as implementation
techniques,areomitted.We will explorethesetopicsin the
future.

Acknowledgements

This work is supportedin partby theNSFundergrants
HDR-9707076and CCR-0098120,and by NASA under
grantNAG 2-1440.

References

[1] N. Adam,V. Atluri, andW. Huang. Modelingandanalysis
of workflows usingPetri nets. Journal of Intelligent Infor-
mationSystems, 10:131–158,1998.

[2] V. Atluri, A. Chun,andP. Mazzoleni.A ChineseWall secu-
rity modelfor decentralizedworkflow systms. In Proceed-
ings of the 8th Conferenceon Computerand Communica-
tionsSecurity, pages48–57,2001.

[3] D. Brewer and M. Nash. The ChineseWall securitypol-
icy. In Proceedingsof theIEEESymposiumonSecurityand
Privacy, pages215–228,1989.

[4] P. Devanbu andS.Stubblebine.Softwareengineeringfor se-
curity: a roadmap.In Proceedingsof theConferenceon the
Future of Software Engineering, ICSE’00SpecialVolume,
pages227–239.2000.

[5] E. Emerson.Temporalandmodallogic. In J.vanLeeuwen,
editor, Handbookof Theoretical ComputerScience, chap-
ter16.Elsevier SciencePublisherB.V., 1990.

[6] X. He. A formal definitionof hierarchicalpredicatetransi-
tion nets. In Proceedingsof the17th InternationalConfer-
enceon ApplicationandTheoryof Petri Nets,LNCS1091,
pages212–229.Springer-Verlag,1996.

[7] X. He andY. Deng. A framework for developingandan-
alyzing software architecturespecificationsin SAM. The
ComputerJournal, 45(1):111–128,2002.

[8] C. Ko andT. Redmond.Noninterferenceandintrusionde-
tection. In Proceedingsof theIEEE Symposiumon Security
andPrivacy, pages177–187,2002.



[9] Z. MannaandA. Pnueli. TheTemporal Logic of Reactive
and Concurrent Systems:Specification. Springer-Verlag,
1992.

[10] J. McLean. Securitymodels.In J.Marciniak,editor, Ency-
clopediaof Software Engineering. Wiley & Sons,1994.

[11] P. Muth, D. Wodtke, J. Weissenfels,A. Dttrich, and
G. Weikum.Fromcentralizedworkflow specificationto dis-
tributedworkflow execution.Journalof IntelligentInforma-
tion Systems, 10:159–184,1998.

[12] R. Peri. SpecificationandVerificationof SecurityPolicies.
PhDthesis,TheSchoolof EngineeringandAppliedScience,
Universityof Virginia,January1996.

[13] R. Ritchey andP. Ammann. Using modelcheckingto an-
alyzenetwork vulnerabilities. In Proceedingsof the IEEE
Symposiumon SecurityandPrivacy, pages156–165,2000.

[14] P. SamaratiandS.Vimercati.Accesscontrol:policies,mod-
elsandmechanisms.In R. FocardiandR. Gorrieri, editors,
Foundationsof SecurityAnalysisand Design,LNCS2171,
pages137–196.SpringerVerlag,2001.

[15] J.Shim,A. Qureshi,andJ.Siegel. TheInternationalHand-
bookof ComputerSecurity. TheGlenlake PublishingCom-
pany, Ltd., 2000.

[16] M. Trompedeller. A Classification of Petri Nets.
http://www.daimi.dk/PetriNets/classification,1995.

[17] J. WangandY. Deng. Incrementalmodelingandverifica-
tion of flexible manufacturingsystems.Journal of Intelli-
gentManufacturing, 10:458–520,1999.

[18] J. Wang, Y. Deng, and G. Xu. Reachabiltyanalysisof
real-timesystemsusingtime Petrinets. IEEE Transactions
on Systems,Man, and Cybernetics- Part B: Cybernetics,
30(5):725–736,2000.

[19] J.Wang,X. He,andY. Deng.Introducingsoftwarearchitec-
turespecificationandanalysisin SAM throughanexample.
InformationandSoftware Technology, 41:451–467,1999.

[20] H. Yu, X. He,Y. Deng,andL. Mo. A formalmethodfor an-
alyzingsoftwarearchitecturemodelsin SAM. In Proceed-
ings of COMPSAC 2002, pages645–652.IEEE Computer
SoecityPress,2002.


