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Abstract

Security design at architecture level is critical to achieve
high assurance software systems. However, most security
design techniques for software architectures were in ad
hoc fashion and fell short in precise notations. This paper
proposes a formal aspect-oriented approach to designing
secure software architectures. The underlying formalism is
the Software Architecture Model (SAM) that combines Petri
nets and temporal logic. SAM supports a precise way to
model the problem domain, its software architecture, and
security aspects of the software architecture. An integrated
architecture is obtained by weaving aspect models with
the base architecture model. Mechanisms in SAM are
amenable to analyzing correctness of the architecture
design.
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1 Introduction

Complex software systems are increasingly based on
reused software modules, standard software components,
and the assembly of existing programs into integrated pro-
gram suites. This allows software manufacturers to market
their products at a competitive price. This effort is facili-
tated by the advances of software architecture [25]: that is,
its gross organization as a collection of interacting compo-
nents. Software architecture plays a central role in man-
aging the complexity of software design by better system
structuring, multiple levels of reuse and clear dimensions
for system evolution. One of the most important task is to
design highly dependable security systems that protect the
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softwares and resources. The task is increasingly complex
and challenging with the rapid proliferation of the Internet.
Several well-known security system architectures and mod-
els, including those in CORBA [3, 20], EJB [9] are corner-
stones for designing scalable and flexible security systems.
However, most security design techniques for software ar-
chitectures were in ad hoc fashion and fell short in precise
notations.

Separation of concerns is a general principle in software
engineering introduced by Dijkstra [7] and Parnas [21] to
control the complexity of evergrowing programs. Aspect-
oriented programming (AOP) [16, 8] has been proposed to
improve separation of concerns in software. AOP is based
on the idea that computer systems are better programmed
by separately specifying the various concerns of a system
and their relationships, and then relying on the mechanisms
in the underlying AOP environment to weave or compose
them together into a coherent program. Concerns can range
from high-level notions like security and quality of service
to low-level notions like caching and buffering. Several suc-
cessful AOP techniques have been proposed in literature,
such as adaptive programming [17], AspectJ [15], Compo-
sition Filters [2], and multi-dimensional separation of con-
cerns [18]. Most investigations so far have been focused
on language constructs for aspect description and aspect
weaving at code level. However, the significance of aspect-
oriented design (AOD) at more abstract level has come to
front recently [14, 24], because quality assurance in the
early stage of software life cycle can result in better design,
and shorter time to market.

The confluence of AOP and software architecture re-
search was pointed out in [6], and security concerns such
as authentication and access control, are suggested to be
placed in architectural connectors. Role Models were used
to define high level aspects in [10]. A role model is actu-
ally characteristics of certain UML models. Two kinds of
language independent aspects, i.e. perspective aspects and
aspect checks, were identified in [26], which help develop-
ers handle crosscutting dependencies among components at



the design stage. But the above works fell short in precise
notations for expressing different concerns and for manipu-
lating these concerns in a systematic fashion, the latter be-
ing recognized in [23] as the essential ‘novelty’ of aspect-
orientation. Without formal definitions, it is impossible to
prove the correctness of the design.

This paper proposes a formal aspect-oriented approach
to designing secure software architectures. A secure soft-
ware architecture defines structure of the software sys-
tem, the interaction and coordination among its compo-
nents, which correctly enforces the security requirement.
An aspect-oriented software architecture design consists of
a model of essential functionality and a number of aspect
models each modularized around a specific concern. We
focus on aspects that reflect security concerns [22]. The
integrated model of the system is obtained by “weaving”
(composing) the model of essential functionality with the
aspect models. To base AOD method on a solid foundation,
we use SAM as the underlying formalism [27]. SAM is
a dual formalism combining Petri nets and temporal logic,
which has been successfully applied in high assurance soft-
ware architecture design [12, 28, 5, 13].

The contribution of this paper includes:

1. proposing formal notations for aspect-oriented model-
ing at architectural level, and

2. establishing an aspect-oriented approach to designing
secure software architectures.

The rest of the paper is organized as follows. Section 2
gives a brief introduction to SAM and its theoretical basis.
Section 3 presents an AOD framework for designing secure
software architectures. Section 4 is the conclusion.

2 An Introduction to SAM

2.1 SAM Models

In SAM, a software architecture is defined by a hier-
archical set of compositions in which each composition
consists of a set of components, a set of connectors and a set
of constraints to be satisfied by the interacting components.
Basically, behaviors of components and connectors are
modeled by predicate transition nets (PrT nets) [11] , while
their properties (or constraints) are specified by temporal
logic formulas [19]. The interfaces of components and
connectors are ports. Figure 1 shows a graphical view of a
SAM architecture model, where the higher level component
A3 is decomposed into a lower level sub-architecture.
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Figure 1. A SAM architecture model

Formally, a software architecture model in SAM con-
sists of a set of compositions C = {C},Cs,...,Ci} and
a hierarchical mapping A relating compositions. Each com-
position C; = {C,;,Ch,,Cs; } consists of a set C,, of
components, a set of C,, of connectors, and a set C's; of
compositions constraints. An element C;; = (S;;, B, ), ei-
ther a component or a connector, in a composition C; has a
property specification S;; (an LTL formula) and a behavior
model B;; (a PrT net). Each composition constraint in C's,
is also defined by an LTL formula. The interface of a be-
havior model B;; consists of a set of places (called ports)
that is the interaction among relevant components and con-
nectors. A component C;; can be refined into a lower-level
composition Cy, which is defined by h(C;;) = C.

2.2 Predicate Transition Nets

A predicate transition net (PrT net) [11] is a tuple IT =
(P,T,F,p, R, L, M) where:

e P is afinite set of places.

e T'is afinite set of transitions. We require that PNT =

0.

F is the set of arcs and is called the flow relation, i.e.
FCPxTUT x P. Weuseﬁand?todenoteFﬁ
(PxT)and FN(T x P), respectively. By convention,
the preset and postset of a place p (or a transition 7) are
denoted by *p and p*® (or *7 and 7°), respectively.

e ¢ is a mapping, which assigns each place in P to a
sort.

R is a mapping, which associates each transition 7 in
T with a first-order logic formula. The general form of
R(r)is Pre(t) A Post(T), where Pre(r) specifies the
precondition of 7, and Post(7) describes the function-
ality of 7. We use () to denote the set of variables
that appear in Pre(r).



e [ is a mapping, which labels each arc with a corre-
sponding multi-set.

e My is the initial marking.

There is an underlying algebraic specification for any
PrT net, which defines data, operators and their proper-
ties. Formally, the underlying specification SPEC = (S, OP,
Eq) consists of a signature S = (S, OP) and a set Eg of S-
equations. Signature S = (S, OP) includes a set of sorts
S and a family OP= (OPs,... sn,s) Of sorted operations for
S1, ..., Sp, 8 € S. For eachs € S, we use CON, to de-
note OP , (the 0-ary operation of sort s), i.e. the set of
constant symbols of sort s. The S-equations in Eq define
the meanings and properties of operations in OP. We often
simply use familiar operations and their properties without
explicitly listing the relevant equations.

Tokens of a PrT net are ground terms of the signature S,
written MCON . The set of labels is denoted by Labels(X)
(X is the set of sorted variables disjoint with OP). Each
label can be a multiple set expression of the form {k; z1, ...,

A marking M of a PrT net is a mapping, P - MCON g,
from the set of places to multi-sets of tokens. An occur-
rence mode of a PrT net is a substitution @ = {z; +
C1,...,Tn + Cp}, Which instantiates typed label variables.
We use e : a to denote the result of instantiating an expres-
sion e with a, in which e can be either a label expression or
a constraint.

Given a marking M, a transition 7 € T, and an occur-
rence mode «, T is enabled if the following condition is
satisfied : Vp: p € P.(L(p,7) : « C M(p)) A Pre(7) : a

The firing of an enabled transition 7 at the marking M
and occurrence mode « returns the marking M’ defined by
M'(p) = M(p) — L(p,7) + L(7,p), forall p € P. We
call M' the T-successor of M, denoted by M7TM'. A run
o of the PrT net II at the initial mark M, is a sequence of
markings: ¢ = My, My, M, ..., for each pair of mark-
ings (M;, M;;1), there is an enabled transition 7; such that
M M.

Given a PrT net II with an initial marking M, we define
the computation of II (denoted by Comp(II)) to be the set
of all possible runs at the initial marking M.

2.3 A Linear-Time Temporal Logic

The requirement specification language is a linear-time
temporal logic (LTL) [19]. A temporal formula in LTL
is constructed from state formulas to which we apply the
boolean connectives and temporal operators. Common tem-
poral operators include O (always) and < (eventually),

A model for a temporal formula p is an infinite sequence
of states o : s, 51, - . ., where each state s; provides an in-
terpretation for the variables mentioned in p. The semantics

of a temporal formula p in a given model o and position j
is denoted by (o, j) = p. We define:

e For astate formulap, (0,7) Ep & sjl=p
e (o) E-w & (0,)) Fp

* (0,j) EpVa & (0,4) Epor(oj) g
e (0,))EOp & (00) [ ploralli> j

e (0,j) EOp & (o0,i) Epforsomei > j

A detailed definition of LTL can be found in [19].

A model ¢ : sg,s1,... satisfies a temporal formula if
(0,0) = p. A temporal formula p that is valid over a PrT
net II specifies a property of II, i.e., states a condition that
is satisfied by all computations of II.

2.4 An Example: The Travel Planner

Consider a travel agency which processes reservations
for flight seats, hotel rooms and rental cars [1]. The tasks
involved in the Travel Planner are :

o W;: Input travel information,
e W5: Reserve a ticket with Continental Airlines,

o Wis: If W, fails or if the ticket costs more than $400,
reserve a ticket with Delta Airlines,

e W, If the ticket at Continental costs no more than
$400, or if the reservation at Delta fails, purchase the
ticket at Continental,

e Wjy: If Delta has a ticket, then purchase it at Delta,

e W;s: Reserve a room at Sheraton, if there is flight reser-
vation, and

e W;: Rent a car at Hertz.

Figure 2 gives a PrT net model of the Travel Planner.
Tasks are modeled as places in the PrT net. In the under-
lying specification SPEC = (S, OP, Eq), where S includes
elementary sorts such as Integer and Boolean, and also sorts
Usr, Time, Route, Discount, Price, Flight, Hotel, and
Car derived from Integer. Ok is an alias of Boolean. S
also includes structured sorts such as set and tuple obtained
from the Cartesian product of the elementary sorts; OP
includes standard arithmetic and relational operations on
Integer, logical connectives on Boolean, set operations,
and selection operation on tuples; and Eq includes known
properties of the above operators.



o L ={(Wi,t1) = Iy, (t1,W2) = la,...,(Ws,tg) —
l15,(ts, W7) +— li6}, where each label is a type-
respecting singleton set. For example, I3 =
{(-, (usr, time, route,
price, ok)),ls = {((usr,time, route),_)}, where _is
a wildcard.

o Mo(Wy) = {((usro, timey, routeq, discounty), -)},
Figure 2. A PrT net model of the Travel Planner Mo(W3) = Mo(W3) = Mo(Wy) = Mo(Ws) =

) My(Ws) = Mo(Wr) = 0.
Formally, the PrT net model is II =

(P,T,F,p,R,L, M), where: Note that places in Figure 2 are super-places that may
be further refined to lower level PrT nets. For example,
o P={Wy, Wy, W5, Wy, W5, We, Wr}. a possible refinement of the place W5 is illustrated in

Figure 3. In SAM model, hierarchical relationship among
places (or transitions) are defined by a hierarchical map-
ping h. We require that o(W5) = @(Input) x p(Output).

L T = {t17t27t37t47t57t67t77t8}'

o ['={(wy,t1),(t1,ws), (w2,12), (t2,w3),. .., (ws,1s),
(t8’ ’11}7) } VDiécourmBrascr

. . DiscountCheck

e (W) = p((Usr x Time x Route X Discount) x DiscountResult

(Usr x Time x Route x Discount)), where p(X) is Q\ ‘

the power set of X, Oﬁ@ﬁ Hﬁ@
(W) = p((Usr x Time X Route X Discount) x put ™ o O
(Usr x Time x Route x Price x Ok)), ‘ Tickeﬂnfo\ﬂ%gl;:h ‘
p(W3) = p((Usr x Time x Route) x (Usr x Time X ‘

Route x Price x OF)), Tickg;ase/mwuew
e(Wy) = o(W5) = p((Usr x Time x Route) X R

(Usr x Time x Flight)),

e(Ws) = p((Usr x Time x Route) x (Usr x Time X

Hotel x Price)), . .
©(Wr) = p((Usr x Time x Route) x (Usr x Time x 3 Secure Software Architectures Design

Car x Price)).

Figure 3. A refinement of task 17/,

3.1 An AOD Framework
e Pre(t;) = true, Post(t;) = (M'(W1) = 0 A

M'(W») = 12)»_ | An AOD framework for design secure software architec-

Pre(t2) = (price > 400V ok = false)', Post(t2) = tures is illustrated in Figure 4. The framework addresses

(M'(W2) =0 /\ ]\:/I "(W3) = 14,)’ design issues in order to establish sound software architec-

Pre(t;) = (price’ < 400Aok' = true), Post(ts) = ture models for secure software architectures based on “sep-

(M'(W2) =0 A M'(Wy) =ls), aration of concerns” principle. It consists of four kinds of

Pre(ts) = (ok" = true), Post(ty) = (M'(W3) = models:

OANM (Ws5) =ls),

Pre(ts) = (ok"' = false), Post(ts) = (M'(W3) = e A problem domain model gives precise description of

OA M (Wy) =lo), basic functionality and their relationships of the tar-

Pre(tg) = true, Post(ts) = (M'(Ws) = 0 A geted software system.

M (We) = ). o A base architecture model defines software architec-

Pre(t;) = true, Post(t;) = (M'(Wy) = 0 A . . . .

M/ (We) = 1a) ture that provides basic functional modules and their

p o . / . connections. A functional module reflects an au-
re(ts) = true, Post(ts) = (M'(Ws) = 0 A . .

M'(W2) = Lig). tonomous software entity, and usually includes a set

Note that for each transition 7, R(7) = Pre(t) A of components and /or connectors.

Post(r). e A security aspect model describes security require-
ments, identifi Inerabilities and thr nd pro-
IThe variables price and ok are actually projections of the correspond- ents, identifies vulnerabilities and threats, and pro

ing labels, e.g. price is the 4th element in the 2nd element of 3. Similarly vides mechanisms that enforce security policies into
are price’, ok’, ok’ and ok'"’. the architecture.




e A secure architecture model is the software architec-
ture model that the security policies have been cor-
rectly enforced.

Problem S t Aspect Secure
Domain cparation qu,C Architecture
Model of Concerns Weaving Model

Figure 4. An AOD framework for secure software
architectures

In the AOD framework, SAM is a unified language for
component modeling and aspect modeling. There are two
distinct levels of software architecture specification devel-
opment in SAM, i.e. element level and composition level
[12] . The element level specification deals with the spec-
ification of a single component or connector and the com-
position level specification concerns how to combine (hori-
zontal) specifications at the same abstract level together and
how to relate (vertical) specifications at different abstract
levels.

Once the problem domain model is established, the re-
maining major issues involved in the framework are how to
separate various concerns and how to weave aspect models
into an integrated software architecture. Separation of con-
cerns characterizes functionality and security aspects of the
system, which consists of the following steps.

1. Identifying autonomous modules in the domain model
and possibly adding some auxiliary modules to con-
struct a base software architecture model®.

2. Specifying security requirements on the base software
architecture.

3. Identifying the vulnerabilities and threats, and con-
structing mechanisms that can be used to protect the
system against such threats.

Aspect weaving generates a software architecture by
weaving aspect models with the base architecture model.
The steps include:

1. Pinpointing the location where the base architecture
model and aspect models interact.

2. Defining the behavior of the system in order to enforce
security policies on the base software architecture.

2Intuitively, a component can be cleanly encapsulated in a generalized
procedure, which tends to be units of the system’s functional decomposi-
tion, while an aspect cannot be cleanly encapsulated in a generalized pro-
cedure, but tends to be properties that affect the performance or semantics
of the components in a systemic way [16].

3. Integrating aspect models with the base software archi-
tecture.

In the following, we will precisely define the aspect-
oriented modeling elements in SAM, and apply them to
weaving different concerns into the base architecture model.
The Travel Planner is used as an illustrating example
throughout the rest of this paper.

3.2 The Base Architecture Model

We introduce the notion of block to denote autonomous
software entities (or modules). In form, a block is a part or
a whole of a PrT net that models certain software module.
We are interested in those contents and profiles of such kind
module that have impact on the AOD method. As we know,
SAM supports hierarchical software architecture modeling,
which allows blocks in different hierarchies. In addition, the
granularity and level of block grouping is flexible, which
depend on the properties to be observed.

To characterize a block, two element categories of block
are identified, i.e. internal elements and external elements.

e The internal elements are attributes that characterize of
a block, such as its name, interesting values (constants
or variables), type etc.

o The external elements present the interface of a block
with its environment.

A base architecture model is a SAM model with block
grouping, and each block represents an autonomous soft-
ware entity.

The Example (Continued)

A distributed architecture for the Travel Planner is desirable
because the system is inherently distributed. Moreover, a
distributed architecture is more flexible and more reliable.
To achieve maximal distributed implementation, a base ar-
chitecture model of the Travel Planner can be derived from
the PrT net of the problem domain model by

o taking each task and its postset as a distributed block,
and

e adding a central control block, which initiates some
block(s) in the domain model and collects the result.

Note that in addition to seven blocks (A; to A7) that
correspond to different tasks, there is a central control
block in the base architecture model. As for the block As,
the internal elements include its name (As), its interesting
variables (price, ok, price’,ok'), its type information (
representing Continental Airlines). The external elements
include its communicating environment, i.e. the incoming



control flow and the outgoing control flow of the block.

Figure 5. A base architecture model of the Travel
Planner

3.3 The Security Aspect Model

Security is about the protection of information resources
against malicious attacks that can result in loss of availabil-
ity, unauthorized access, or modification of data [22]. A
security policy is a set of properties that specify how an
organization manages, protects, and distributes sensitive in-
formation. Security models are used to precisely describe
the security relevant features of information systems. A
software system can be trusted only if the system correctly
enforces the security policies. A formal approach makes it
possible to analyze the correctness of security enforcement.

To specify security aspects of software architectures, two
basic language constructs are needed, including:

e Architecture constructs, which define characteristics of
the block-based distributed architecture, and include
attributes such as name, main task, sensitive informa-
tion, etc.

e Security constructs, which specify security polices,
and include mainly LTL constructs for the problem do-
main.

With the above constructs, we can precisely define key
concepts of our AOD method, including join points, point-
cuts, advices, and aspects.

Join points are well-defined locations that crosscut the
base architecture model and aspect models. A join point in
our AOD framework is a connector that satisfies a certain
condition. For simple join point connector that contains
only one transition, we also call the transition to be a
join point. In Figure 6, the connector ¢ links two tasks
(superplaces) W; and W;. The join point condition Regj,
for ¢ is a predicate over O;, I;,l and I'.

Ww. Requ w

N e + 1 I ‘\\\ K
Ii(,/ O, \\\‘,—> }—ﬁ ,/Ij \\\>Oj

t

Figure 6. lllustration of a join point

A pointcut is a set of join points, i.e. connectors, which
have the same security vulnerability and share the common
security enforcement mechanism. Advices are patterns
that specify the security enforcement mechanisms for
pointcuts. Aspects are modular units of crosscutting design,
comprising pointcuts, advices, and necessary auxiliary
information about the base architecture model.

The Example (Continued)

In Section 3.2, we built a base architecture model for the
Travel Planner. However, one obvious problem for the
distributed control is security. With a distributed control,
the entire workflow is sent to the block A; by the central
control module. After the execution of Wy, A; forwards
the remaining workflow to the following blocks, in this
case, Ao. After executing Wy, A, evaluates the following
dependences and forwards the remaining workflow to the
next appropriate block, and so on. The block A, has the
knowledge that if it fails or if the ticket costs more than
$400, the task needs to be sent to Az (on behalf of Delta
airlines), which is a competing company. Due to this fact,
As can manipulate the price of the ticket and may reduce
it to $399, which may result in a loss of business to As, or
may prevent the customer from getting a better price than
$399 that may potentially be offered by Delta. The Chinese
Wall policy [4] was introduced as an attempt to balance
commercial discretion with mandatory controls, which is
capable of addressing the problem of security in distributed
systems.

Data Object
The model is based on a hierarchical organization of data
objects as follows:

e Basic objects are individual items of information (e.g.
files), each concerning a single corporation;

e Company datasets define groups of objects that refer
to the same corporation;

e Conflict of interest classes (COI) define company
datasets that refer to competing corporations.

Sensitive Dataset

Given a distributed architecture model, a block A in the
model, and a task w in the block, a variable v is sensitive
to the task w if either it appears in Pre(w®) and it is in the
dataset of A, or it belongs to the intersection of variable set
from L(*w,w) and COI of A. The sensitive dataset of the
task w (denoted by sensitive(w)) is the set of variables that
are sensitive to w. We select one of the tasks in A as the
main task of A. The sensitive dataset of the block A (de-
noted by sensitive(A)) is assigned to the sensitive dataset of
its main task. For example, the sensitive datasets of tasks in
the base architecture model ( see Figure 5) are:



sensitive(W1) = sensitive(Wy) = sensitive(Ws)
= sensitive(Ws) = sensitive(Wr) = 0,
sensitive(Wy) = {price,price'}, sensitive(Ws) =
{price}.

In the base architecture model, each block contains only
one task, which is the corresponding main task by default.
Therefore, the sensitive datasets of blocks are:

sensitive(A;) = sensitive(A4) = sensitive(As)

= sensitive(Ag) = sensitive(A7) = 0,

sensitive(As) {price,price'}, sensitive(Az) =
{price}.

Dependence Relation
GivenaPrTnetIl = (P, T, F, ¢, R, L, My). A dependence
relation (denoted by D R(II)) for a workflow is a set of tu-
ples:
DR(II) = {(w;,w;,V) | (wi,w;) € F x F
AV = tw? 0 w;)}
Intuitively, DR(II) gives source and sink of every
workflow in the model and the dominating elements for
flowing. For example, let II represent the PrT model in
Figure 5. We have:
DR(IT) = { (W, W2, 0), (Wa, W3, {price, ok}),
(WZ, Wy, {pricela Okl})v (W37 Ws, {Ok”})v
(W?)v W47 {Ok,”})a (W5v Wﬁ: 0),
(W, We,0), (W3, Ws,0) }

A Security Policy
A distributed software architecture Il = (P, T, F, ¢, R, L,
Moy) is secure, if for every block A in II, and every task w
in A, the following formula holds.

OVt € T.(t € w® — (Y(t) N sensitive(A) = 0)))

Intuitively, the security policy requires that for every
block and its tasks, neither task’s decisive data value should
be sensible to its own block, nor block’s information
should be leaked to another block in the same C'OI. For
example, according to the above security criterion, the
initial distributed control architecture in Figure 5 is not
secure, because W is a task in the block Ay and ¢t € Wy,
but ¥ (t2) N sensitive(As) is {price}, instead of §.

Join Points and Pointcuts

Given a base architecture model II. Suppose (w;,w;, V') €
DR(II), and 7 € w} N® w;. The transition 7 is a join point,
if either V Nsensitive(w;) # 0, or VNsensitive(w;) # 0,
or both. Consequently, we divide the above join points in an
architecture model into three categories (or types), each of
which is a pointcut.

e Pointcut of Type 1 contains all the join points 7, such
that V Nsensitive(w;) # 0, and V Nsensitive(w;) =
0.

e Pointcut of Type 2 contains all the join points 7, such

that V Nsensitive(w;) = 0, and V Nsensitive(w;) #
0.

e Pointcut of Type 3 contains all the join points 7, such
that VNsensitive(w;) # 0, and V Nsensitive(w;) #
0.

Advices

Advices associate fragments of PrT nets with pointcuts,
which specify the system behaviors at every join points
in particular pointcuts. Table 1 illustrates the advices for
different types of pointcuts.

Table 1. Pointcut structures and their advices

Pointcuts and Types Advices

Type 1| |

Pointcut| .

Type?2 | |

Pointcut

Type 3 3

'
Pointcut

e Advice for pointcuts of Type 1: Add a new task wj, and
two transitions ¢, t},, which are appended to the A;.
Set the main task of A; to be w;. Let
p(wr) = p(wi), Mo(wi) = 0, Pre(ty) = Pre(t;),
Post(ty) = Post(t;)w;/wk,wy/w;], Pre(t,) =
—Pre(t;), Post(t),) = Post(t;){w;/wk,w;/w;],
Pre(t}) = 0, Post(t;) = Post(t;)[w;/wg].

e Advice for pointcuts of Type 2: Add a new task wj, and
two transitions ¢, t},, which are appended to the block
A;. Set the main task of 4; to be w;. Let
p(w) = @(wi), Mo(wy) = 0, Pre(ty) = Pre(t;),
Post(ty) = Post(t;)[w;/wk,wr/w;], Pre(t,) =
—Pre(t;), Post(t,,) = Post(t;)[w;/wk,w;/w;],
Pre(t}]) = 0, Post(t;) = Post(t;)[w; /ws).

e Advice for pointcuts of Type 3: Add a new task w;, and
two transitions g, t}c, which constitute a neutral block
Ay, (i.e. both the dataset of Ay and the C'OI of Ay, are
(). Let

e(wg) = p(w;), Mo(wy) = 0, Pre(ty) = Pre(t;),
Post(ty) = Post(t;)[wi/wr, wr/w;], Pre(t),) =
—Pre(t;), Post(t') = Post(t;)[w;/wk, w; [w;],
Pre(t;) = 0, Post(t;) = Post(t;)[w;/wg].



3.4 Aspect Weaving

Given a base architecture model of a software system,
a secure software architecture can be obtained by weaving
aspect models with the base model. The weaving process
includes the following steps.

Step 1: Locating join points

(1) Analyzing security vulnerability of and threats to the
software system based on security requirement.

(2) Specifying join point conditions for connectors in the
base architecture model, which reflects security vul-
nerability that connectors in the base model may be
subject to.

(3) Checking each connector in the base model to see
whether it meets the join point condition or not. If so,
the connector is a join point.

Step 2: Constructing advices

(1) Identifying join points that have the same vulnerability
and grouping them together as a pointcut.

(2) Designing a mechanism (or an advice) for each point-
cut such that the the vulnerability can be removed.

Step 3: Weaving aspect

(1) Arranging a systematic way to searching for join
points.

(2) For each join point, modifying the base architecture
model according to the corresponding advice.

The Example (Continued)

For the base architecture model II of the Travel Planner, we
first compute D R(II). For each (w;,w;, V) € DR(II), and
T € w? N® wj, check whether: (1) V N sensitive(w;) # 0,
or (2) V N sensitive(w;) # 0 is true. By doing this,
we find that in the base architecture model t» satisfies
both (1) and (2), and t3 satisfies (1) only. But the other
connectors satisfy neither of them. Therefore, ¢5 is join
point that belongs to a pointcut of Type 3, and ¢3 is a join
point that belongs to a pointcut of Type 1. Following their
corresponding advices, we can obtain a distributed software
architecture model IT' as illustrated in Figure 7. Note that,
the blocks A» and A, were reconstructed, and the block Ag
was newly added.

Figure 7. A secure distributed architecture model
3.5 Correctness of Aspect Weaving

One critical question is how to guarantee correctness of
aspect weaving. The software architecture model in the
AOD framework is essentially a SAM model extended with
type information. Several correctness criteria of a SAM
model are identified in [12]. One basic criterion is element
correctness, i.e. the property specification S;; holds in the
corresponding behavior model B;; , i.e. Comp(B;;) |= S;; .

To ensure the correctness of a SAM model is to show
that all the constraints are satisfied by the corresponding
behavior models. For example, we can show that our de-
sign of the Travel Planner is correct by the following two
reasons. Firstly, according to the semantic definitions of
wy, tr, and t}c, it is easy to see that the reconstructed ar-
chitecture model I1’ has the same behaviors as the original
model II does, if we confine the observation over places in
I1. Secondly, the integrated architecture model IT' in Figure
7 is secure in the sense that it correctly enforces the secu-
rity policy. The advice for each pointcut takes the role of a
refinement rule. Every refinement rule is correct, because:
For Case 1, after reconstruction, we have ¢ (t}) = ), and
Y(ty) = (t},) = V. Hence, 9(t}) N sensitive(A4;) = 0,
and ¢ (t) N sensitive(A;) = ¥(t},) N sensitive(A;) =
V N sensitive(A;) = @; Case 2 is similar to Case 1;
For Case 3, after reconstruction, we have ¢ (t;) = ), and
sensitive(Ay) = 0. Hence, ¥(t}) N sensitive(A;) = 0,
(tr) N sensitive(Ar) = 0, and ¢ (t},) N sensitive(A) =
(). This concludes the proof.

4 Conclusion

This paper has proposed a formal aspect-oriented ap-
proach to designing secure software architectures. The de-
sign process consists of problem domain modeling, sepa-
ration of concerns, and system integration. SAM is used
as the underlying formalism. The AOD method has several
benefits. Firstly, the AOD method provides a rigorous way
to identify notions in aspect-orientation and to reason about
the correctness of aspect weaving. Secondly, the join point
model in the AOD framework has powerful expressibility



due to hierarchical modeling ability of SAM and flexible
granularity of blocks. Thirdly, the method supports reusable
and reliable design of secure software architectures. Se-
curity aspects express the essential issues of security re-
quirements and security enforcement mechanisms, and are
reusable across different systems.

This paper presents some preliminary results in applying
aspect orientation principle to secure software architectures
design. Several related topics are not covered in this paper,
such as security aspect partition, dependency between the
aspect models, scalability of the aspect-oriented method, as
well as tool support. We are interested in investigating these
issues in the future.
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